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ABSTRACT

Due to the rapid development and growth of computer network, many people use
email or messenger software to communicate with each other through the public network.
Nevertheless, the computer network is an insecure shared platform since it may
vulnerable to some security attacks such as eavesdropping, password guessing attack, and
impersonation attack. Therefore, how to design a secure communication protocol that
users can securely communicate with each other becomes an important issue. Over the
past few decades, many researchers have been proposed to provide a secure computer
network environment, such as remote user authentication protocol using smart cards,
three-party password-based authenticated key exchange protocol, and key agreement
protocol in multi-server environments. These protocolsprovide user authentication or key
agreement to guarantee the information ssecurity that users can authenticate with each
other and securely exchange messages over a public network by using the shared session
key to encrypt and decrypt the secure information.

In this study, we will analyze three user authentication and key agreement protocols
and point out the security flaws of their protocols. Besides, we also propose our protocols
based on extended chaotic maps to remedy these security weaknesses of their protocols.
As compared with their protocols, the security and performance analysis show that our

proposed protocols are more secure and efficient than theirs.

Keywords: Anonymity, Biometric, Chaotic maps, Key agreement, Mutual

authentication, Smart card, Three-party authentication.
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Chapter 1 Introduction

1.1 Research Motivation

Nowadays, the password-based authentication protocol is an essential technique
which used to identify the validity of a remote user in client/server system [12, 31, 35,
64, 69]. But it has a major problem in that humans are not experts in memorizing text
strings. After that, cryptographic secret keys and passwords which are used in remote user
authentication protocols have been proposed to solve the mentioned problems.
Nevertheless, it still have some problems, such as the cryptographic secret keys and
passwords cannot provide non-repudiation. In order to solve the mentioned problems, the
biometric-based remote user authentication-protocols‘have been proposed by researches
[26, 44, 51]. In 2011, Das proposed an .efficient biometric-based remote user
authentication protocol using smart cards [9] to remedy the security flaws in Li and
Hwang’s protocol [44]. Unfortunately, we found that the Das’s protocol was vulnerable
to privileged insider attacks, off-line password guessing attacks and also cannot provide
user anonymity. Hence, we-will propose an improved:protocol to solve the weaknesses
in his protocol.

Due to the rapid development and growth of computer networks, many remote
password authentication protocols have been created and well received because of their
simple implementation, easy operation, and low cost [46, 47, 59, 70]. Recently, the focus
has been on protocols for multi-server environments that run on smart cards. These
protocols typically count on the nonce or timestamp to provide protection against the
replay attack. But these protocols have some security issues such as disturbance in clock

synchronization and vulnerability to the man-in-the-middle attack. In order to solve the



mentioned problems, Tsaur et al. proposed a multi-server authentication protocol with
key agreement [70] and it used the self-verified timestamp where the timestamp is
verified by the timestamp creator. However, we found out that Tsaur et al.’s protocol still
has the following security flaws: (1) it cannot resist the privileged insider attack; (2) it
cannot resist the known-plaintext attack; (3) it is unable to provide user anonymity; (4) it
does not provide perfect forward secrecy. Therefore, we will propose an improved
protocol to remedy the security flaws in their protocol.

In order to guarantee the security of secret keys which are exchanged over the
insecure public network, some related protocols [6, 7, 40, 41, 49, 61] have been proposed
by researchers, such as Password-Authenticated Key Exchange (PAKE) protocol. In
1992, Bellovin and Merritt proposed the first PAKE protocol [2] which allows two parties
to keep one identical memorable password to agree on a common session key over the
insecure public network [16, 53, 54, 69]. After a decade, many related protocols such as
the three-party PAKE [32, 33,40, 41, 61; 81].also have been proposed. However, some
of the three-party PAKE protocols are not secure or efficient enough to be used in
practice. Recently, Wu et al. [78] proposed a three-party password-based authenticated
key exchange protocol to remedy the security flaws in Huang’s protocol [19].
Nevertheless, Wu et al.’s protocol had many exponential computations, which required
the highest computational complexity and it also could not provide user anonymity.
Hence, we will propose an improved protocol to enhance the security and efficiency of
the Wu et al.’s protocol.

Over the past decades, much research has been proposed to design secure
communication protocols based on chaotic systems [8, 13, 27, 77]. In order to design a

secure, practical, and can be used for both encryption and digital signature’s public-key



algorithm, Kocarev and Tasev [28] proposed a public-key encryption algorithm based on
Chebyshev chaotic maps in 2003. Unfortunately, Bergamo et al. [3] pointed out that
Kocarev and Tasev’s protocol [28] is insecure since an adversary can efficiently recover
the plaintext from a given ciphertext. In order to remedy this weaknesses, Zhang proposed
a protocol [86] and proved that the semigroup property holds for Chebyshev polynomials
defined on interval (—oo, +00), which can enhance the property. After that, much work
has been done by introducing chaotic maps into the design of symmetric encryption
protocols [65, 73, 75], S-boxes [74], biometric-based remote user authentication [37], and
hash functions [79, 80]. In this study, we will proposed three improvements based on
extended chaotic maps to remedy the security flaws and enhance the efficiency of the

Das’s, Tsaur et al.’s, and Wu et al:’s protocols.

1.2 Research Subjects

In this study, we focus on the above three user authentication and key agreement
protocols. The first protocol is biometric-based remote user authentication protocol using
smart cards. Das proposed an efficient biometric-based remote user authentication
protocol using smart cards [9] to remedy the security flaws in Li and Hwang’s protocol
[44]. Unfortunately, we found that Das’s protocol was vulnerable to privileged insider
attacks, off-line password guessing attacks and also cannot provide user anonymity.
Therefore, how to resist the privileged insider attacks and off-line password guessing
attacks is the one of our research subjects.

The second one is Password-Authenticated Key Exchange (PAKE) protocol. Wu et
al. [78] proposed a three-party password-based authenticated key exchange protocol to

solve the security problems in Huang’s protocol [19]. However, Wu et al.’s protocol had



many exponential computations, which required the highest computational complexity
and it also could not provide user anonymity. Thus, to provide user anonymity and
enhance the efficiency is the one of subjects we have to research.

The third one is user authentication and key agreement protocol for multi-server
environments. Recently, the focus has been on protocols for multi-server environments
that run on smart cards. These protocols typically count on the nonce or timestamp to
provide protection against the replay attack. But these protocols have some security issues
such as disturbance in clock synchronization and vulnerability to the man-in-the-middle
attack. In order to solve these problems, Tsaur et al. proposed a multi-server
authentication protocol with key agreement in 2012 [70], and they claimed that their
protocol could effectively achieve password-authenticated key agreement while getting
around the technical difficulty of implementing clock synchronization in multi-server
environments. Nevertheless, we found their protocol still has the following security flaws:
(1) it cannot resist the privileged insider attack; (2) it cannot resist the known-plaintext
attack; (3) it is unable to provide user anonymity; (4) it does not provide perfect forward

secrecy. Hence, a more secure protocol is the one of our research subjects.

1.3 Thesis Organization

The remainder of this thesis is organized as follows. In Chapter 2, we will introduce
Das’s biometric-based remote user authentication protocol using smart cards and our
improved protocol. Then, we will introduce our three-party password-based authenticated
key exchange protocol with user anonymity using extended chaotic maps in Chapter 3.

In Chapter 4, we shall review Tsaur et al.’s multi-server authentication protocol with key



agreement and present our improved protocol based on extended chaotic maps. Finally,

our conclusion will be in Chapter 5.
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Chapter 2 A Secure Biometric-based Remote
User Authentication with Key Agreement

Protocol Using Extended Chaotic Maps

Recently, biometric-based remote user authentication protocols along with
passwords have drawn considerable attention in research. In 2011, Das proposed an
improvement on an efficient biometric-based remote user authentication protocol using
smart cards and claimed his protocol could resist various attacks. However, there are
some weaknesses in Das’s protocol such as the privileged insider attack and the off-line
password guessing attack. Besides, Das’s protocol also cannot provide user anonymity.
To overcome these weaknesses, we shall propose a secure biometric-based remote user
authentication with key agreementsprotocol using extended chaotic maps. The proposed

protocol not only can resist the above-mentioned attacks, but also provide user anonymity.

2.1 Preliminaries

With regard to the client/server system, the password-based authentication protocol
is an essential technique used in order to identify the validity of a remote user [12, 31, 35,
64, 69]. Sun et al. [66] pointed out password-based authentication protocols have a major
problem in that humans are not experts in memorizing text strings. Therefore, most users
would probably choose easy-to-remember passwords even if they know the passwords
might be unsafe. In 2005, Hwang-Liu [21] and Lee-Chiu [36] proposed their traditional
remote identity-based authentication protocols respectively. The security of their

protocols is only based on the passwords. Consequently, the adversary can use brute force



attacks or dictionary attacks to break the passwords if users select weak passwords [33,
38, 43, 63]. In order to solve this problem, cryptographic secret keys and passwords are
used in remote user authentication protocols. Unfortunately, the cryptographic secret keys
and passwords still have some problems such as the use of long and random keys which
are difficult to memorize so that the keys must be stored somewhere, and maintaining the
long cryptographic keys is expensive. It also cannot provide non-repudiation since the
keys may be forgotten, lost or they may be shared with other people, there is no way to
know who the actual user is.

Recently, some biometric-based remote user authentication protocols have been
proposed by researches [26, 44, 51]. The biometric system is basically a pattern
recognition system which operates by obtaining biometric data from an individual,
extracting a feature set from the obtained data and comparing this feature set with the
template set in the database [23, 45, 57, 62]. Das [9]«pointed out that the biometric keys
have some advantages as follows:
® Biometric keys cannot be lost or forgotten.
® Biometric keys are very difficult to-.copy or share:
® Biometric keys are extremely hard to forge or distribute.
® Biometric keys cannot be guessed easily.

® Biometric keys are not easy to break.

As mentioned above, biometric-based remote user authentication protocols are more
reliable and secure than traditional password-based remote user authentication protocols.
In 2010, Li and Hwang [44] proposed an efficient biometric-based remote authentication

protocol using smart cards. After that, Das [9] pointed out that Li and Hwang’s protocol



has some flaws and proposed an improvement of Li and Hwang’s protocol to remedy
their flaws. Nevertheless, we found that Das’s protocol was vulnerable to privileged
insider attacks, off-line password guessing attacks and also cannot provide user
anonymity. To remedy these weaknesses, we propose a secure biometric-based remote
user authentication with key agreement protocol using extended chaotic maps. The
proposed protocol based on chaos theory can allow the user to anonymously communicate
with the server and provide mutual authentication between user and server. The security
and performance analysis show that the proposed protocol has low computation and

communication cost, and also can resist these attacks which was found in Das’s protocol.

2.2 Related Work

In this section, we shall briefly describe the concept of Chebyshev polynomial which

used in Chapter 2, Chapter3, and Chapter 4.

2.2.1 Chebyshev Chaotic Maps

Some basic concepts about the Chebyshev polynomial [58] are as follows. The
Chebyshev polynomial T, (x) is a polynomial in x of degree n. Let n be an integer,
and let x be a variable taking value over the interval [—1,1]. The Chebyshev

polynomial T, (x):[—1,1] - [—1,1] is defined as follows:
T,,(x) = cos(n - arccos(x))
The recurrence relation of the Chebyshev polynomial is defined as
Tn(x) = 2xTp 1 (x) — Typ(x), n = 2

where Ty(x) =1 and T;(x) = x.



As we know, cos(x) and arccos(x) are trigonometric functions [3]. They are
defined as cos: R — [—1,1] and arccos: [—1,1] - [0, 7], respectively. Here are some
example Chebyshev polynomials as follows:

T,(x) = 2x% -1

T3(x) = 4x3 — 3x

T,(x) =8x*—8x%2+1
Ts(x) = 16x° — 20x3 + 5x

Chebyshev polynomials exhibit two important features [14, 35]: the semigroup

property and the chaotic property.
(1) The semigroup property:
T (Ts(x)) = cos(r ¢os7t(cos(s cos™(x))))
= cos(rs cos™t(x))
= Ts (%)
= Ty(T.(x))

Here, r and s are positive integer numbersand x € [—1, 1].
(2) The chaotic property:

When the degree nsatisfies the requirement of n > 1, the Chebyshev polynomial

map T,(x):[—1,1] - [—1,1] of degree n is a chaotic map with its invariant

density being f*(x) = 1/(mV1 —x2) for positive Lyapunov exponent A =

Inn > 0.

Zhang further broadened the range of the semigroup property by proving that the
semigroup property holds for Chebyshev polynomials defined on interval (—oo, +0)

[86] as follows:



T,(x) = (ZXTn—1(x) — Ty (X)) mod p

where n > 2, x € (—oo,400), and p is a large prime number that p = 213 + 7.

Evidently,

Tr(Ts(x)) =T (%) = Ts(Tr(x)) mod p

so the semigroup property still holds and the enhanced Chebyshev polynomials also
commute under composition.
The Chebyshev polynomial poses the following two problems [16, 37], which are
assumed to be difficult to handle within polynomial time:
(1) Given two elements x and y, the task of the discrete logarithm problem (DLP) is
to find the integer r, such that T,.(x) =..
(2) Given three elements x, T,.(x), and Ts(x), the task of the Diffie-Hellman problem

(DHP) is to compute the element T, (x).

2.3 Review of Das’s Protocol

In this section, we describe Das’s protocol [9]. The notations throughout Das’s

protocol are summarized in Table 2.3.1.
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Table 2.3.1 The notations used in Das’s protocol

Notation Definition
C; client
R; trusted registration center
Si server
PW; password shared between C; and S;
ID; identity of the user C;
B; biometric template of the user C;
h() a secure one-way hash function
X a secret information maintained by the server
R, a random number chosen by C;
Ry a random number chosen by S;
All B data A concatenates with data B
ADB XOR operation of A and B

There are four phases in Das’s protocol including the registration phase, login phase,
authentication phase, and password change phase. Das’s protocol uses the biometric
template pattern matching to perform thewuser’s biometric verification [23]. The user’s
biometric will be matched against the template pattern stored in the system when the user
inputs his/her biometric template. The user will pass the biometric verification if there is

a match. We explain the details of each phase as follows.

2.3.1 Registration Phase

When the remote user C; wants to access the system, as shown in Figure 2.3.1,
he/she needs to perform the following steps:
(1) The user inputs his/her personal biometric B; on a specific device and offers his/her
password PW; and the identity ID; of the user to the registration center R; in
person.

(2) The registration center R; computes the following

fi = h(By),

11



1 = h(PW)® fi,
e; = h(ID; Il X;)®r;.
X isasecret information generated by the server and is not disclosed to any others
for all secure future communications.
(3) R; embedded (ID;, h(.), fi,e;,r;) inthe user’s smart card and sends the card to the

user C; viaa secure channel.

ID;, B;, PW;

|
f; = h(B)
1 = h(PW)® f;
e; = h(ID; Il X;)®r;
Smart card” (IDg k(. ). f;, e, 1)

Figure 2.3.1 Registration phase of Das’s protocol

2.3.2 Login Phase

In this phase, when a user C; wants to login to the server S;, as shown in Figure
2.3.2, he/she needs to perform the following steps:
(1) C; inserts his/her smart card into the card reader of a terminal and offers his/her
personal biometric template B; on a specific device to verify the biometric.
(2) Verifies whether B; matches with the template stored in the system or not.
(3) If the above verification doesn’t hold, then C; doesn’t pass the biometric

verification. As a result, the remote user authentication is terminated. Otherwise, if

12



the above verification holds, C; passes the biometric verification and inputs his/her
password PW; to perform the following step 4.

(4) The smart card computes r;" = h(PW;)® f;. The client terminates the session if
' #1

(5) If ;' = r;, the smart card computes the followings:
M, = e;®r;', which is equal to h(ID; Il Xy),
M, = M;@®R_, which is equal to h(ID; Il X;)®R, and
M3 = h(R.), where R, isarandom number generated by the user.

(6) Finally, C; sends the message (ID;, M,, M) to the remote server ;.

C; Si

Inserts the smart card and inputs B;

Verifies whether B; matches with the template stored in the system or not
Inputs PW;

r' =h(PW)® f;

Checks r;/?7=r;

M1 = el-@ri'
M2 = M1®RC
Mz = h(R;)

(IDi' MZI M3)

Figure 2.3.2 Login phase of Das’s protocol

2.3.3 Authentication Phase

After receiving the login request messeges (ID;, M,, M3), the server S; performs
the following steps, as shown in Figure 2.3.3.

(1) S; first checks the format of C;’s ID;.

13



@)

3)
(4)

()
(6)
(7)

If the format is valid, S; then computes the following:

M, = h(ID; |l X,) using the secret value maintained by the server.

Mg = M,@®M,, which needs to be R..

S; verifies h(Mg)?= M5 . If it doesn’t hold, S; rejects C;’s login request.
Otherwise, if the verification is successful, S; computes the followings:

Mg = M,®R; = h(ID; |l X;)®R;,

My = h(M, || Ms) = h((RUD; I| X)®R,) Il R.),

Mg = h(Ry).

S; sends the messages (M, Mg, Mg) to C;.

After receiving the messages (M-, My, Mg), C; verifies M,?= h(M, |l R.). Thus,
C; terminates the session if the verification doesn’t pass. Otherwise, C; computes
My = MM, and verifies h(Mg)? = Mg. I h(My) # Mg, C; terminates the
session. Otherwise, €; computes, M;, = h(Mg || My) = h((h(IDl- Il X;)®R) Il
RS) and sends the message M;, to the server S;.

After receiving C;’s message, S; verifies M,,? = h(M¢ |l Ry).

S; rejects C;’s login request if the above mentioned doesn’t hold.

Thus, S; accepts C;’s login request if the verification is successful.

14



Verifies M;?= h(M, Il R,)
My = Mg®M,

Verifies h(Mg)? = Mg

My = h(Mg I My)

<M7r M6' M8>

<M10>

Ci Si
Checks ID;
M, = h(ID; || X)
Ms = M,®M,
Verifies h(Ms)? = M,
Mg = M,DR;
M, = h(M, || Ms)
Mg = h(R;)

Verifies M;o? = h(M; Il R)
If it doesn’t hold, S; rejects
C;’s login request

Otherwise, S; accepts C;’s

login request

Figure 2.3.3 Authentication phase.of Das’s protocol

2.3.4 Password Change Phase

In this phase, the smart card always verifies the old entered password by the user

before updating the new changed password. In order to change the password, the user

performs the following steps:

(1) Inserts the smart card and offers B;.

(2) Verifies whether B; matches with the template stored in the system or not.

15




(3) If C; passes the biometric verification, C; enters his/her old password PWL' and
new changed password PW;*¢".
(4) The smart card computes the following:
r' = h(PWF')@ f;.
If r,' # r;, itmeansthat C; enters the wrong old password and the password change
phase is terminated. If r;" = r;, then the smart card computes
" = h(PW/™)@ fi,
e;' = e;®r;" = h(ID; Il X)),
e’ =e'®r".

1

(5) Finally, smart card replaces e; and r; with e;"" and r;"’, respectively.

2.4 Weaknesses of Das’s Protocol

In this section, we analyze the+security. of ‘Das’s protocol. We show that Das’s
protocol is vulnerable to privileged insider attack and the off-line password guessing
attack. In addition, Das’s protocol also cannot provide user anonymity. We now describe

the details as follows.

2.4.1 Privileged Insider Attack

Inareal environment, it isa common practice that many users use the same password
to access different applications or servers for convenience in remembering long
passwords and ease-of-use whenever required [18]. However, if a privileged insider of
the registration center knows the password of the user C;, he/she may try to impersonate
C; for accessing other servers where C; could be a registered user. In Das’s protocol, the

user C; sends his/her real identity ID; and password PW; to the registration center R;

16



directly in the registration phase. Hence, the privileged insider could get C;’s password
and use it to impersonate C; for accessing different applications or servers.

Consequently, Das’s protocol is vulnerable to the privileged insider attack.

2.4.2 Off-line Password Guessing Attack

Kocher et al. [29] and Messerges et al. [60] have pointed out all the information in
smart cards could be extracted by the side channel attack. We assume that an adversary

has stolen user C;’s smart card and extracted the information (ID;, h(.), fj, e;, ;) of the
smart card in Das’s protocol. Using the extracted f; and 7;, the adversary could find the
password PW; of user C; through the following steps.

(1) The adversary uses f; and 7;-to compute h(PW;) = f;® ;.

(2) Then, the adversary chooses a password ‘P, and verifies h(PWJ-’)? = h(PW;).
(3) If h(PWj’) = h(PW;), the guess was correct. Otherwise, the adversary can make

another guess and repeat the process.

As mentioned above, we show that an adversary can get the password of user C;

and use it to impersonate C; for accessing different applications or servers. Hence, Das’s

protocol is vulnerable to off-line password guessing attack.

2.4.3 Inability of Providing User Anonymity

In Das’s protocol, the user C; sends his/her real identity ID; to the server S;
directly in the login phase. All of other users also send their real identity to the server S;

directly in the login phase. Hence, an adversary can get the real identity of any user by
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intercepting the messages {ID;, M,, M5} transmitted between the user and the server.

Therefore, Das’s protocol cannot provide user anonymity.

2.5 Our improved Biometric-based Protocol

In this section, we present our improved protocol using extended chaotic maps. The

notations used in this section are summarized in Table 2.5.1.

Table 2.5.1 The notations used in this section

Notation Definition
C; client
R; trusted registration center
S; server
PW; password shared between C; and S;
ID; identity of the user C;
B; biometric'template of the user C;
p a large prime number that p = 2130 + 7
X a random integer chosen by the registration center
s a random number-chosen by the registration center
SPUB the public key of R;, where SPUB = Ty _(s) mod p
R, Ry two random integers
t; the time-stamp
h() a secure one-way hash- function
Il the concatenation operation
® the exclusive-or (XOR) operation

In the beginning, the registration center R; selects a random number s, a random
integer X, and computes SPUB = Ty_(s) mod p. The registration center R; keeps the
master secret key X, secretly. There are four phases in our protocol including
registration phase, login phase, authentication phase, and password change phase. From

now, the detailed steps of these phases are described in the following subsections.
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2.5.1 Registration Phase

When the remote user C; wants to register and become a new legal user in the

system, as shown in Figure 2.5.1, he/she needs to perform the following steps:

1)

(2)

(3)

The user offers his/her password PW;, the identity ID;, generates a random number
N, and also inputs his/her personal biometric B; on a specific device and computes
fi = h(B;). C; then sends {ID;, f; = h(B;), h(PW; |l B; Il N)} to the registration
center R; viasecure channel.

The registration center R; computes the following

P; = h(ID; Il Xy,

r; = h(PW; Il B; | N)® f;,

e; = P,®r;.

R; embedded (ID;,h(.),e;ss,SPUB,p) intheuser’s smart card and sends the card
to the user C; via a secure channel.

After receiving the smart card, C; computes BPW = B;®h(PW;) and inserts the

random number N and BPW: iinto the smart card and finishes the registration.

G R;

Generates a random number N

Inserts N and BPW = B;@®h(PW;)

ID;, f; = h(B;), h(PW; Il B; I N) .~
P; = h(ID; Il X;)
r; =h(PW; I B; I N)® f;
e; = P®r;
- Smart card (ID;, h(.),e;,s,SPUB,p)

Figure 2.5.1 Registration phase of our improved biometric-based protocol
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2.5.2 Login Phase

In this phase, when a legal user C; wants to access the server S;, as shown in Figure
2.5.2, he/she needs to perform the following steps:
(1) C; inserts his/her smart card into the card reader and offers both his/her personal
biometric template B; and password PW; on a specific device.
(2) The smart card computes B;" = BPW@®h(PW;) and verifies B;?=B;". If B; #
B;’', the smart card rejects the request.
(3) The smart card generates a random integer R. and computes
fi = h(By),
1’ = h(PW; || B; | N)® f;,
P’ = e;®r;’,
M; = Tg_(s) mod p,
M, = Tg_(SPUB) mod p,
NID; = ID;®h(M,; || M),
a = h(ID; || NID; | P;" Il My | My I t,),
t; Is the time-stamp which generated by the user C;.

(4) Theuser C; sends {NID;, M;, a, t;}t0 S,.
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C; S;

Inserts the smart card and inputs PW;, B;
B;' = BPW®h(PW,)
Verifies B;? = B;'

Generates R,

fi = h(B)
v = h(PW; | B; | N)® f,
P = e;®r

M; = Tg,(s) modp
M, = Tg_(SPUB) mod p
NID; = ID;®h(M, || M,)
a = h(ID; Il NID; I P;" | My Il My I t;)
NID;, My, @, t,

Figure 2.5.2 Login phase of our improved biometric-based protocol

2.5.3 Authentication Phase

After receiving the login request messages, the server S; performs the following

steps to access mutual authentication, as-shown in Figure 2.5.3.

(1) Upon receiving {NID;, M;, a, t,;}, S; first checks the validity of t, by checking
whether the equation t' —t; > At holds or not, where the t’ is the time when the
server receives the messages from C; and At denotes the predetermined legal time
interval of transmission delay. If the equation holds, S; rejects C;.

(2) S; computes M; = Ty (M;) modp, ID;" = NID;@®h(M, Il M;") and checks the
validity of ID,’.

(3) S; computes P;"" = h(ID;' Il X) and &' = h(ID; || NID; || P;" || My | M," |l t,).

(4) Then S; verifies whether a' equalsto a. If a’ # a, S; stops the session.
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()

(6)

()

(8)

©)

If a'=a, S; randomly chooses an integer R, and computes M5 =
Tg,(s)modp and g = h(ID;" Il ;" | My" Il M3 Il t;). Then, S; sends {M;, B,
t,}to C;.

After receiving {M;, S, t,}, C; first checks the validity of t, by checking
whether the equation t' —t, > At holds. If the equation holds, C; rejects S;.

C; computes B’ = h(ID; || P;' I| M, || M5 |l t,) and verifies whether B'? = B. If it
doesn’t equal, C; stops the session. Otherwise, C; computes M, = Tg (M3) =
Tr,r,(s) modp and y = h(ID; Il P, | My | My |l t3). C; then sends {y, t3} to
S;.

Upon receiving {y, ts3}, S; first checks the validity of t; by checking whether the
equation t' —t; > At holds. If the equation holds, 'S; rejects C;. Otherwise, S;
computes M = T, (M;) =Tz (5) modp and y' = h(ID;' | P;" Il My' | M, |
t3) and checks whether y'? = y.

If it holds, S; accepts C;’s login request and the verification is successful. Then
both C; and S; can use the session key M, and M, to communicate with each

other by using a symmetric cryptosystem.

Since SPUB =Ty (s)modp, M; =Tg (s)modp, M, =Ty (SPUB) modp,

and M; = Tg_(s) mod p, so we can derive

M; =Ty (M) = Ty, (TRC(S)) = Tg, (TXS(S)) = Ty, (SPUB) = M, mod p

and

My =Ty (M3) = Ty, (TRS(S)) = Tp, (TRC(S)) = Tg,(M;) = M, mod p.

Therefore, the correctness of the protocol is proved.
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S;

M3’ B! tZ

Checks t' —t, > At

B =h({D; | P, I My |l M5 |l t;)
Verifies p'?7=p

M, = Tg (M3) = Tg g, (s) mod p
Yy = h(D; | P | My I| My Il t3)

Y, t3

Checks t' —t; > At

M; = Ty (M;) mod p

ID;' = NID;®h(M; | M,")

Checks ID;’

P, = h(ID;" Il X)

a' = h(D;" || NID; || ;" |l
M; I My 1l ty)

Verifies a'?=«a

Generates R,

M3 = Tg (s) mod p

B = h(D;" Il P, | My |l
M; |l t;)

Checks t' —t; > At

My = Tp,(My) =
Tr.r,(s) mod p

Y = h{D;" I P | My |
M, t3)

Verifies y'?7=y

Figure 2.5.3 Authentication phase of our improved biometric-based protocol
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2.5.4 Password Change Phase

In this phase, the smart card always verifies the old entered password by the user
before updating the new changed password. In order to change the password, the user C;
performs the following steps:

(1) Inserts the smart card and offers both the biometric template B; and old password
Pw;.

(2) The smart card computes B;" = BPW@®h(PW;) and verifies B;?=B;". If B; #
B;', it means that C; enters the wrong old password or the wrong biometric
template. Then, the smart card rejects the request.

(3) If C; passes the biometric verification, C; enters his/her new password PW;*".

(4) The smart card computes the following:
fi = h(By),

;' = h(PW; || B; | N)® f;,

r" = h(PW" I B; | N)® f;,

P’ = e;®r;’,

e;' = P,/@®r;".

(5) Finally, replaces the e; with e;" on the smart card.

2.6 Analysis of our improved Biometric-based Protocol

In this section, we analyze the security and performance of our improved protocol
and show it could overcome the security weaknesses of Das’s protocol. Then, we will

describe the details as following.
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2.6.1 Security Analysis
Here, we describe several security analyses of our improved protocol.

® Privileged Insider Attack
In the registration phase of our improved protocol, the remote user C; sends
h(PW; |l B; | N) to the registration center R;. The privileged insider cannot derive
the password PW; without B; and N. Therefore, our improved protocol can resist
the privileged insider attack.

® Replay Attack
The attacker may intercept the communication messages from C; and replay them
to the server S; in next run. However, the attacker cannot pass the verification with
the incorrect timestamps. Hence, our improved protocol is secure against the replay
attack by using the timestamps: t{, t,, and. .ts.

® Off-line Password Guessing Attack
The attacker may intercept the messages {NID;, My, a, t,}and {Ms, S, t,}. The
attacker may also get e; stored.inthe'smart card. Then he/she could try to guess the
password PW,'. But the attacker cannot verify the correctness of the password PW;’
since he/she does not know the elements r;, f;, B; and P;. If the attacker wants to
derive the random integers R, and R, he/she will also face the DHP. Therefore,
our improved protocol can resist the off-line password guessing attack.

®  User Anonymity
The attacker may eavesdrop on the communication between user C; and server S;,
and try to track the user’s real identity to find some information of the user. In our

improved protocol, the real identity ID; is protected by M, =M, =

Ty, (TRC(S)) modp from PUB =Ty (s)modp and M; =Tg (s)modp. In
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order to compute M,, the attacker will face the DHP. Hence, our improved protocol
can provide the user anonymity.

Mutual Authentication

Our protocol can achieve mutual authentication between user C; and server S;. In
the authentication phase of our improved protocol, server S; has to verify the
validity of a and y in order to authenticate C;. The user C;’s smart card also has
to verify the validity of B in order to authenticate S;. If there is an attacker who
wants to forge the messages, he/she will face the DLP and the DHP. Therefore, both
the user and the server can authenticate with each other, and mutual authentication
between them is achieved.

Stolen-verifier Attack

The stolen-verifier attack means that an attacker steals the security-sensitive
verification table from the server.and uses it to'masquerade as a legitimate user in
the authentication phase. The server in«our improved protocol does not need to
maintain any security-sensitive verification table. Hence, our improved protocol can
resist the stolen-verifier attack.

Lost Smart Card

Assume that an attacker can extract all the information from the smart card by the
side channel attack [29, 60]. The attacker may try to derive the password from the
information, but the password is protected by the elements r;, f;, B; and P; that
the attacker does not know them. Besides, the attacker also cannot pass the biometric
verification without the user’s biometric template B;. Therefore, our improved

protocol is secure against the smart card loss problem.
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2.6.2 Performance Analysis

Here, we discuss the performance of our improved protocol. We compare the
security properties of our improved protocol with Tseng et al.’s protocol [71], Lee etal.’s
protocol [35], He et al.’s protocol [16], and Das’s protocol [9] in Table 2.6.1. We also
define some notations as follows:
® T: Time for performing an XOR operation
® Ty: Time for performing a one-way hash function
® Ty: Time for performing a symmetric encryption operation
® T, Time for performing a symmetric decryption operation

® T.: Time for performing a Chebyshev chaotic map operation

In Table 2.6.1, we can see that our improved protocol is more secure than other
protocols. We also compare the performance of our improved protocol with other
protocols in Table 2.6.2. The costs of our improved protocol are slightly higher than Das’s
protocol. However, Das’s protocol is vulnerable to the privileged insider attack, the off-
line password guessing attack, and also cannot provide user anonymity. As a result, our
improved protocol can overcome the weaknesses in Das’s protocol and is more secure

than his protocol.
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Table 2.6.1 Comparison of security properties

TS:ln,gs et Das’s Leectal.’s Heetal.’s Our

orotocol protocol protocol protocol protocol
Privileged attack X X X X v
Replay attack v v v v v
Off-line guessing
attack v X v v v
User anonymity X X X v v
Mutual
authentication X v v v v

Table 2.6.2 Comparison of performance

Client Server
, 2Ty + 5Ty + 1Ty + 1Ty 1Ty + 3Ty + 1Tz + 1T

Tseng et al.’s protocol 1T, t 2T,
Das’s protocol 4Ty + 5Ty 4Ty + 8Ty

Lee et al.’s protocol

He et al.’s protocol

Our protocol

6Ty + 6Tyt 2T
2Ty +.5Ty + 3T¢
5T, + 10T}, + 3T,

6Ty + 6Ty + 2T,
2Ty + 5Ty + 3T,
3Ty + 7Ty + 3T,
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Chapter 3 A Three-party Password-based
Authenticated Key Exchange Protocol with
User Anonymity Using Extended Chaotic

Maps

In this thesis, we propose a protocol utilizing three-party password-based
authenticated key exchange protocol with user anonymity using extended chaotic maps,
which is more efficient and secure than previously proposed protocols. In order to
enhance the efficiency and security, we use the extended chaotic maps to encrypt and
decrypt the information transmitted by the, user or the'server. In addition, the proposed
protocol provides user anonymity to‘guarantee the identity of users, which is transmitted

in the insecure public network.

3.1 Preliminaries

In order to guarantee the security of secret keys which are exchanged over the
insecure public network, there are many related protocols [6, 7, 40, 41, 49, 61] which
have been proposed by researchers, such as Password-Authenticated Key Exchange
(PAKE) protocol. PAKE protocol allows two parties to keep one identical memorable
password to agree on a common session key over the insecure public network [16, 53,
54, 69]. Generally, password-based authentication can resist both the brute force and the
dictionary attacks if users choose strong passwords to provide enough entropy.

Nevertheless, password-based authentication has one intrinsic problem: users are not
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adept in memorizing text strings. Therefore, it is not easy to protect the password

information against various attacks since most users would select memorable passwords

even if they know the passwords might be unsafe. According to the protocol proposed by

Lin et al. [52], we can divide the attacks into the following classes:

® Off-line dictionary attacks: The adversary first guesses a password and then verifies
its guess in an off-line mode only by using the eavesdropped information. No
participation of the honest client or the server is required, so these attacks cannot be
noticed.

® Undetectable on-line dictionary attacks: The adversary attempts to verify a password
guess in an on-line transaction. Nevertheless, a failed guess cannot be detected by
the honest client or by the server, since one of them is not able to distinguish a
malicious request from an honest one.

® Detectable on-line dictionary attacks: Similar to above, the adversary tries to use a
guessed password in an on-line transaction. The adversary verifies the correctness
of its guess by using the response from the honest client or the server. But a failed

guess can be detected by the honest client or the server:

Among these attacks, both off-line and undetectable on-line dictionary attacks can
cause serious consequences against password-based authentication protocol.
Consequently, it is a crucial consideration to design a secure password-based
authentication protocol which can resist the mentioned above attacks.

In 1992, Bellovin and Merritt [2] proposed the first PAKE protocol. After a decade,
many related protocols, such as both the two-party PAKE [6, 7, 49] and the three-party

PAKE [32, 33, 40, 41, 61, 81] have been proposed. However, Hassan and Abdullah [15]
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pointed out that two-party PAKE protocols are not suitable in the large peer-to-peer
architecture. Also, some of the three-party PAKE protocols are not secure or efficient
enough to be used in practice. Recently, Abdalla et al. [1] and Lu et al. [56] proposed two
efficient three-party password-based key exchange protocols in 2005 and 2007
respectively. Unfortunately, both of their protocols were still vulnerable to undetectable
on-line dictionary attacks or off-line dictionary attacks. In 2009, Deng et al. [10] proposed
a three party password-based key exchange protocol and declared that their protocol was
secure under the universal composable framework (UC-SECURE). However, Yuan et al.
[85] pointed out that Deng et al.’s protocol is insecure against offline dictionary attack by
any other client. In 2011, Yoon and Yoo proposed a protocol [83] and pointed out that
Huang’s protocol [19] could not resist undetectable on-line dictionary attacks and key-
compromise impersonation attack. Subsequently, Yoon and Yoo also proposed another
protocol [82] and showed that Lousand Huang’s protocol [55] was vulnerable to off-line
password guessing attacks by an attacker. /After that, Wu et al. [78] also found the security
weaknesses of Huang’s protocol [19] and -proposed a three-party password-based
authenticated key exchange protocol to remedy the security flaws in Huang’s protocol.
Nevertheless, Wu et al.’s protocol had many exponential computations, which required
the highest computational complexity and could not provide user anonymity.

In order to enhance the efficiency and security, we propose a three-party password-
based authenticated key exchange protocol with user anonymity using extended chaotic
maps. The proposed protocol uses the extended chaotic maps both to encrypt and to
decrypt the information transmitted by the user or the server. It can also provide mutual
authentication between user and server, and user anonymity to guarantee the identity of

users which is transmitted in the insecure public network. The security and performance
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analysis show that the proposed protocol has low computation and communication cost

and can also resist against various attacks.

3.2 Our Proposed Protocol

In this section, the proposed protocol with user anonymity using extended chaotic
maps is described in detail, which is based on Wu et al.’s protocol [78]. The notations

used in this Chapter are summarized in Table 3.2.1.

Table 3.2.1 The notations used in Chapter 3

Notation Definition
A B two identity of clients (users)
TS a trusty server
PW,, PWy the password shared between-user A (resp. B) and server TS
p a large prime.number that p- =213 + 7
s a random integer chosen'by TS
r a random number chosenby TS
Q the public key of TS, where Q = T,(r) mod p
SK the session key used between user A and B
X,y two random integers
t1 the time-stamp
h() a secure hash function
I the concatenation operation
® the exclusive-or (XOR) operation

In the beginning, the remote server TS selects a random number r, a random
integer s, and computes its public key Q = T,(r) mod p. The remote server TS keeps
its private key s secretly. In our protocol, we assume the two users A and B have
already established the common secret key share passwords PW,, PWy with the remote
server TS, respectively. The remote server TS distributes the public parameters

(Q,r,h(-),p) to all parties in the network. The simplified description of the proposed
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protocol is shown in Figure 3.2.1. From this point, the details of the proposed protocol

are described in the following steps:

1)

(2)

3)

User A chooses a random integer x and computes the followings

R, = T,(r) mod p,

T, = T,,(Q) mod p,

AID; = A®h(Ty),

Taps = h(A I BITS || AID; | PWy |l T4 Il t1).

User A sends (AID;, Ry, Ty5,t1) touser B.

After receiving (AID;, Ry, Tas,t1), User B'.chooses a random integer y and
computes the followings

Rp = T,,(r) mod p,

Tg = T,,(Q) mod p,

BID; = B®h(Ty),

Tps = h(B I TS || BID; | PWg |l Tg).

Then user B sends (AID;, R4, Tas,BID;, R, Tp 5, t1) to the remote server TS.
Upon receiving (AID;; Ry, Tas, BID;, Rp, Tps,t1), the server TS first checks the
validity of t; by checking whether the equation t’ — t; > At holds, where the t’
is the time when the server receives the messages from B. At denotes the
predetermined legal time interval of transmission delay. If the equation does not
hold, then the server TS calculates T,' = T,(R,) mod p, T’ = T;(Rg) mod p,
A" = AID;®h(T,"),and B’ = BID;@®h(Tp") and uses themto check 7,5 and 7p
respectively. If the values are invalid, TS terminates the protocol. Otherwise, TS
computes ts4 =h(A'IB'ITS I PWy I T,) , tsp =h(A IB'ITS Il PWp

Tp'),and AID; = A'@h(Tp") and thensends (ts4,7sp,AID;) to user B.
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(4)

(5)

(6)

After receiving (zs,,7sp, AID;), user B first computes A" = AID;®h(Tp) and
checks the validity of t5p using Tp. If the value is invalid, B terminates the
protocol. Otherwise, both server TS and user A are authenticated by user B and
B computes the common session key SK =T, (Ry) modp and Szs = h(SK |
A" || B). Finally, B sends (Rg,Ts4,Spa) tOUSEr A.

Upon receiving (Rp, Ts 4, Spa), User A first checks the validity of 75, using Ty,.
If the value is invalid, A terminates the protocol. Otherwise, user A computes the
common session key SK =T,(Rg) modp and checks the validity of Sg, =
h(SK Il A |l B). If it does not hold, A terminates the protocol. Otherwise, both
server TS and user B areauthenticated by user A and the common session key
SK is agreed upon. Then, user A computes S,z = h(SK Il A |l Rg) and sends it
to B.

After receiving (S,g), user B checks the validity of S,z = h(SK | A” || Rp). If it
does not hold, B terminates the protocol. Otherwise, both user A and user B can
use the common session key SK for secure communication. The common session

key SK isonly used for one session.
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User A User B Trusted server TS
PW, PWgy (s,Q = Ty(r) mod p)

Generate x
Ry = Ty(r) mod p
Ty = T,(Q) mod p
AID; = A®K(T,)
Tas =h(ANBITS I AID; | PWy I Ty Il &)
(AID;, Ry, Tasits)

Generate y
Rg =T,(r) modp
Tp = T,(Q) mod p
BID; = B®h(Ty)
Tps = h(B I TS || BID; I| PWp |l Tg)
(AID;, Ry, Tps, BID;, Rp, Tp s, t1)

»

Check t' —t; > At

T,' = T;(R,) mod p

Tg' = Ts(Rp) mod p

A’ = AID;®h(T,")

B’ = BID;®h(T3")

Check 7,5 and 75
T2 =h(A I B I TS | PW, I Ty")
Tsg = h(A' | B IITS || PWg || Tg")

AID; = A'®h(T5")

(Ts,4,Ts,p Al Dj)

<

A" = AID;®h(Ty)
Check 755
SK =T, (R4) mod p
Sga =h(SK Il A" | B)
(Rp, Ts,4,Spa)

A

Check 754
SK =T, (Rg) mod p
Verify: Sgs = h(SK | A Il B)
Sag = h(SK | A ll Rp)
(Sap)

v

Verify: S,z = h(SK Il A” || Rp)

Figure 3.2.1 The proposed three-party password-based authenticated key

exchange protocol
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3.3 Security Analysis and Comparison

In this section, we analyze the security and performance of our protocol and show it
could resist against various attacks. Here, we describe several security analyses in the

proposed protocol.

3.3.1 Off-line Dictionary Attacks

The attacker may intercept the messages  (AID;, Ry Tys,t1)  OF
(AID;, Ry, T4, BID;, R, T5 5, t1) and try to guess the password from the element 7, s or
Tp 5. However, the attacker cannot successfully verify the password without knowing T,

or Ty, which are generated by user A and B respectively based on the difficulty of the
DLP problem. Hence, the propesed protocol is secure against the off-line dictionary

attacks.

3.3.2 Undetectable On-line Dictionary Attacks

The attacker may -intercept - the  messages. (AID;, R4, Tys,t1)  OF
(AID;, Ry, T4, BID;, R, T5 5, t1) and try to impersonate a legal user. But the attacker
cannot send a new valid message (AID;, R4, T4s, BID;, Rp, Tp s, t1) t0 the trusted server
unless he/she has guessed the correct password. Moreover, if the attacker tries to guess

the password, he/she will face the DLP problem. Therefore, the proposed protocol can

resist the undetectable on-line dictionary attacks.
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3.3.3 Detectable On-line Dictionary Attacks

The attacker may intercept the messages  (AID;, R4 Tys,t1)  OF
(AID;, Ry, T4, BID;, R, T5 5, t1) and try to impersonate a legal user. But the attacker
cannot send a new valid message (AID;, R4, Tas, BID;, Rp, Tp s, t1) 10 the trusted server
unless he/she has guessed the correct password. Moreover, the server will check the
correctness of 7,5 and tps. Hence, the attacker will be detected if he/she sends an
invalid message to the server. In that case the proposed protocol is secure against the

detectable on-line dictionary attacks.

3.3.4 Replay Attack

The attacker may intercept the'messages from a user and replay them to the server
in the next run. Nevertheless, the server could find the attack by checking the validity of
the timestamp t;. The attacker may:also- intercept the messages from the server and
replay it to user. However, the users have generated the new random integers x and y.
Thenuser A and B could find the attack by verifying the correctness of 75, and 75p

respectively. Hence, the proposed protocol can resist the replay attack.

3.3.5 User Anonymity

The attacker may eavesdrop the communication between the user and the trusted
server, and try to trace the user’s real identity to find some security-sensitive information
of the user. In the proposed protocol, the real identity of user A and B are protected by

AID; = A®h(T,) and BID; = B®h(Tg) respectively. In order to compute T, and
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Ty, the attacker will face the DLP problem. Hence, the proposed protocol can provide the

user with a high degree of anonymity.

3.3.6 Mutual Authentication

The proposed protocol can achieve mutual authentication between the user and the
server. In step 3 of the proposed protocol, the server TS must verify the validity of 7,
and tp¢ in order to authenticate user A and B. User A and B also must verify the
validity of 75, and 755 respectively in order to authenticate server TS. If there is an
attacker who wants to forge messages, he/she will face not only the DLP but also the DHP
problems. Therefore, as both the user and the trusted server can authenticate each other,

the mutual authentication between them is achieved.

3.4 Performance Discussion and-Comparison

In this section, we discuss the performance of the proposed protocol. We compare
the security properties of the proposed protocol with Huang’s protocol [19], Lou and
Huang’s protocol [55], Lee et al.’s protocol [34], and Wu et al.’s protocol [78] in Table
3.4.1.

In Table 3.4.1, we can see that the proposed protocol is more secure than other
protocols. We also compare the performance of the proposed protocol with other
protocols in Table 3.4.2. In Table 3.4.2, U denotes the user and S denotes the server. The
computational complexity of modular exponential is higher than all other operations such
as hash computation and Chebyshev chaotic maps, which can be done efficiently. The
proposed protocol is more efficient than other protocols even if the costs of the proposed

protocol are slightly higher than Lou and Huang’s protocol. However, Lou and Huang’s
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protocol is vulnerable to the off-line dictionary attacks and also cannot provide user
anonymity. As shown in Table 3.4.1, none of the other protocols can provide user
anonymity. Consequently, the proposed protocol is more efficient and secure than others

since our protocol only uses hash operation and XOR operation and also can provide user

anonymity.

Table 3.4.1 Comparison of security properties

Huang’s Lou an’d Leeetal.’s | Wuetal.’s Our
protocol Huang's protocol protocol | protocol
protocol
Off-line dictionary
attacks 1 A ] v v
Undetectable on-line
dictionary attacks X 4 e v v
Replay attack X v v v v
User anonymity X X X X v
Mutual
authentication " i Y/, v v
Table 3.4.2 Comparison of performance
Huang’s Lou an,d Leeetal’s | Wuetal.’s Our
Huang’s
protocol protocol protocol protocol
protocol

Ul S U S U S U S U S
Modular 4|21 0| o6 |48 |2|0]o
exponential
Hash/TDF 6| 4| 4| 2|2]2|6|2]|28]s
operation
Chebyshev_chaotlc 0 0 0 0 0 0 0 0 6 9
map operation
Random number 2 1 2 1 4 1 4 0 2 0
XOR operation 4 4 2 2 2 2 2 2 3 3
Round 5 5 5 5 5
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Chapter 4 An Extended Chaotic-maps-based
Protocol with Key Agreement for Multi-

server Environments

Due to the rapid development and growth of computer networks, there have been
greater and greater demands for remote password authentication protocols. Recently, the
focus has been on protocols for multi-server environments that run on smart cards. These
protocols typically count on the nonce or timestamp to provide protection against the
replay attack. Nevertheless, as Tsaur et al. pointed out, these protocols have some security
issues such as disturbance in clock synchronization and vulnerability to the man-in-the-
middle attack. In order to solve the mentioned. problems, Tsaur et al. proposed a multi-
server authentication protocol with: key agreement in 2012, and they claimed that their
protocol could effectively achieve password-authenticated key agreement while getting
around the technical difficulty of implementing clock synchronization in multi-server
environments. Unfortunately, we found that Tsaur et al.’s protocol still has the following
weaknesses: (1) inability to resist privileged insider attack, (2) inability to resist known-
plaintext attack, (3) inability to provide user anonymity, and (4) lack of perfect forward
secrecy. To fix these secure flaws of Tsaur et al.’s protocol, we shall propose an improved
multi-server authentication protocol with key agreement based on extended chaotic maps.
We also offer formal proof of smooth execution of our improved authenticated key

agreement protocol.
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4.1 Preliminaries

As the electronics industry flourishes, devices of a tiny size with low power
consumption such as the smart card have been gaining popularity. As a result, smart-card-
related applications have formed a bigger and bigger market worldwide. On the other
hand, in order to protect confidential information stored in servers from being accessed
by any malicious party, password authentication protocols have been created and well
received because of their simple implementation, easy operation, and low cost [46, 47,
59, 70]. Naturally, many researchers now have started to take advantage of the
convenience and swiftness the smart card offers as they try to enhance the efficiency and
security of password authentication protocols [17, 20, 67, 72]. Traditional password
authentication protocols were mostly designed to be used in single server environments
[5, 22, 24, 39]. However, with the rapid advancement.and extensive implementation of
multi-server systems in computer networks, traditional password authentication protocols
have obviously fallen out of date [70]. Now, among the new password authentication
protocols especially designed for multi=server'environments, the Kerberos system [30] is
one of the most well-known. Nevertheless, in the Kerberos system, members need to use
strong cryptographic secrets for the authentication to work properly; in other words, the
system is insecure against password guessing attacks if the user picks a weak password.

Recently, quite a number of convenient password authentication protocols have been
proposed especially for the maintenance of system security in multi-server environments.
In 2001, Li et al. [48] proposed a remote password authentication protocol for multi-
server architecture using neural networks. The key feature of their system is that it can
withstand the replay attack but does not need to maintain a verification table.

Unfortunately, in 2003, Lin et al. [50] pointed out that Li et al.’s protocol spends too
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much time training neural networks, and so they proposed their own improved version of
the remote user authentication protocol for multi-server architecture in order to enhance
the efficiency of Li et al.’s protocol. In 2004, Juang [25] proposed an efficient remote
password authentication protocol to be used in a multi-server environment and
demonstrated that his protocol could satisfy all the requirements in seven important
criteria. In 2008, Tsai [68] also proposed a multi-server authentication protocol based on
the one-way hash function without using a verification table. Nevertheless, neither
Juang’s protocol nor Tsai’s protocol can resist the man-in-the-middle attack. Most
importantly, all of these protocols rely on the nonce or timestamp to keep the replay attack
from working, but this will require the cost for implementing clock synchronization. For
solving the above-mentioned problems, in 2012, Tsaur et al. [70] proposed a technique
of self-verified timestamp where the timestamp is verified by the timestamp creator. They
claimed that their protocol could ‘effectively achieve password-authenticated key
agreement and save the trouble of implementing clock synchronization in multi-server
environments. However, we found that Tsaur et al.’s protocol still has the following
security flaws: (1) it cannot resist the privileged insider attack; (2) it cannot resist the
known-plaintext attack; (3) it is unable to provide user anonymity; (4) it does not provide
perfect forward secrecy. To make Tsaur et al.’s protocol stronger, Li et al. [47] improved
it into an extended multi-server-based user authentication and key agreement protocol
with user anonymity. Unfortunately, Li et al.’s protocol still has the same secure flaws
we pointed out. Therefore, we propose an improved multi-server authentication protocol
with key agreement based on extended chaotic maps. Our new chaotic-maps-based
protocol will not only allow users to anonymously communicate with the server but also

provide mutual authentication between user and server.
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4.2 Review of Tsaur et al.’s Protocol

In this section, we shall review and analyze Tsaur et al.’s protocol [70]. Tsaur et al.’s
protocol has two phases to it: the registration phase and the log-in and session key
agreement phase. The notations used throughout Tsaur et al.’s protocol are summarized
in Table 4.2.1. Let x be the master secret key created and kept in secrecy by the
registration center (RC). RC computes the secret key w; = h(x Il SID;), which is to be
shared between itand the jthserver S;, where SID; isthe jthserver’sidentity and h(-)
is a one-way and collision-free hash function with a fixed 160-bit-length output. Then,
RC sendsthe secretkey w; to S; viaa secure channelsuch as presenting it face-to-face

or using a public-key encryption protocol to process.it before sending it.
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Table 4.2.1 The notations used in Tsaur et al.’s protocol

Notation Definition
Es() the encryption function with secret key s
Ds(%) the decryption function with secret key s
@ the bitwise exclusive-or operator
I the concatenation operator
h() a one-way and collision-free hash function
RC the registration center
S; the jth server
U; the ith user
X the secret key of the registration center
SID; the jth server’s identity
UID; the ith user’s identity
w; the secret key shared between RC and S;
PW; the ith user’s password
E_T; the service period of S; for U;
vy, Ui U;’s secret information
Vyj the secret key shared between U; and S;
Ajj the authentication parameter for U; tologinto S;
U a kthrandom value chosen by the smart card
M;; an authentication message for U; tologinto §;
TSk the kth random value chosen by S;
sky the kth session-key
T a timestamp

4.2.1 Registration Phase

Suppose user U; wishes to access service granted from S = {S;,S,, ..., S,-}, and
assume the service periods of these servers S;,S,,..,S, for U; are
E Ti1,E T, ..., E_T;- , respectively. U; first chooses his/her identity UID; and
password PW;, and then sends them to RC for registration via a secure channel. After
receiving the message, as shown in Figure 4.2.1, RC will perform the following steps:
(1) Compute U;’s secret information v; = h(x + 1 || UID;) and p; = v;@®h(PW;).
(2) Compute the secret key v;; = h(v; Il SID;) to be shared between U; and S; for

all S; €S.

(3) Calculate AU = EWj@E_Tij(vij) for all S] € S.
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(4) Store UID;, w;, E_T;; and A;; tothe memory of a smart card and issue this smart

cardto U;.
U; RC
___________________ UbuPWi _______,
Compute
v; =h(x+11UID))
wi = v ®h(PW;)
v = h(v; || SID;)
Aij = Ey@r 1, (Vij)
Store
{UIDiv#irE—TijrAij}
to a smart card
< Smart card

Figure 4.2.1 Registration phase of Tsaur et al.’s protocol

4.2.2 Log-in and Session Key Agreement Phase
Inthis phase, when user U; wishestologintothe server S;, U; firstinserts his/her
own smart card to a card reader-and keys in the password PW;. As shown in Figure 4.2.2,
the smart card and S; will perform the following steps:
(1) The smart card first computes v; = u;®h(PW;) and v;; = h(v; Il SID;). Then it
chooses a kth random value ru, larger than 160 bits and calculates E,, (ruy |l
h(UID;)) when U; launches the kth log-in. A message M;; =

{E_Tij, Aij, UIDy, Ey, (ruy | R(UID;))} is constructed and will be transmitted to

5;.
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@)

(3)

(4)

After receiving M;;, S; validates the format of UID;. If it is invalid, then S;
rejects the log-in request; otherwise, the service period E_T;; is further checked to
see whether it has expired. If E_T;; expires, S; will terminate the service for U;;
otherwise, S; obtains v;; by computing DW].@E_TU(AU). By employing v;; to
decrypt Evl.j(ruk I h(UID;)), S; then obtains rw, and h(UID;). S; will reject
this log-in if the authentication tag h(UID;) is not valid; otherwise, S; chooses a
kth random value rs; and calculates the kth session key sk, = h(rsy Il ru |l
v;;). Then, §; sends Euij(TSk | ru, Il T) to U;, where T is a timestamp chosen
by S; according to S;’s current date and time. In fact, S; can directly adopt the
time-related function of any programming language to pick up the timestamp T.

Upon receiving Evij(TSk Il 7wy Il T);the smart card first decrypts the message by

computing D (Evij(TSk | 7w, Il T)), and then checks the correctness of ru,. If

vij
the result is positive, the smart card computes a kth session key sk;, = h(rs; I
ruy |l v;;) and the ciphertext Eg, (T Il ski), and then it sends Eg, (T Il sk;) to
S;; otherwise, this connection will be dropped.

After receiving Egy, (T |l sky), S; decrypts it with the session key sk, and then
checks whether t,,,,, is too much time behind the timestamp T by examining if
thow — T > AT ,where t,,, represents S;’s current date and time, and AT is the
biggest endurable transmission delay from §; to U; and then backto S;. If not, S;
further checks the session key sk, derived from decrypting the message
Eg, (T |l sky) for correctness. If the session key is correct, both U; and S; can

use the session key sk, for securing subsequent communication.
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U, S;

Smart card computes
v; = W ®h(PW;)
v;; = h(v; 1| SID;)
Eyyy(rug | h(UID)))

Mij = {E_Tij:Aij:U[Di:EvU(Tuk Il h(UIDl))}

Validate Ull;l- and check E_Tj;
Compute v;; = DWjGBE_TL-j(Aij)
Decrypt E,,ij(ruk Il h(UID,))
Verify h(UID;)
Calculate skj = h(rsy Il ruy Il v;;)
Choose a timestamp T

Ey; (rsic ll Tuy Il T)

P

(rsic | Tug 11 T)

Compute Dvi; (E,

ij
Check ruy

Calculate skj = h(rsy Il Tuy Il vgj)

Egi, (T' Il skeye)

[

Decrypt Eg, (T |l sky) by sk

Check if t,on —T > AT
Verify sk;
Figure 4.2.2 Log-in and session key agreement phase of Tsaur et al.’s protocol

4.3 Cryptanalysis of Tsaur et al.’s Protocol

As we mentioned earlier, Tsaur et al.’s protocol has the following security flaws: (1)
inability to resist the privileged insider attack, (2) inability to resist the known-plaintext
attack, (3) inability to provide user anonymity, and (4) lack of perfect forward secrecy.

Let’s look into the details of these problems now.
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4.3.1 Privileged Insider Attack

In the real world, it is common practice for people to simply use the same password
to access all the different applications or servers so as to save the trouble of keeping a
long list of passwords [16, 18]. Nevertheless, in case a malicious privileged member
inside the registration center gets the password of auser U; during the registration phase,
then the malicious privileged insider may probably use that password and try to
impersonate U; in accessing various applications and servers where U; could be a
registered user. In Tsaur et al.’s protocol, the user U; sends his/her own real identity
UID; and password PW; directly to the registration center RC in the registration phase,
which gives any possible malicious privileged insideragood chance to get U;’s password
and use it to impersonate U; around and actually succeed in accessing other applications

or servers where U; is a registered user with the same password.

4.3.2 Inability to Provide User Anonymity

In Tsaur et al.’s protocol, users send their own real identity ID; to the server S;
directly in the log-in and session key agreement phase. This'way, an adversary can easily
obtain the real identity of any wuser by intercepting the message M;; =
{E_T;;, A

ijs UIDL-,E,,U.(ruk | h(UID;))} transmitted between the user and the server. In

other words, Tsaur et al.’s protocol SUpports no user anonymity.

4.3.3 Known-plaintext Attack

A known plaintext attack is a cryptanalytic attack that takes effect when the

cryptanalyst possesses a substantial quantity of corresponding plaintext and ciphertext
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and

[11]. In Tsaur et al.’s protocol, a malicious valid user can naturally get A;;, E_T;

ij J
v;; from his/her own smart card and then may use these values to derive the secret key
w; from the equation 4;; = ijBE_Tij(vij)- With that, the malicious user is capable of
using w; to modify the service period E_T;; and extend it. This means Tsaur et al.’s

protocol is vulnerable to the known-plaintext attack.

4.3.4 Perfect Forward Secrecy

Perfect forward secrecy means the adversary can in no way derive any other session
keys even if a session key or long-term key is compromised one way or another [42, 84].
In Tsaur et al.’s protocol, the smart card and the server. S; use the same secret key v;;
to encrypt the random values ruy and rs;, respectively. Unfortunately, if the secret key
v;; is known to an adversary, then-he/she can use it to compute the kth session key
sk = h(rsy Il ruy Il v;;) for each communication session. That is to say, Tsaur et al.’s

protocol cannot provide perfect forward secrecy.

4.4 Our improved Multi-server Authentication Protocol

In this section, we shall present an improved multi-server authentication protocol
based on extended chaotic maps to solve the security problems that trouble Tsaur et al.’s
protocol. In our protocol, the registration center RC first selects a random number X,
two random integers (r,s), and a secret key w = h(r |l s) to be shared between RC
and S;, and then RC computes R = T,,(X) mod p. RC keeps the master secret keys
(r,s) in secrecy and sends w to §; via a secure channel. As with the original Tsaur

protocol, there are two phases, namely the registration phase and the log-in and session
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key agreement phase, in our improved protocol. These two phases will be detailed right

below and illustrated in Figure 4.4.1 and Figure 4.4.2. The notations used in this section

are summarized in Table 4.4.1.

Table 4.4.1 The notations used in this section

Notation Definition
U; the ith user
S; the jth server
RC the registration center
PW; the ith user’s password
ID; the ith user’s identity
w the secret key shared between RC and S;
P; the service period of S; for U;
p a large prime number that p = 2130 + 7
7S the secret keys of RC
X the random number chosen by RC
R the public key of RC, where R = T,,(X) mod p
YirVj two random integers
h() a secure one-way hash function
& the exclusive-or (XOR) operation
Il the concatenation operation

4.4.1 Registration Phase

When user U; wishes to access service granted from S = {S;,S,, ..., S}, U; first
chooses his/her identity ID;, password PW;, and a random number N, and then U;
sends {ID;, h(PW;)®N} to RC for registration via a secure channel. After receiving
the message, as shown in Figure 4.4.1, RC will perform the following steps:

(1) Compute U; ’s secret information v; =h(D;|IP;llw) and u; =
v;h(PW;)®N.
(2) Store ID;, u;, P;, RPUB,X,h(-) and p tothe memory of a smart card and issue this

smart card to U;.

(3) U; computes u; = u;@®N and replaces p; with y; in the smart card.
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U; RC
Compute N
_________________ D h(PWOON
Compute
v; = h(ID; Il P; Il w)
wi = vi@h(PW;)®N
Store
{ID;, u;, P;, RPUB, X, h(-), p}
to a smart card
< Smart card
K = w®N
Replace p; with y; in the smart card

Figure 4.4.1 Registration phase of our improved multi-server authentication

protocol

4.4.2 Log-in and Session Key AgreementPhase

In this phase, when user-U; wishes to log.in to the server S;, U; firstinserts his/her

own smart card to a card reader and keys in the-password PW;. As shown in Figure 4.4.2,

the smart card and S; will perform the following steps:

(1) The smart card first computes v; = u;@®h(PW;) and picks a random integer y;.

Then it calculates the following:

C, = Tyi(X) mod p,

C; = T,,(R) mod p,

UID; = ID;®h(C, || Cy),

M;; = h(ID; | UID; 1| P; | v I Gy Il C3).

A message {M;;, UID;,Cy, P;} is constructed and will be transmitted to S;.
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@)

(3)

After receiving {M;;, UID;,Cy,P;}, S; checks the equation h(ID; Il UID; Il P; |

jr
v; | G Il C;)? = M;; by computing the following:

Cc, =T, (C,) modp,

ID{ = UID;®h(C; |l C3),

v; = h(ID] Il P; | w).

If the equation above does not hold, then S; rejects the log-in request; otherwise,
the service period P; is further checked to see whether it has expired. If P; expires,
S; will terminate the service provided for U;; otherwise, S; will update the service
period P; with P/**" = P; —1, and then _compute the new secret information
v = h(ID] Il P**" |l w) for U;. S; then calculates V; = v;@®v**" to protect
v;**" and chooses a random-integer y;. By using the random integer y;, S;
computes (3 =T, (X)modp [and the: session key SK=T,(C;)=
Ty, (X) modp . Finally, S; computes Mj; = h(D; Il v; Il vi**" I P Il C; |
C; Il SK) and sends the message {Mj;, C5,V;} to U;.

Upon receiving the message . {M;;, G3,V;} from _S;the smart card checks the
equation  R(ID; Il v; Il v Il PPV 1| C, | C3 Il SK')?= M;; by doing the
following calculation:

v = V,@v;,

prew = p, —1,

SK'=T,,(C) = Tm,j(X) mod p.

If the equation above holds, the smart card computes u**" = v***"'@h(PW;) and

replaces {u;, P;} with {u*®", P**"}; otherwise, this connection will be dropped.

52



(4)

Finally, the smart card computes My, = h(C, Il SK") and transmits it to the server
S;.
Upon receiving the message {Mg} from U;, S; checks the correctness of the
session key SK by confirming if the equation h(C; Il SK)? = Mg, holds. If the

session key is correct, both U; and S; can use SK for securing a subsequent

session of communication. Otherwise, this connection will be dropped.
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U; 5;

Smart card computes
v; = ui®h(PW;)
Choose y;
C; =T,,(X) mod p
C; =T,,(R) modp
UID; = ID;®h(C, | Cy)
M;; = h(ID; | UID; | Py N v Il Gy 1l )
M;;, UID;, Cy, P;
C; =T,(C;) modp
ID; = UID;®h(C, |l C3)
v; = h(ID{ Il P; | w)
h(ID; I UID; Il P; Il v | C; Il C3)? = M;;
PR,
upe = QDY | PP 1l w)

v, = vi@v]

j

v

Choose. y;
b5\ T],],(X) mod p

SK = Tyj(Cl) =Ty,

(X) modp
M;; = h(ID{ ll v Il vi**" 1| P[**" Il C3 Il C5 Il SK)

M;;, C3, V;

A

v = Vi@,
prew = p, —1
SK'=T,,(C3) = Tm,j(X) mod p
h(ID; Il v; | v I PPW 1l Cy Il C3 Il SK')? = M;
Ui = v ®h(PW;)
Replace {u;, P;} with {uj***, P***} in smart card
Mg, = h(C, I SK")
Mg,

»
»

Verifies h(Cy || SK)?= Mg,

Figure 4.4.2 Log-in and session key agreement phase of our improved multi-server

authentication protocol
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4.5 Authentication Proof Based on BAN Logic

The BAN-logic is one of the most celebrated methods in the field of cryptographic
protocol analysis. It makes it possible to formally analyze cryptographic protocols in a
simple way [4, 76]. To use the BAN logic, we first define the basic notations, goals, and

assumptions. The details are shown as follows.

4.5.1 Notations

First of all, let’s notice the syntax of the BAN logic. We define A, B as
participators and X as a formula, and use some instances to exam the syntax and
notations of the BAN logic [4, 76].

® A|=X: A believes X istrue.
® A<X: A seesorholds X.
® A|=B: A believes B’s actions, e.g., A|=B < X means that A believes B holds X.

® A|=X: A has complete control over X. This can be used to denote a certificate

authority.
® A|~X: A oncesaid X.

® #(X): X is fresh, which means X isrecent or X isanonce.

X
® Ao B: X isasecret key or secret information shared between A and B.
° iA and X~1: A hasapublic key X and a private (secret) key X~1.

® {M}y: Plaintext M isencrypted by X.
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® (X,Y): X orY isone part of formula (X,Y).

A creates random X
A|=#(X)

o XL \We can infer Rule2 from Rule1, eg.,
Rule 2

means that A

creates X,so A believes X is fresh.

We use the BAN logic to transform our protocol, as illustrated in Figure 4.4.2, into

an idealized form. The messages in the idealized form are as follows:

M1. U; — S;: h(UID;, Py, vy, (XY, {X3wy,), UID;, {X},,, P;
! new new SK
M2. S; — Ug:h (vi, VP, PP (XY oy (XD, U € S,-) X}y, Vi

SK
M3. Ui i S] h({X}Vi’ Ui HS])

45.2 Goals

The goals of our proposed protocol are'to be stated in the syntax of the Ban logic
here. Legal user U;, legal user U;, and the trusted authority TA are the participators in
the proposed protocol. The phase-I-access control of our protocol has the following two

goals: that U; believes U; is a legal user, and that U; believes U; is a legal user. The

goals of our protocol are shown as formula G1 and G2 in the language of the BAN logic.
SK
_ SK
SK

SK
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4.5.3 Assumptions
In order to analyze our protocol by using the BAN logic, we have made some
assumptions as follows:
AL Uj|=#(y)
w
w
w
w
AB. Sj|=U;|=S; < RC
SK

SK

4.5.4 Verification

This subsection shows the correctness of our protocol confirmed by analyzing the
idealized form of our protocol using the assumptions above and the rules of the BAN
logic. The main steps of the proof are as follows:

U; chooses random y;
V1. U;|=y;
V2. Ui|=#()

Message 1: U; — Sj: R({X3,,, (X} ) (X3,

V3. S; < h({X},, (X} we, ) (X3,

S]-<h({X}yi,{X}w-yi)'{X}Yi

4.,
v Sjl=Ui~{X}y,

57



S; chooses random y;
. SK
S; computes the session key U; < §; = {X}yi.y}.

SK
Message 2. S; — U;:h ({X}W.yi, {X}yj, U; <~Sj) , {X}yj

SK
V7. U;<h ({X}W.w X}, U; esj) XY,

V8, ————x—

SK
UixUieS;

SK
Ui<h({X}W.yi,{X}yj,Ui<—>S ,-),{x}yj,s]-|sui|~{x}yi

Vo.
UiIESj|~({X}w-yi,{X}yj,UiS<—I>{5j)

SK
Ui|E#(Vi)’UHESj|~({X}w-yi;{X}yj,Ui‘_>Sj)

SK
UiIESj|E({X}yi;{X}y]-;Ui<_’Sj)

SK
UilEsjlz({x}yi;{x}ijlji‘_')sj)

SK
Ui|ESj|EUi<—->Sj

SK SK
Ui|ESj|=>Ui<—>5j,Ui|ESjIE({X}yi.{X}y]-,Ui‘—’Sj)

V12.

SK
Ui|EUl-<—>Sj
SK
Message 3: U; — S;: h({X},,, U; < S))

SK
V13.5; < h({X}y, Ui < S))

vig.SE)
Sle#(UiHSj)

Si<n({X},..U &Es)s l=U &s
j< ( Yy i ]), jE i j

SK
Sj|EUi|~Ui<—>Sj

SK SK
Sj|E#(Ui<—)5j),5j|EUi|~Ui<—>Sj

Vie.

SK
Sj|EUi|EUi<—>Sj
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As a result, inferring from formula A8, V11, V12 and V16, we can now be sure that

our new protocol is truly capable of achieving the goals.

4.6 Security Analysis of our improved Protocol

In order to prove that our improved protocol does not have any of the flaws Tsaur et
al.’s protocol has that we pointed out earlier, we will make sure that our protocol does
support user anonymity, mutual authentication, and perfect forward secrecy. Besides that,
we shall also test our protocol against various possible attacks including the privileged

insider attack, replay attack, known-plaintext attack, and Bergamo et al.’s attack.

4.6.1 Privileged Insider Attack

In the registration phase of, our. improved protocol, the user U; sends
{ID;, h(PW;) @ N} to the registration center RC. A malicious privileged insider has no
way to derive U;’s password and use it to impersonate U; because he-she cannot obtain
the random number N. Therefore, the privileged insider attack poses no threat to our

improved protocol.

4.6.2 User Anonymity

Suppose an adversary has eavesdropped the communication between a user U; and

the server S;, he/she may try to trace U;’s real identity and gather confidential

information about U;. In our improved protocol, the real identity of U; is protected by

the encrypted message UID; = ID;®h(C; |l C,). If the adversary wanted to derive ID;

59



from UID;, he/she would have to face the DLP problem. In other words, we can say that

our improved protocol does provide the user with high level anonymity.

4.6.3 Mutual Authentication

In the log-in and session key agreement phase of our protocol, upon receiving the

message {M;;, UID;, Cy,P;} from a user U;, the server S; checks the validity of

jr

h(ID; Il UID; || P; I v; | C; Il C;)? = M;;. If the equation holds, S; considers U; a

ij -
legal user. Then S; computes M;; = h(ID; Il v; Il v**™ Il P/ I C; Il C3 Il SK) and
sends the message {M;;,C3,V;} to U;. Likewise, upon receiving the message
{M;;, C3,V;} from S;, U; checks the validity of h(IDy Il v; Il v{**™" I P*" | C | G5 I
SK')?= M. If it holds, U; considers, S; ‘a legal server. Since only the registration
center RC and the server.S; know:the secret key. w, U; and S; store the value v; =

h(ID; Il P; lw) and w, respectively. Finally, both U; and S; generate the same

session key SK . This means our improved protocol does offer perfect mutual
authentication between U; and.-S;, and therefore it is secure against the impersonation

attack.

4.6.4 Replay Attack

A replay attack is a form of network attack where a valid chunk of data transmission
is maliciously or fraudulently repeated or delayed. The replay attack will fail in the
attempt to break our improved protocol because the freshness of the messages transmitted

is provided by the random nonces y; and y;. Except for U; (or §;), only S; (or U;)
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can embed the shared common session key SK and the secret value C, inthe message

M;; (or Mj;).

4.6.5 Known-plaintext Attack

In Tsaur et al.’s protocol, a malicious valid user can extract A;;, E_T;;, and v;;

L'j) jl
from his/her own smart card, and then these values can be used to derive the secret key

w; by applying the equation 4;; = W ®E_Ti; (vi;). After that, the malicious user can use
w; to modify the service period E_T;; and extend it. In our improved protocol, an
adversary may be able to obtain X, C; and C; easily, but there is no way to derive y;
and y; from those values. The reason is that everything has been encrypted by applying
Chebyshev polynomials and are enly known to the user and the server. Moreover, what
we use in our improved protocol is not.the ‘ordinary Chebyshev polynomials but the
enhanced Chebyshev polynomials, wherethe periodicity of the cosine function is avoided
by extending the interval of Y to (—o0, +0), not to mention that the service period P;
of any valid user is encrypted by applying v; = h(ID; Il P; Il w). Therefore, we conclude

that the known-plaintext attack can do no damage to our improved protocol.

4.6.6 Perfect Forward Secrecy

Perfect forward secrecy means even if a session key or long-term key is
compromised one way or another, the adversary still has no way to derive any of the other
session keys from the cracked one [16, 17]. In our improved protocol, the smart card and

server §; use the random numbers y; and y; to compute the current session key SK =

T, .,,(X) mod p. Should the current session key SK be somehow known to an adversary,
jYi
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he/she would still be unable to use it to compute any of the other session keys SK =

Ts,5,(X) mod p since the random numbers are different in each communication session.

This is the way our improved protocol ensures perfect forward secrecy.

4.6.7 Bergamo et al.’s Attack

Bergamo et al.’s attack [3] works on the condition that an adversary can obtain the
related elements X, C;, and C; and derive y; and y; from them. In our improved
protocol, the adversary may be able to obtain X, C; and C; easily, but there is no way
to derive y; and y; from those values. The reason is that the elements are encrypted by
Chebyshev polynomials and are only known to the user and the server. Moreover, our
protocol utilizes the enhanced Chebyshev polynomials, where the periodicity of the
cosine function is avoided by extending the interval of Y to (—oo,4+00). Hence,

Bergamo et al.’s attack will take no effect in cracking our improved protocol.

4.7 Performance Discussion and Comparison

In this section, we discuss the performance of our improved protocol. The security
properties of our improved protocol, Juang’s protocol [25], Tsai’s protocol [68], Li et
al.’s protocol [47], and Tsaur et al.’s protocol [70] have been compared, and the results
are shown in Table 4.7.1. Obviously, we can see that our improved protocol has a higher
level of security than the other protocols. Besides, we have also compared the
computational primitives involved in both the registration phase and the log-in and
session key agreement phase of our improved protocol with those of the same other

protocols. The results are presented in Table 4.7.2.
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As Table 4.7.1 and Table 4.7.2 show, even though the computation costs of Li et
al.’s protocol and Tsaur et al.’s protocol are slightly lower than that of our improved
protocol, their light weights come along with security flaws, which is a sacrifice we
believe no system constructors in their senses would make. By contrast, due to the use of
hash functions and Chebyshev chaotic maps, our improved protocol is capable of offering
thorough security protection at a very reasonable computation cost, exhibiting

performance of high efficiency.

Table 4.7.1 Security comparisons among ours and other related protocols

Comparative protocols — Juang Tsai ~Lietal. Tsauret  Our
Security requirements 4 (2004) (2008) ., (2013) al.(2012) protocol
Privileged insider attack X X X X v

User anonymity
Mutual authentication
Impersonation Attack
Replay attack
Known-plaintext attack

Perfect forward secrecy

x X X N LA x
x NN X o x KN

x X/ x NSNS S
N X x N x N X
AN N N Y N NN

Validity proof
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Table 4.7.2 Performance comparisons among ours and other related protocols

Comeparative

protocols — _ _

Executive Juang Tsai Li et al. Tsaur et al. our protocol
computations (2004) (2008) (2013) (2012)

l

User

registration 1Ty 2Ty 3Ty +1Ts 3Ty + 1T 2Ty
Sever

registration 1Ty 1Ty 1Ty 1Ty 1Ty
User

authentication | 31 t3Ts  STu 4Ty +3Ts 4Ty +3Ts 5Ty +3T¢
Sever

authentication | 3Tu t4Ts 3Ty 2Ty +4Ts 2Ty +4Ts 6Ty + 3T¢
RC

authentication 1Ty + 2Ts 1Ty % - -
-crgrtr?g)utations Oy +9Ts 12Ty 10Ty + 8Ts 10Ty +8Ts 14Ty + 6T¢

Ty: Time for performing a one-way hash function.
Ts: Time for performing a symmetric operation.

Tc: Time for performing a Chebyshev chaotic map operation.
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Chapter 5 Conclusions

In this study, we proposed three user authentication and key agreement protocols
based on extended chaotic maps. In Chapter 2, we presented a cryptanalysis of Das’s
protocol and pointed out it security weaknesses. We have shown that Das’s protocol is
vulnerable to the privileged insider attack, the off-line password guessing attack, and also
cannot provide user anonymity. To remedy these weaknesses, we proposed a secure
biometric-based remote user authentication with key agreement protocol using extended
chaotic maps. The proposed protocol not only can resist the above-mentioned attacks, but
also provide user anonymity.

In Chapter 3, we proposed a three-party password-based authenticated key exchange
protocol with user anonymity using extended chaotic maps, which is more efficient and
secure than previously proposed protocels. In order to enhance the efficiency and
security, we used the extended chaotic maps both to encrypt and decrypt the information
transmitted by either the user or server. In security and performance analysis, we have
shown that our protocol is more efficient and secure.than others since our protocol only
uses hash operation and XOR operation. Moreover, our protocol can also provide user
anonymity to guarantee the identity of users, which is transmitted in the insecure public
network.

In Chapter 4, we have briefly reviewed and analyzed Tsaur et al.’s multi-server
authentication protocol with key agreement. We pointed out that Tsaur et al.’s protocol
is vulnerable to the privileged insider attack and the known-plaintext attack, and is unable
to provide user anonymity and perfect forward secrecy. In order to remedy all the
problems named, we have presented an improved multi-server authentication protocol

with key agreement based on extended chaotic maps and analyzed its security and
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performance. Compared with several other related protocols including Tsaur et al.’s, our
improved protocol obviously comes with much better security features such as mutual
authentication, user anonymity, and achieves perfect forward secrecy. As for the
computation cost, owing to the employment of hash operations and Chebyshev chaotic
maps, the thorough security protection that our improved protocol offers only causes a
slight, very reasonable increase of computation. Consequently, we can conclude that our

improved protocol is both highly secure and extremely efficient.
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