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ABSTRACT

Vehicular Ad-Hoc Network (VANET) is an application of Ad-Hoc Network,
which can significantly improve the efficiency of transportation systems and allows the
driver can exchange information via a privacy channel. The security is an important
issues in the VANET system, because its significant impact, and the transportation
systems may be paralyzed as a result of receiving the wrong traffic information.
However, most of currently known schemes focus on a one by one basis. In real
situation, the large amount of traffic flow will generate a lot of information at the same
time. If the method is doing one by one, it is bound to lead to information delays, and
the system will have difficulty to achieve real-time performance. Therefore, we shall
propose two improved schemes based on the batch operation and bilinear pairing to

make VANET more secure, efficient, and'more suitable for practical use.

Keyword: batch operation, bilinear pairing information verification, key agreement,

VANET.
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Chapter 1 Introduction
1.1 Research Motivation

1.1.1 Background of VANET

Due to the development of wireless communication technologies, they have been
used widely and have attracted great attention in recent years. Ad-Hoc network is a
representative wireless's application. Ad-Hoc has some advantages, such as having fewer
infrastructures, arranging a LAN (Local Area Network) quickly, and allowing its
members to either join or leave easily. Because of these reasons, Ad-Hoc has become the
first choice network model to use in order to establish a real-time LAN. This network
model is suitable for an environment that changes frequently or that does not have enough

of an infrastructure, i.e. a disaster area or a transportation system [9, 19, 36].

Vehicular Ad-Hoc Network (VANET) is the application of Ad-Hoc network with
respect to vehicle communication. Each vehicle can use a device, called On-Board Units
(OBUs), to communicate with each other vehicle, the Road Side Unit (RSU) or other
infrastructures [8, 12, 37]. There are two types VANET: Vehicle-to-Vehicle (V2V)
communication and Vehicle to RSU (V2R) communication [4, 8, 12, 37, 29, 30, 39, 41,
42]. Due to V2V, people can obtain more information and use the information to achieve
road safety, such as maintaining a distance from other vehicles and rear vehicles.
Furthermore, a group can establish simple communication networks and allow members
to communicate with others. People can also communicate with RSU by V2R to
download files from the Internet or ask the closest location information, such as the

closest gas station and restaurant. In addition, users can query RSU about the local



situation in order to avoid traffic jams. Because RSU is an infrastructure, it can be an
Internet node. Hence, people can use Internet services to upload or download files through
RSU. On the other hand, traffic management is easy to carry out by combining the traffic
system and the VANET system. Because RSU can collect and monitor traffic flow
information, the traffic system can predict the traffic flow and control traffic signals to
regulate the flow in real time. If necessary, traffic system can cooperate with the public
affair vehicles, such as ambulances or fire engines, to improve the efficiency of solving
any urgent task. Figure 1.1.1 is the sketch of VANET. On the right of figure 1.1.1, a lot
of vehicles are waiting for the traffic light and they will report the waiting signals to the
nearest RSU. When the RSU collects enough signals, it lets the traffic light be turned into
green and the waiting vehicle can continue advancing. On the left of the picture, there is
a traffic accident. The vehicle in the accident is telling police the accident place through
RSU. In addition, a vehicle on the picture lower side is communicating with other vehicle

by using V2V.

(1): Roadside unit (RSU)
(2): Traffic light

(3): Vehicle - to - RSU (V2R)
(4): Vehicle - to - vehicle (V2V)

Figure 1.1.1 VANET sketch

Since VANET can provide people with many applications about traffic experience,
the security issues in VANET are particularly important. The applications of VANET are

in general grouped into two categories: public and privacy applications [15, 22, 31, 41].



1.1.2  Public Application

The public application means the transferred information are usually related to local
information and traffic information, such as gas station query or traffic jam report and it's.
Because that the public application always involves no-privacy information, it only need
less encrypted. For this reason, it can be transferred faster than the privacy application.
However, it still has some security challenges in operation. One of that is avoiding wrong
messages, such as falsified messages, replayed messages, or malicious messages. The

wrong messages maybe cause some poor situations such as the following.
(1) Wrong traffic flow messages:

The wrong traffic flow message may result inthe traffic management system making
wrong decisions. The wrong decision will cause the traffic lights of the heavy side to stay

red and the other side to stay green.
(2) Wrong traffic stat messages:

The wrong traffic stat message may mislead driver inte.a traffic jam, and the traffic

will be heavier.
(3) Wrong vehicles messages:

The wrong vehicles message may make the driver misread the safe distance, and

crash into other vehicles.



(4) Falsified messages:

If an adversary falsifies a public affair vehicle signal, such as an ambulance's signal,
he/she may compel the traffic light to cooperate with him/her and harm the driving right

of other drivers.

Because VANET improves the traffic experience substantially, any secure leak of
VANET may cause inestimable harms to the traffic system. For this reason, designing a

secure scheme to ensure the confidence of VANET is the most important in VANET.

113 Privacy Application

Relative to the public application, the transferred information in the privacy
application is always used for V2V's privacy communication, such as the group's goal,
information about the vehicle, or other privacy information and needs complete encrypted
to protect the privacy [22, 31, 41]. However, VANET is a wireless network environment,
and messages traveling through such wireless network systems can be easily intercepted.
V2V communications often involve private information exchange and therefore demand
the establishment of secret session channels. Although the asymmetric cryptosystem is
the more safe than symmetric cryptosystem, it is not suitable for VANET applications.
One major reason is that VANET has only minimum infrastructure and may probably fail
to provide the public key for the users when necessary [43]. Comparatively, the
symmetric cryptosystem based on session keys is more suitable, and yet it also has an
operational problem. If the session keys are fixed, then the vehicle has to pre-obtain all
the session keys of the communication targets; that is to say, the vehicle has to store a
large number of session keys in advance, which is both insecure and inefficient [1, 19, 20,

27]. Comparatively, the symmetric cryptosystem based on session keys is more suitable,



and yet it also has an operational problem. If the session keys are fixed, then the vehicle
has to pre-obtain all the session keys of the communication targets; that is to say, the

vehicle has to store a lot of session keys in advance, which is both insecure and inefficient

1.14 Batch Operation

To ensure the information that is instant is another challenge in the VANET
environment. Because that the members in the VANET environment are always on the
move, the outmoded information is without any worth [4, 23, 29]. Supposing that a driver
wants, to inquire the next Interchange to leave from expressway, the outmoded
information will make him miss the opportunity and he must spend more time getting
back to the correct way. However; the traffic flow has its periodicity, for example, the
flow is high at on and off duty, and low at ordinary times. When the flow is high, the
traditional one by one verificationnmechanism will let the system is overload with too
many requests. In this case, some requests may be delayed or dropped [41]. Batch
operation is a way to solve this problem. By reducing the most complex operations, the
operations costs can avoid the linear growth or exponent growth. For this reason, batch
operation can help the researchers to design a more suitable protocol for VANET

applications.

1.2 Research Subjects

In this study, we focus on the batch operation in VANET applications. There are two
subjects in this thesis. The first is batch verification for public V2R environment. In 2011,
Zhang et al. proposed a new scheme for VANET batch verification [41]. Their scheme is
based on bilinear pairing and use addition operations to batch verify multiple signatures

simultaneously. As an addition operation is simpler than any exponent operations, the

5



Zhang et al.’s scheme is more efficient. However, Zhang et al.'s scheme has some
weaknesses. Therefore, how to improve the Zhang et al.'s scheme is the first goal of this

thesis.

The second subject is batch session keys established for privacy V2V
communication. Although a lot of useful achievements for key agreement were proposed
in the past, they are almost suitable to one by one session key established. In 2012, Yeh
et al. proposed a novel framework for batch authenticated and session keys established
[40]. The Yeh et al.'s scheme allows a new member establishes multi session keys with
different members simultaneously when joining to an existent group. However, the Yeh
et al.'s scheme is not suitable to the VANET environment. Because that the groups or
teams in VANET environment are usually temporary and changeable, it may be happened
that two or more teams are combined and the: membersmeed to establish new session key
with the new partners came from different groups originally. In this case, the Yeh et al.'s
is limited to a certain extent. For this reason, we will extend the application of the Yeh et
al.'s scheme, and the new scheme is more suitable to establish the batch session keys for

privacy V2V.

1.3 Thesis Organization

The remainder of this thesis is organized as follows. In Chapter 2, we introduce the
preliminaries that are used in this thesis briefly. Then, we describe the Zhang et al.'s
scheme for public VANET batch authentication [41] and propose an improved scheme in
Chapter 3. In Chapter 4, we review the Yeh et al.'s scheme [40] and propose an extended
scheme that is suitable for the VANET's many-to-many situation. Finally, our conclusions

are shown in Chapter 5.



Chapter 2 Preliminaries

For designing suitable schemes for VANET, we use some mathematical tools, which
involve bilinear maps and Chinese remainder theorem. In addition, we also use the
homomorphism encryption to help the deigned scheme to become more secret. In this

section, we introduce those tools as follows briefly.

2.1 Bilinear Maps

Bilinear maps is a power tool that is good at batch operation, and we briefly

introduce the bilinear maps as follows [20, 26].
(1) Define a bilinear map é:

1. Let G be a cyclic additive group, and Gr be a cyclic multiplicative group generated

by P. G and Gr have the same prime order ¢, and |G|=|G7|.

ii. Define é: GXG—Gr be a bilinear map.

(2) Bilinear map has the following properties:

i. Bilinear:
Forthe all P, O, REG, &(Q,P + R) = é(P +R,Q) = &(Q,P) - é(Q,R).

For the all P, Q€G, and a,b € Zg,€(aQ,bP) = &(bQ,aP) = é(Q,P)*.

ii. Non-degenerate: There exist P,Q € G suchthaté(P,Q) # 1, where 1, isthe

identity element of Gr.

i,  Computable: There is an efficient algorithm to compute é(P,Q) for each P,Q €

G.



Bilinear maps can be constructed by utilizing modified elliptic curves [12, 24, 33].
They share the same characteristic with elliptic curves: Given P,Q € G and a € Zg,
O=aP, and {P, O} are known. To derive the integer a from Q and P is to solve the Elliptic

Curve Discrete Logarithm Problem (ECDLP).

2.2 Chinese Remainder Theorem

The Chinese Remainder Theorem (CRT) is an ancient math problem published by a
famous Chinese military general, strategist, philosopher, and mathematician Sun Tzu in
around 3™ to 5" century. By CRT, we can hide a lot of different secret values in a large
number X and broadcast X to different receivers [17, 40]. Each receiver can decrypt the
value X and obtain correct secret value respectively. We use an example to exam CRT.
Let there are a sender A and n receivers: R4, R, ... R,,. The sender A has agreed the session
key SK;,SK, ...SK, with each receiver. If A wants.to send messages M, M, ... M,, to
receivers Ry, R, ... R, individually, A can encrypt those messages in a assemble value X

and send the X to those receivers. The value X has the following characteristic:
X = M; mod SK;,X = M, mod SK;,...X = M;mod SK;, ... X = M,, mod SK,,

Due to this characteristic, each receiver R; can obtain the correct value M;, where

i=1, 2...n. The assembly value is generated as follows.

n
i=1

L
Ai X (S_I{l) = 1 mod SKL

X

L
(S_](l X Mi X Al) mod L

n
i=1



2.3 Homomorphism Encryption

Homomorphism encryption is a good tool to transfer aggregate information from
multi sources to a destination [33]. It enables different users to encrypt different
information by using the same key, which is owned by the target user, and the target user
can then obtain an aggregation after decrypting the ciphertext. Quite a number of
homomorphism encryption methods have been proposed based on different
cryptosystems, and many different types of aggregate information can be processed, such
as addition, multiplication, XOR, etc. In this thesis, we use the Paillier cryptosystem [28]

to help us design the proposed scheme.
Here is an example that shows in detailhow the Paillier cryptosystem works [28]:

(1) Let N=p-q and A =lem(p — 1,4 — 1), where {p, q} are two primes and

lem means the least common multiple .
(2) Select two random numbers g; € Z,. and g, € Zy.

(3) Define encrypt function E(M) = g¥ gY mod N2, where M is the plaintext.

L(c)‘ mod N2)

(4) Define decrypt function D(c) = L(g7 mod N?)

mod N, where c is the ciphertext

and L(.) is defined such that L(u) = uT_l for each u < N? and u = 1 mod N.

The characteristic of Paillier cryptosystems is as follows.
(5) D(E(M;)-E(M,) mod N?) = (M; + M) mod N

Due to this characteristic, multi sources can submit information to a target user in an

aggregation.



Chapter 3 Toward A Secure Batch Verification
with Group Testing for VANET

3.1 Introduction

Because VANET improves the traffic experience substantially, any secure leak of
VANET may cause inestimable harms to the traffic system. To ensure both the integrity
of the messages and non-repudiation is indispensable. A simple solution is to sign each
message with a digital signature before the message is sent. In 1976, Diffie and Hellman
proposed an idea about public-key cryptography [10]. Two years later, Rivest et al.
proposed a novel scheme to accomplish Diffie-Hellman's idea, called RSA algorithm [32].
In 2007, Raya and Hubaux [30] proposed.appropriate security architecture for VANET.
There is a PKI (Public Key Infrastructure) certificate issues in their scheme. The RSU
and the OBU can mutually authenticate by means‘of the other's public key and establish
a session key for communication. However, most of the traditional signature schemes
verify the received signatures one by one. When the traffic is heavy, the verifier will
receive a lot of signatures. Verifying a large number of signatures sequentially will to rate
a long time, and the information with the signature will be delayed. Because the traffic
situations are always changed, instantaneity is a very important issue for the traffic
information [4, 23, 29]. If the information is not fresh, it cannot explain the real traffic
situation and help people or traffic management system make decisions, and the
information will lose its value [8, 37, 41, 42]. To solve the verification bottleneck problem,
a lot of related schemes have been proposed. In 1990, Fiat proposed the first batch
cryptography scheme based on RSA [11]. In 2007, Lin et al. proposed a group signature

scheme based on bilinear pairing to improve the authentication efficiency [23]. Because

10



the verifier can verify multiple signatures simultaneously in Lin et al.'s scheme, the cost
of computation time will not grow linearly with the amount of the signature.
Unfortunately, Lin et al.'s scheme uses a lot of exponent operations, and it has complex
computing process. In 2011, Zhang et al. [41] and Huang et al. [14] proposed a new
scheme respectively. Both of their schemes are based on bilinear pairing and use addition
operations to batch verify multiple signatures simultaneously. As an addition operation is
simpler than any exponent operations, both of the two schemes are more efficient.
Because batch verifying is more efficient than single verifying when the verifier has to
verify a large number of signatures. However, Zhang et al.'s scheme has some weaknesses.
First, Zhang et al.'s scheme is vulnerable to the replaying-attack. Because of this weakness,
an adversary can simulate a fake situation, such as a traffic jam, by collecting the vehicle
messages and signatures in the corresponding. situation and replaying them. Second,
Zhang et al.'s scheme doesn't achieve the signature non-repudiation. A malicious driver
can broadcast wrong information to mislead, other drivers and repudiate the behavior
when the traffic manager traces him/her by his/her signature. In Huang et al.'s scheme,
which is known as ABAKA,; the scheme also doesn't-achieve the signature non-
repudiation. Wanga and Zhang pointed out this weakness in 2012 [38]. Hence, ABAKA
is not suitable for VANET. The details of ABAKA can refer to [14]. For this reason, we
want to propose an improved scheme to enhance the security and keep the efficiency of
Zhang et al.'s scheme. The improved scheme can make the VANET information

verification be more suitable.

In this section, we will describe the weaknesses of Zhang et al.'s scheme, and
propose an improved scheme. The section is organized as follows. In subsection 3.2, we

present the background, which includes the network model and equipment and security

11



requirements. After that, we describe Zhang et al.'s scheme in subsection 3.3 and provide
our analysis in subsection 3.4. In subsection 3.5, we will propose an improved scheme

and present an analysis of the batch verification scheme in subsection 3.6 finally.

3.2 Background

321 Network Model and Equipment

Two-layer network model is often used in vehicular network [2, 14, 41]. As its name
suggests, there are two layers in the network model: top layer and lower layer. The sketch

is shown as figure 3.2.1.

The top layer is comprised of a Trust Authority (TA) and application servers. We
assume that TA can be completely trusted, and it is responsible for pre-assigning secure
information for each vehicle. In general, TA 1s ordinarily off-line with other vehicles, and
responsible for tracing the real identity of vehicles in case that disputes happens. The
application servers for public applications, such as traffic management center,
communicate with RSUs and provide services or information. In the lower layer, vehicles
and RSUs can communicate with others based on the dedicated short-range
communications (DSRC) protocol [2]. Each vehicle has its own public and private key-
pairs for signing each message before the message is sent. Messages and signatures will
sent to the sender's neighboring RSU, and the RSU will verify the digital signatures after
receiving those information. Each vehicle has to be equipped with a tamper-proof device,
which is a secure storage for secrets. We assume that the tamper-proof device is always
credible and its information is never been disclosed. The device will pre-load some secure
values, such as real identity of vehicle and secret key of system. The computing process

of vehicle is also included in this device and the value is never disclosed.

12
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Figure 3.2.1 VANET network sketch
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To protect the privacy of the users, }(:‘éfnni}lﬁic’ation security is important. In VANET
communication, security issues are also very important. In this field, we can generalize

A
ON

three security requirements as follows [7,, 42] .
(1) Message authentication:

Ensuring that a message was sent from a legitimate user and the integrity of message

wasn't broken is a primary issue.
(2) User privacy preserving:

In VANET, communications are always transmitted via a wireless network.
Compared to a wire network, wireless is easier intercepted, overheard, and traced. The
system has to protect the privacy of a legitimate user, including the user's real identity or

other individual information.
13



(3) Audit-ability:

To avoid the inside user using the user privacy preserving to broadcast malicious
message which maybe mislead other legitimate user, systems should have a mechanism

for retrieving the real identity of a malicious user.

3.3 Review of Zhang et al.'s Scheme

There are three subsections in Zhang et al.'s scheme [41], including key generation
and pre-distribution, pseudo identity generation and message signing, and message

verification. The notation is shown in table 3.3.1. We briefly describe them as follows.

33.1 Key Generation and Pre-Distribution

In Zhang et al.'s scheme, T'A.is responsible:for setting up the system parameters for

each vehicle and RSU as follows.

(1) Let G be a cyclic additive group generated by P, and Gr be a cyclic multiplicative
group and G and Gy Have the same prime order g. After that, let é&: G X G — G be

a bilinear map.

(2) Choose two random numbers {s;,S,} € Zg as its two master keys, and compute
Ppup1 = S1P, Ppup, = s, P as its public keys. These two master keys {s;,s,} of

the TA are pre-loaded in each vehicle's tamper-proof device.

(3) The public parameters {G, Gy O, P, Pyyp1, Ppupz} are pre-loaded in each RSU and

vehicle.

(4) Each vehicle is assigned its real identity, denoted as RID € G, and password, denoted

as PWD. Both RID and PWD are stored in the tamper-proof device.

14



Table 3.3.1 Notation of the batch verification

4 The i-th vehicle
RSU A roadside unit
TA A trust authority
TPD A tamper-proof device
51,53 The private master key of the system

Poub1, Ppub2 The public key of the TA

RID; The real identity of V; RID; € G
PWD; A password of V;
D A pseudo identity of the vehicle V;, ID! =
(ID1,1D;)
SKi A private key of the vehicle V;, SK'=
(SKi,SK3)
M; A message sent by the vehicle V;

The one-way hash functions
h(); hZ() h . {0’ 1}* N Z;,hz . {0’ 1}* N ZZ;

H() A map to point hash function, H : {0, 1}*—G

I Message concatenation operation

T; A timestamp generated by V;

A vector used to distinguish signatures, i=1,

Vec; 5 "

33.2 Pseudo Identity Generation and Message Signing

To achieve user anonymity, each vehicle has to generate a pseudonym before

commutation. The details of this phase are shown as follows.

15



(1)

(2)

€)

(4)

The vehicle V; inputs its unique real identity RID; and the password PWD; to

initiate a pseudo identity generation process.

After verifying RID; and PWD;, TPD chooses a random number » and computes
pseudo ID! = {ID},ID:} and SK'={SK},SK.}.

ID}=rp

ID}= RID; DH(rPpyp1)

SKt=s,ID}

SKi=s;h(ID! || ID})

After that, TPD outputs ID! and SK', and V; can sign messages by using those

values.

Each message M; has to be signed before sent. V; signs M; as o; = SK! +
h(M;) SKL. Subsequently, V; sends the final message {ID‘,M;,0;} to its neighboring

RSU.

If V; broadcasts a malicious message, TA can trace the RID; of V; by computing

RID;=ID} @ H(s{ID}).Therefore, once a signature is in dispute, the 74 has the trace

ability to find the RID of vehicle from the disputed message.

333 Message Verification

The message verification process of Zhang et al.'s scheme has two versions: single

message verification and batch message verification. We briefly describe them as follows.
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334 Single Message Verification

When each RSU receives any final message, such as {ID*,M;,0;} from a vehicle, it
will verify the message's validity. If é(ag;, P) = é(IDli,Ppubl) - &(h(M;)H(ID! ||

DY), Ppup2), the message is legal and unaltered. The proof is shown as follows.

é(o;, P)

= &(SK{ + h(M;)SK} , P)

= &(Sk{,P) - é(h(M)SK],P)

= 8(s,ID, P) - &(h(M,)s,H(ID} |\ ID%), P)
= 8(ID}, s, P) - e(h(M)H(ID! |"1DY), s,P)

= 8(IDi, Pyup1) * E(R(M)H (D} I1D3), Pyip)
33.5 Batch Message Verification

If a RSU receives a number of large messages, denoted as { ID, M, 0, },
{ID?,M,,0,}, {ID3, M3, 03}... {ID™ M,,0,}, in a short span, the RSU can verify the
messages' validity simultaneously by means of batch message verification. If

n n n
e(Z az,P> = e(Z ID{.Ppum) - é(Z(h(Mi)H(ID{ ! w;’),Ppubz)
i=1 i=1 i=1

, the batch of messages is legal and unaltered. The proof of this equation is as follows:

_ (2(51(} + h(MQSKf),P)

i=1
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M:

Zn:(SKl) P) - e(

(h(Mi)SKiZ)'P>

1l
=

i

- @ (Z(h(Mi)SZH(IDli I 1D3), P)

i=1

M:

(h(M))H(D; | IDg),szp>

1l
oy

-8

M:

{
(

(h(MYH (D} |l IDZi)'Ppub2>

1l
[y

i

-
(owor)
( )
g

n n
=@ zIDv publ) ) é(Z(h(Mi)HUDf Il IDé)' Ppubz)

i=1
34 Cryptanalysis of Zhang et al.'s Scheme

Zhang et al. proposed an efficient batch message verification to solve the verification
bottleneck problem. However, the Zhang et al. scheme has two weaknesses, i.e. it is
vulnerable to the replaying attack and to failure to achieving non-repudiation. The details

of the two weaknesses of Zhang et al.'s scheme are shown as follows.

341 Replaying Attack

Zhang et al.'s scheme is vulnerable to the replaying attack. We assume an adversary
can intercept a public affair vehicle message and signature. He/she can replay the
information to mislead the traffic management system when he/she needs. On the other

situation, an adversary can intercept a lot of signatures from different vehicles when those
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vehicles are in a traffic jam, and replay those signatures to invent a fake traffic jam and

mislead other vehicles in order to avoid the jammed sections.

342 Not Achieving Non-Repudiation

Zhang et al.'s batch message verification is very efficient. However, the batch
verification scheme makes a leak, which allows the malicious user to deny his/her
signatures. Assume a malicious user generates several different messages and signatures,
such as {IDY,M,,0,}, {ID? M,, 0,}, {ID3, M3, 05}, and swaps their contents to becomes
{ID',M,, 03}, {ID? M,,0,}, {ID3 M;,0,}. After that, the malicious user sent those
changed messages and signatures to-its neighboring RSU. If the RSU uses a batch
message verification process to verify those signatures, it will consider that those changed

messages and signatures are legal. The proof is. shown as follows.
3
é (Z o;, P>
i=1
= é(O'l + ()] + U3,P)

= é(O'g + 01 + Uz,P)

3 3
6 (Z IDi, Ppub1> ¥ (Z R(M)H(ID! 1 IDY), Ppubz>
i=1 =

i=1

Although the orders of those signatures have been changed, their sum is not changed.
However, those messages and signatures aren't conformed obviously, there signatures
can't pass if the RSU uses single message verification process to verify them one by one.

For this reason, the malicious user can deny his/her signatures.
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3.5 The Batch Verification Scheme

To overcome those weaknesses of Zhang et al.'s scheme, we propose an improved
batch verification scheme. In the batch verification scheme, we extend the framework of
Zhang et al.'s scheme. In the batch verification scheme, we also use a two-layer vehicular
network model, and we require each vehicle to have a tamper-proof device. The notation

of the batch verification scheme is also shown in table 3.3.1.

The batch verification scheme also includes key generation and pre-distribution,
pseudo identity generation and message signing, and message verification. The
differences between Zhang et al.'s scheme and the batch verification scheme are pseudo
identity generation and message signing, and message verification. We explain them as

follows.

351 Key Generation and Pre-Distribution

In the batch verification scheme, TA is also responsible for setting up the system
parameters for each vehicle and RSU. The process of this phase is the same as Zhang et

al.'s scheme, and the difference is easily discerned in the subsequent subsections.

352 Pseudo Identity Generation and Message Signing

To achieve user anonymity, each vehicle has to generate a pseudonym before
commutation. In this subsection, we add a timestamp T; to overcome the replaying
attack and use a one-way hash function h,() instead of the map to point function H().

The details of this phase are shown as follows.
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(1) The vehicle V; inputs its unique real identity RID; and the password PWD; to

initiate pseudo identity generation process.

(2) After verifying RID; and PWD;, TPD chooses a random number 7, sets a current
timestamp T;, and computes pseudo ID'={ID}, ID}} and SK'={SK},SK}}.
ID{ =rP
ID} = RID; @ H(rPpyp1)
SK! = s,ID}

SK% = s,h,(IDL I IDE 1| T;)P

(3) After that, TPD outputs ID' and SK*, and V; can sign messages using D! and

SK*.

(4) Each message M; has to be signed before sent. V; signs M; as o; = SK{ +
h(M;)SK}. Subsequently, V;+sends the final message {ID', M;, o;, T;} to its

neighboring RSU.

If V; broadcasts a malicious message, TA can trace the RID; of V; by computing
RID;=ID} @ H(s{ID}).Therefore, once a signature is in dispute, the 74 has the trace

ability to find the RID of vehicle from the disputed message.

353 Message Verification

When each RSU receives any final message, such as {ID%,M;,0;,T;} from a vehicle,
it will check the message's T;. If T, — T; < T,, where T, is the received-time of the
message and T, is the predefined endurable transmission delay, RSU either continues
the verification process, or else rejects the final message. The message verification

process of the batch verification scheme also has two versions: single message
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verification and batch message verification. The details of these two versions are

described as follows.

354 Single Message Verification

If the RSU just receives a few final messages in a span, it can verify the message's
validity one by one. For each signature, if é(g;, P) = é(IDli, Ppubl) . é(h(Ml-)h2 (IDli I

I Dé II Tl-)P, Ppubz): the message is legal and unaltered. Our proofis as follows.

é(o;, P)
= &(SK{ + h(M;)SK}, P)

= &(SK{,P) - &(h(M;)SK}, P)

= &(s,ID}, P) - &(h(M;)syhy (1D} | ID || T)PyP)
= &(IDi,5,P) - &(R(M)h,(ID} Al IDIN T;)P,s,P)

= &(ID}, Pyup1) - &(R(MDho(ID] 1| IDL I T7)P; Ppupa)
3.5.5 Batch Message Verification

If an RSU receives a number of large messages, denoted as {ID!,M;, 0, },
{ID?,M,,0,}, {ID3,M;,03}... {ID",M,,c,}, within a short span, the RSU can verify
the messages' validity simultaneously by batch message verification. In this subsection,
we add a vector parameter Vec; to overcome the weakness of Zhang et al.'s scheme.
Before batch message verification, RSU distributes Vec; to each message and signature,
where Vec;'s value are a random number and ranges between 1 and x, where x is a small
value and doesn't make the overhead of computation. After that, RSU starts the batch

message verification. If
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n
é (Z Vecl-ai,P>
i=1
n n
= é(Z VeciID{,Ppub1> - @ (Z Vec;h(M)hy (1D Il 1D | Ti)) P, Ppu2
i=1 =1

, the batch of messages are legal and unaltered. The proof is as follows.

n
é (Z Vecl-al-,P>
i=1

=é <Z Vec;(SK} + h(M;)SK?), P>

é <zn: Vec;SK!, ) <Z Vec; h(M,)SKL, >

1=

n n
= e<z Vec; 511D1,P> (Z ec;h(My)syh, (IDE N IDS 11 T;)P, P>

i =1

Th
[y

Il
>

n
VecisllDli,P>- é ZVecih(Mi)hz(m{ I IDE I T;) |s,P, P
i=1

i=1 i

Il
>

n n
ZVeci 1D} ,51P> ZVecl h(M)h,(ID 1 IDL | T;) | P, s,P

i=1

n n
oy (Z Vec; IDJ, Ppum) Z Vec; h(Mho (1D I11D; I T;) | P, Ppup
i=1

i=
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3.6 Analysis of the Batch Verification Scheme

3.6.1 Security Analysis

In this subsection, we analyze the security of the proposed batch verification scheme
in terms of the security requirements, which includes message authentication, user

privacy preserving, audit-ability, as follows.
(1) Message authentication:

The message authentication is the most basic security requirement to ensure the
legality of a message's source and the integrity of a message in any communication. In
the batch verification scheme, o;" not only,uses a one-way hash function to pack the
message M;, but also uses a current timestamp - Tj to generate SK: in order to resist the
replaying attack and ensure that the signature o; is fresh. The batch verification scheme
also inherits the advantage of Zhang et al.'s scheme, include that it is difficult to derive

the private keys SK{ and SKi by way of ID', P,,u1, Pyupa, P, and H(ID] || ID] |

P
T;) [41]. We not only overcame the replaying attack, but also proposed a solution to the
other problem, non-repudiation. In the batch verification scheme, we used a vector
parameter Vec; to avoid user swap of the M; and o;. If a malicious user wants to deny
the signatures by swapping M; and oj, his/her signatures will result in the batch message

verification failing. Table 3.6.1 is a comparison between the batch verification scheme

and other schemes which in the same field.
(2) User privacy preserving:

If an adversary attempts to use the information, which is intercepted from public

communicating environment, to trace a specific user, he/she needs to determine the
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relation between each communication. In the batch verification scheme, all of information
sent by a user is changed in each communication. Therefore, a person's ID' is converted
by an unknown random number 7. For this reason, we claim the batch verification scheme

both achieves and preserves the user anonymity and user privacy.
(3) Audit-ability:

To avoid the user privacy preserving abused by the malicious behaviors, the
malicious user should have TA traceability, where the traceability is also called
conditional privacy [37]. In the batch verification scheme, the TA can trace the RID; of
V; as the subsection 3.5.2 explains. When a user attempts to use malicious information
to mislead others, the TA can trace the RID. of the malicious user, and stop the right of

the malicious user.

Table 3.6.1 Security comparison

Batch message Avoiding any Avoiding non-
verification replaying attack repudiation
Our scheme v v v
Zhang et al.'s
© 4 X X
scheme [41]
ABAKA [14] v v «

3.62 Performance Evaluation

We evaluate the performance of the batch verification scheme in this subsection.

Verification delay is the most important issue, which maybe affects the value of
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information. The different calculations in the batch verification scheme includes one point
multiplication over an elliptic curve, notated 7,.;, map to point hash operation, notated
Ty, and pairing operation, and notated 7,.-. We adopts the MNT curve [14, 25, 41],
which embeds degree kK = 6 and 160-bit ¢, running on an Intel Pentium IV 3.0 GHZ
machine. The following results are obtained: Ty 1s 0.6 ms, Tpar 1s 4.5 ms, and Ty 1s 0.6
ms. We compare the computational complexity of the batch verification scheme with
Zhang et al.'s scheme and ABAKA in table 3.6.2. Although the batch verification scheme
has to compute Vec;o;, Vec;ID!, and Vec;h(M;)h,(ID! || IDS || T;), the range of Vec;
is very small, such as 1 to 10, and the cost of Vec;'s computation is negligible. In fact,
the real program design can use addition operation instead of multiplication operation,
such as letting o; plus Vec; times instead of computing Vec;o;. On the other hand, we
use a one-way hash function /2() instead of the map to point function H() and reduce point
multiplication over an elliptic curve to improve the performance. Hence, the efficiency

of the batch verification scheme is more efficient than Zhang et al.'s scheme.

We use the results of the MNT. curve and the value of performance comparison to
forecast the effect on the batch verification delay of compared schemes in figure 3.6.1.
We let x-axis mean the number of verifying signatures (n) and y-axis means the delay
time (unit: ms). The figure 3.6.1 shows the situation while range of n is 1 to 40. We can
find the slope of our scheme is the lowest. According to figure 3.6.1, although the effect
of the batch verification scheme isn't the best when #n is lower than 10, it is speeder than
others when n become larger. When n is 100, the delay of ABAKS's batch verification is
120.6 ms, Zhang's is 133.5 ms and the batch verification scheme's is 14.1 ms. When n is
1000, the delay of ABAKS's batch verification is 1200.6 ms, Zhang et al.'s scheme is

1213.5 ms and the batch verification scheme's still maintains 14.1 ms; obviously, the batch
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verification scheme is the most efficient. In addition, the batch verification scheme is
more secure than ABAKA and Zhang et al.'s scheme. For this reason, Our scheme is the

most suitable for VANET.

Table 3.6.2 Comparison of three schemes in term of the computational

complexity
Signal Verification | Batch Verification
Our scheme 3Tpar +Tinui 3Tvar +Timui
Zhang et al.'s scheme | 3Tpar+Top+Tu 3Tpar+nTmp+nTmu
[41]
ABAKA [14] 3T Qnu+ )T

*n: number of verifying signatures
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*x-axis: the number of verifying signatures (n)
*y-axis: the delay time (unit: ms)

Figure 3.6.1 Effect on the batch verification delay
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Chapter 4 An Efficient Multiple Establishing
Session Key Scheme for Integrating

Different Groups in VANET

4.1 Introduction

In VANET environment, the driver can communicate with another driver and share
or discuss some privacy information though V2V, which is a safety channel [8, 12, 37].
To build the safety channel, we can draw support from communication security field to
reach it. In communication security field, the Diffie-Hellman key exchange algorithm was
proposed to overcome this problem so as te_maintain communication security in 1976
[10]. The method provides a way of real-time key generation, and by employing a key
exchange protocol (also called key agreement protoeol) to generate a session key for a
user to start a communication session, the scheme saves the trouble of having users pre-
store all the session keys of their communication targets. Besides, the forward secrecy
can also be guaranteed even if one of the communication sessions is broken. The key
agreement protocol generates one temporary session key at a time, and the temporary
session key is only valid during the specific communication session it is created for and
will expire after that. In case at a point of time many communication sessions are to be
started, then the key agreement protocol will be extremely busy, and the communication
system users will have to wait for their turn [18, 21]. If there are too many communication
targets waited for agreeing the session in the same time, it has to spend a lot of time [40].
Assuming that a new user R want to join an exited group A's group that originally has
twenty members. To communicate with all those twenty old members respectively, R has

to operate the key agreement protocol with them every one. In other words, in such a
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design, the larger the number of members in a group one wishes to communicate with,

the more resource and time will be needed to set up everything.

To solve this technical problem, we shall introduce a communication structure called
the P2P-based online social networks. Following the concept, we will have the vehicles
in the communication system play the roles of peers. In 2012, Yeh et al. proposed a
framework for batch authentication and key agreement [40]. In their framework, a new
user R can generate just one session key with the members of an old group. This reduces
not only the computation cost but also the number of transmissions to be done. Details of
Yeh et al.’s scheme will be in Section 3. Unfortunately, although Yeh et al.’s scheme
comes in handy when only a few new users are to join an existing group, it does not seem
capable of handling situations where groups join together, which is common practice in
vehicular environments, for example a large vehicular team’s members assembling in two
different places and then joining together on the way. Therefore, to apply Yeh et al.’s
design in VANET environments, we need to modify it a little bit so that cases of group

integration can be properly taken care of.

In this section, we review the Yeh et al.'s scheme and compare it with traditional key
agreement protocol and propose an improvement to let the approach become widely. The
rest of the subsections are organized as follows. Subsection 4.2 reviews Yeh et al.'s
scheme and compares it with traditional key agreement protocol in Subsection 4.3. After
that, we present an improved scheme in Subsection 4.4 and the analysis of the multi key

agreement scheme in Subsection 4.5. Finally, the conclusion is shown in Section 4.6.
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4.2 Review of the Yeh et al.'s Scheme

First of all, the notations used in Yeh et al.’s scheme are shown in Table 4.2.1. In
Yeh et al.’s scheme [40], there are three distinct protocols, namely the hash based protocol,
the proxy-based protocol, and the certificate-based protocol, each for a different scenario.
Because the three share the same basic principles, here we will only get to the details of
the certificate-based protocol, which is designed especially to ensure the non-repudiation

of a transaction. Interesting readers can refer [40].

When Ur wants to join Ua's group, the certificate-based protocol is started and the

details are shown as follow.
(1) Ugr = Uy : {{PK{IDg, Ng,UID = {ID4,1D,, ...,IDﬁl}, MACR }
i. Uy chooses a nonce N, and lists ‘ULD.= {ID;, ID,, ...,ID|g|}.
ii. Uy encrypts {IDg, Ng, UID} by U,'s public key PKj,.
ii. Uy computes MACr, = H(PK4{IDg, Ng,UID}, Ky + Ng ).
(2) U, » Ug: {PKg{Ng +1,T}, MAC,}
i. U, obtains {IDg, Ng, UID} by decrypting PK,{IDg, Ng, UID} and checks MACk.

ii. U, confirms each Ug's trust level and encrypts {N; + 1,T} by Ug's public key

PKg, where T = {T},T,, ---:T|U|}'

iii. U, computes MAC, = H(PKz{Ng + 1,T},Krs + Ng).
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Table 4.2.1 Notations of the Yeh et al.'s scheme

Notation Description
q,p Large primes such that p =2¢q + /
g The primitive root of prime ¢
RK; The private key of user U;
PK. The public key of U;. PK; is used for ElGamal encryption
' such that PK;= g®¥i mod p
Representing n positive integers that are pairwise relatively
B; . .
primes used in CRT.
Requester (Ug) A user who requests batch authentication.
Authenticator (U,) | A user who assists Up for the batch authentication.
G The set of all participants involved in the batch authentication.
G:{UR, UA) Ul: Uz, UTl}
I The number of all_participants involved in the batch
authentication
A A user group to be authenticated, U =G—{U,, Ug} = {U;,
U
Uyeo. Uy )
A Representing n- positive integers that are pairwise relatively
1ol . .
primes used.in CRT.
UID The set of U's identities in this batch authentication session
UID = {ID;, ID,,..., ID, }
N; A nonce picked by U;
S A random number serving as a seed of ElGamal proxy
encryption key
T; The Uj's certificate
T The set of U's certificates T ={Ty, T, ... T,,}
KP The set of key parameters sent from Up to U for key
R agreement. KPp={g™,g™?,...g"™"}
KP- The set of key parameters sent from U to Uy .
’ KPy={g™, 9" ..g"}}
The authentication request message transmitted from Up to
QRp U,
CR The chain-reply messages passed through users in a user
group.
MR The reply messages for mutual authentication.
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(3) Ugr—Ui:{C1,X,MAC,}
1. Uy decrypts ciphertext and checks MAC,.
ii. Ug computes C1 = g"mod p, r is a random number, r € Z; .

ii. Up computes
& = {trustlevel,S,§ = Sign(RKg, C1),Tg, g™}
Vi=C2; = §&(PK)" = &(g™ )"
, where § is a random number used as the seed of EIGamal proxy encryption key and

d 1s a signature generated by Shamir-Tauman signature protocol [35].
iv. Ugr accommodates V; in message X by using CRT.

v. Ug computes MACgr = H(C1,X,S).

4) U,—U,:{C1,C21,X,KPgz MACy}
1. U; obtains V;(=C2,) by calculating X mod B;.
ii. U; computes
C2,-C17RK&
=& (g" )" (g") M modp
=&
= {trustlevel,S,6 = Sign(RKg, C1),Tg, g™}

by using his private key RK;, and checks MACjy.

iii. U; selects a random number n; and adds the key parameter g"* to KPgand

computes the session key SKz; = (g™1)™mod p.
iv. U; computes C2] = &'(PKg)S*1, where &' = {IDg}.
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11

111,

1v.

(6)

1.

U; computes MAC; = H(C1,C2},X,KPg,S).

U;—U;,, or U|g| - Ug : {C1,C2;_,X,KPg = {g™, g™, ..., g™}, MAC}}

U; obtains V;(=C2;) by calculating X mod B,;.

U; decrypts &; by computing & = C2; - C17®Xi and checks MAC;_; and §.

U; selects a random number n; and adds the key parameter g™i to KPgand

computes the session key SKyp; = (g™i)™mod p.

U; computes
C2;
= C2}_, - (PKR)S ' mod p
. E’(PKR)25'=1(S+j)m0d p

, where &' = {IDgp}.

U; generates MAC; = H(C1,C2;,X,KPg,S).

Ur

After receiving :{C1,C2;_,,X,KPgz = {g™, g™, ...,g™}, MAC;} form U|0|, Ug

checks MAC)g) by S.

0 NEEI))

|0]
Ur computes C1' = (g)21'= mod p, and obtains ¢’ by computing

CZl'Ol - (C1") " RERmod p
, SO s rren-Z (50
= {'(PKg)™=1" "7 x(g""*R) =/=1"""mod p

o . o] ..
— EI(gRKR)Z]’=1(S+])X(gRKR)_Zj=1(5+])mOdp

=¢
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iti. If & =IDg, the user group U is authenticated.

iv. Ugr computes session keys SKg; = (g™)™i modp for each U;, where 1 <i <

A

gl.

4.3 Analysis of Yeh et al.'s Scheme

In this subsection, we shall first compare Yeh et al.'s scheme with a traditional key

agreement protocol and then point out a weakness of Yeh et al.'s scheme in operation.

43.1 Comparison with Traditional Key Agreement Protocol

In Yeh et al.'s scheme, batch key agreement is used to reduce the time and resources
spent on message transference. According, to Section VI of Yeh et al.'s paper [40] , in

traditional ElGamal encryption, for # users to complete mutual authentication, as many

n-(n—1)

as 2><( >

) =n? —n times of message transference are needed. The reason is that

each user has to agree with all except for him-/herself, and traditional ElGamal encryption
requires 2 times of message transference for a pair of users-to do mutual authentication.
Therefore, in case a new user Ug wants to join an old group Ua’s group of n members,
then a total of 2n times of message transference will be required if a traditional key
agreement protocol is used, while the total number of message transferences can be cut
down to n+2 when Yeh et al.’s scheme is employed. Figure 4.3.1 and figure 4.3.2

illustrate how the two different protocols work, respectively. Due to the fact that messages
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transmitted through wireless networks can easily be lost or intercepted, the number of

message transferences had better be as small as possible.

1 — U

UR la—
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©
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Up's group

Figure 4.3.1 Message transference in traditional ElIGamal encryption
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Up's group

Figure 4.3.2 Message transference in Yeh et al.'s scheme

432 Leak of Yeh et al.'s Scheme

There is a leak in Yeh et al.'s scheme. When a new user wants to join an old group,
the new user Ug transfers the message of key agreement to each member of the exited
group U,'s group by using an assembly value X, and each receiver U; can obtain their
unique message from X by calculating X mod B;. To use CRT, Up has to know each
B; and use them to generate the assembly value X. However, in Yeh et al.’s original paper,
the source of the value B; is not clearly stated; in other words, we have no idea whether
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B; is public or kept secret, and we do not know who owns it if it is kept secret. If B; is
public, then anyone can readily use it to obtain the secret message, which means the
system security is completely broken. On the other hand, if B; is kept secret, the Ug
sure cannot obtain each B; anyway. If Uy has to agree with each U; about B; before
the key agreement protocol is even started, then we might as well have Uy and each U;

directly agree on their session key.

4.4 The Multi Key Agreement Scheme

To improve and further extend Yeh et al.'s scheme, we have made some
modifications and applied the upgraded design in our proposed scheme for VANET
environments. Assume there are two vehicular.teams Ugs group and U,s group that
want to join together to form a bigger vehicular team. The members of Ugs group are
denoted as UR, and UR;, where j=1, 2...m, and the members of U,s group are
denoted as UA, and UA;, where i=1, 2...n. In this case, all the vehicular members have
previously agreed with each of their original teammates on the session key, and only UR,
and UA, are from different groups but have agreed on the same session key. The

notations are listed in Table 4.4.1.

44.1 Initiation

In this subsection, we will define the system public information. The public
information issuer may be the manufacturer, system manager, or the certification

authorities (CA).

(1) Let G be a cyclic additive group, and let Gy be a cyclic multiplicative group

generated by P. G and G; have the same prime order q, and |G|=|Gr|.
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(2) Define é: GXG—G; be a bilinear map.
(3) Select two one-way hash function /():{0,1} —Z4 and H():{0,1}—Z,.

(4) Select a random value s as the master key and generate the secret key S;p = s -

h(ID) - P.

(5) Publish {G, G7, g, P, h(), H()} and pre-load the secret key on the OBU of each

vehicle.

Table 4.4.1 Notations of the multi key agreement

Notation Description

UAy, UA; | Members of Uys group,i=1,2...n

UR,, UR; | Members of Upsgroup, j=1,2...m

a; Random number chose by Uy;
T Random number'chose by Ug;
r,a Random number

IDy |IDof Uy

KAR Session key between Uy, and Ugg

KAyy | Session key between U,y and Uy

KRyy | Session key between Upy and Ugy

E.{M} | Use x to symmetric encrypt the plaintext M

D,{C} | Use xto symmetric decrypt the ciphertext C

T;, T, | Timestamp
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4.4.2  Multi Establishing Session Key Protocol

When Ugs group and Uys group want to combine to form a bigger vehicular
team, UR, will contact UA, to reach an agreement on the session key KAR first. After

that, the multi session key establishment protocol operates as follows.

(1) URy = URy:{KPRy, CRPy, Ty, MACRro, Er(.)}

i. UR, selects two primes (pg, qr), generates the parameters (NR, AR Ry gRZ), and
defines the encrypting function ER(.) and decrypting function Dgp(.) of the

Paillier cryptosystems (see Section 2.3).
ii. UR, chooses a random number 7, and computes 7,P.
ili. UR, generates a set KPR, = {r,P}.

iv. UR,y computes

CRPy = Eplio* Sippe I1)

MACgo = H (IDgo, KPRy, CRPy, KRy 1, Ty, Ex ()

(2) UR;j > URj;1/URy—y = URy:{IDgj, CRP;, MACgj, Ty, ERr(.)}
1. UR; checks T, and MACgj_;.

ii. UR; chooses a random number 7; and computes 7;P.

. UR; generates aset KPR; = KPR;_; UT;P.

iv. UR; computes
CRP; = CRP;_, - Eg (rj Sing; Tl)

MACR} = H(IDR],KPR], CRP]; KR],]+1; ER())
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(3) URy—UAy:{IDgo, EAR,MACRr,}
i. UR, checks T; and MACgp,_1.

ii. UR, computes
CRP = Dr(CRPB,)
KPR = KPR,
EAR = Egr{IDgo, IDR, trust level, CRP, KPR, T;}

MACg, = H(KAR, IDgo, CRP, Ty, KPR)

(4) UAO—)UAl: {IDA(),X, EKPA, MACA()}
i. UA, decrypts EAR by KAR and checks T; and MACg,.

ii. UA, checks é(CRP,h(IDyy)P)?2=

é(h(IDRO) “1oP, Sip 4, 'Tl) : H;'n=1 é(h(IDRj) 1P, S1p 40 ° Tl)-

iii. UA, generates the parameters and defines the encrypting function E,(.),

decrypting function D4(.) of the Paillier cryptosystems as subsection 2.3.
iv. UAg chooses two random number {a,a,} and computes a,P.

v. UA, generates aset KPA, = {ayP}
CAP, = EA(aO “S1D 40 -TZ), where T, is a timestamp,

EKPA == EKAOJ{KPAO' CAP(), Tz}

vi. UA, computes VA; and accommodates VVA; in message X by using CRT:

Do, IDR, KPR, Ty, Ty, E4(.), CRP
n
el |a+ Z KAy, |- PP
1=1\l=i

VAi ==
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Vil.

()

11

111,

1v.

(6)

L
X = Z?=1 (m X Vi XAi) mod L

L

where L = ?:1 h(KAO,i)’Ai X (h(KAOJi)

) = 1 mod h(KAO,i).

UA, computes

MAC,o =H (X, KPA,, CAP,, Ty, Ty, é ((a + X KAy P, P)).

UA;—UA;4, JUA,—UAy: {IDy;, X, EKPA, MAC,;}

UA; decrypts EKPA and obtains VA; = X mod 4;.
UA; computes o=¢ ((a + Sfuqy i<, KAo,)P,P) - e(KAo; - P, P).

UA; checks {Ty,T,} and
MACAi—1?= H(X,KPAi_l,Tl, T2, CAPi_l,O-)
&8(CRP,h(ID,;) - P)?=

é(h(IDRO) “ToP,Sip,, - T1) ’ H;'n=1 é(h(IDRj) 1P, S1p 'Tl)
UA; chooses a random number 'a; and computes a;P.

UA; computes

KPA; = KPA;_4 U q;P

CAP; = CAP;_y - Eq(a;* Sip,, " T2)
EKPA = EKALM{KPAL-, CAP;}

MACAL' = H(X,KPAL, O')

UAO—)URO: {IDAOJ ERA, MACAR}

UA, decrypts EKPA and

MAC,, =?H (X, KPA,, CAP,, T, T,, & ((a + 0 KAg,)P, P)).
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ii. UA, computes CAP = D,(CAPB,) and KPA = KPA,,.
iii. UA, computes ERA = Exap{IDao, IDA = {ID,;}, KPA, CAP,T,, T,}
iv. UA, computes MAC,r = H(ERA,KPA,CAP, Ty, T,)
(7) URy—UR;: (Cj, MACgo)
i. URy decrypts ERA by KAR and checks {Ty,T,}.
ii. UR, checks computes MAC,r and é(CAP,h(IDgg) - P)? =

n
&(h(IDao) - @oP, Sipg, - T2) - 1_L=1é(h(1DAi) *@iP,Sipg, " T2)

1. UR, computes
Crj = Exry ;{1Dro,1Dao, IDA, KPA,CAP, T,, T,}

MACno = H(KPA, CAP, Ty, Ty)

(8) UR;
i. UR; decrypts Cr; and checks MACg, and {Ty;T,}.
ii. UR; checks &((CAP)P,h(IDg;)P)?=
é (h(IDAO) " aoP, SIDRJ- 'Tz) Tli=. 8 (h(IDAi) ' aiPrSIDRJ- ) Tz)-

i, UR; computes the session key KAiB]. = a;bjP with UA,;.

4.5 Analysis of the Multi Key Agreement Scheme

In this section, we shall show the results of our analysis of the proposed scheme. First,

the BAN logic proposed by Burrows et al. [5] was used to confirm the correctness of the
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proposed scheme. Then, we conducted a secrecy check. Finally, the proposed scheme was
compared with Yeh et al.'s scheme in terms of performance.
451 Correctness Analysis of the Multi Key Agreement with

BAN Logic

The BAN logic is a well-accepted method for correctness check of information
exchange protocols [5, 6]. As a logic of belief and action, the BAN logic comprises a set
of simple rules to help users determine whether the information exchanged is trustworthy
or not. Before we can put the BAN logic is use, we must define the basic notations, goals,
and assumptions first. Now let’s analyze the protocol of the proposed scheme with the

BAN logic.

(1) Notations

First of all, here are the syntax and notations of the BAN logic. Let’s define A, B, X
and Y as participator A, participator B, value X, and value Y, and then use some instances

to show how the logic works [5].

i. A|=X: A believes X is trust.

ii. A|=B: A believes B's actions. For example: A|=B|=X means that A believes B

believes X is trust.
1. A<IX: A sees or holds X.
1v. A|~X: A has once said the X in the process this time.

v. # (X): X is fresh, that means X is recent or X is a nonce.
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vi.

Vil.

viil.

IX.

Xi.

(2)

A & B: X is a secret key shared between A and B.

* A andX': * A is the public key of A and X! is the privacy key of A.

(Y)x: Plain text Y is combined with X, where X can be secret value in this rule.
(X, Y): X or Y is one part of formula (X, Y).

A|=X: A has complete control over X. It can be used for denoting a certificate

authority.

Rule . We can infer Rule 1 from Rule 2. For example: %

—_— means that because
Rule 2

A creates X, A believes X is fresh.

For the sake convenience, we set i=1,2...nand j=1, 2...m in following example.
Goals

To check the correctness of the proposed scheme, we set four goals. If all four goals

are achieved, that means we have good reasons to'believe the protocol of the proposed

scheme is correct. The participators in our protocol are the CA and the members of two

different groups. The members of UR's group are UR, and UR ;, and the members of

UA's group are UA, and UA;. The major goal of the proposed scheme is to let the

members from different groups exchange secret information so that they can establish a

multiple session key. For this reason, we hope the proposed scheme can make those

participators believe that correct targets said the exchanged information. The goals of the

proposed scheme are stated in the language of the BAN logic as follows.
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i. UAyand UA;|=URy|~1,P
ii. UAgand UA; |SUR;j|~1;P
iti. URqand UR j|=UAq|~aoP

iv. URyand UR j|=UA;|~a;P

(3) Assumptions

To analyze the multi key agreement protocol, the following assumptions need to be

established:
) KRj,
i. URy|=UR, < UR;
.. _ KRj,

Rj-1j

K
iii. UR;|=URj_; <—— UR
. KAR
iv. URy|=UR, «— UA,
KAR
v. UA¢|=URy, — UA,
. KAg,;
vi. UAy|=UAy, — UA;

.. KA,
vii. UA;|=UA, «— UA;

KAi_q,
vili. UA;|=UA;_; — UA;

ix. URg,UR;,UAy, UA;|=CA|=>s
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(4) Correctness analysis of the multi key agreement scheme's verification

In this subsection, we analyze the correctness of the multi key agreement scheme

with the BAN logic. The details are as follows:
Message 1: URy » UR,/UR; » URj;1/URy, = URy:

({7'0,1,...]' 'P}» {To,l,...j 5Ty h(IDRj)P}' Tl)KRj,j+1

UleEURj_1<—>URj

URj|=URj_1|~(7j—1-s"h(IDRo)P,Ty)

URj|=URj_1|~(7j—1's'h(IDR(j_1))P.T1), UR;<Ty
URj|=#(rj_1's'h(IDR(j=1))P.T1)

11,

Message 2: URy — UAy:

({T0,1,...m { P}: {7’0,1,...m s Ty h(IDRO)P}r T1)kap

KAR
UAO|EURO<—>UAO
UAg|=URy |"({To,l,...m'P};{To,l,...m's‘n 'h(IDR0,1,...m)P}'T1)

111,

UAo|=URo|~({ro,1,.mP}{ro,1,.m's"T1"h(IDRo 1, .m)P}T1 ), URj<Ty
UAo|=#({ro,..mP}{ro,.msTi-h(IDRo 1, im )P} T1)

UAol=#({ro1,.m'P}{ro1, .msTi-h(IDRo,. m)P}T1),UAg<s-h(ID 4o)P,UAg |=CA|=s
UAq |SURg|~1oP,UAq |SURj|~T ;P

Message 3: UAy = UA,/UA; - UA;,,1/ UA, = UA,:

(({7”0,1,...m : P}' {7”0,1,...m s Ty h(IDRO,l,...m)P}' T1»T2)KA01'>
({ao,.i - PYAaos,.i* s T2 - h(IDao)P}, Tadia, s

KAg;
UA;|=URy—3U4;
UA;{|=UAg |’“({To,1,...m'P}.{T0,1,...m'5'T1'h(IDRo,L...m)P},TLTz)

vi.

UA;|=UAol~({ro1,.mP}{ro1,.msT1-h(IDRo 1,..m )P}, T1.T2), UA;<Ty
UA;| E#({TO,L...m'P},{To,1,...m'S'T1 'h(IDR0,1,...m)P};T1)

Vil.
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UAo|=#({ro1,.mPH{ro1,.msTih(IDRo 1, .m)P}T1),UA;<s-h(ID 4;)P,UA;|=CA|=s
UA; |SURg|~1oP,UA; |SURj|~T ;P

Viil.

Message 4: UA, = URy:

({a0,1,...n : P}, {00,1,...11 s Ty h(IDAo,L...n)P}r T1, T2)kar

KAR
UAolEUR()(—)UAO

1X.
URy|=UA, |~({ao,1,...n'P}’{ao,l,...n'S'Tz 'h(IDAo,l,...n)P}.T1.T2)
X URo|=UAol~({ao,.nP}{ao04,.n'sT2-h(ID ag 1,.n) P} T1,T2) . URg<(T1,T,)
’ URo|=#({ao,1,.n"P}{a01,.n'ST2-h(ID a0 1,..n) P} T1.T2)
<i URy| E#({00,1,...n'P};{ao,L...n'S'Tz 'h(IDAO,l,...n)P};Tl;TZ);UROQS'h(IDRO)PrURO |=CA|=s

URy |=UAg|~agP,URy |=UA;|~a;P

Message 5: URy — UR;:

({ao,1,...n < P}, {ao,1,...n y 2 h(IDAO,l,...n)P}' Ty, TZ)KROJ-

KRO,j

UR;j|=URg«—>UR;

X1i.
URj|I=URo|~({ao,..n"P}{a0,1,umS:T2"R(ID a04,.n )P}, T1.T2)
xiii UR;|=URg |~({ao,1,...n'P}’{ao,1,...n'S'T2'h(IDA0,1,...n)P}'T1:T2):URj<’(T1'T2)
’ URj|E#({ao,1,...n'P}'{ao,l,...n'S'Tz'h(IDAo,L...n)P}rTLTz)
xiv URjI=#({ao1,.n"P}{a01, .n'ST2"h(ID a0 ,1,.n )P}, T1,T2),UR j<s-h(IDg)P,URj|=CA|=s

URJ' |EUA0|~(10P,URJ' |EUAi|~aiP

Finally, we can infer that the multi key agreement scheme really achieves the
original goals from formula v, viii, xi, and xiv. For this reason, we claim the multi key

agreement scheme's protocol is correct.

452  Security Analysis of the Multi Key Agreement Scheme

In this subsection, we will discuss the proposed scheme in terms of some secrecy

issues that are frequently mentioned as far as key agreement protocols are concerned. The
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most critical security issues about key agreement for multi users include [13, 16, 19, 21,
24, 26] forward secrecy/backward secrecy, unknown key-share resilience, known
session-specific temporary information secrecy, and collusion attack resistance.

Therefore, we will cover those issues as follows.
(1) Forward secrecy/Backward secrecy

Perfect forward secrecy is said to be achieved when the long-term private keys of
one or more of the entities are disclosed but the secrecy of previously established session
keys still hold. Similarly, perfect backward secrecy means that a disclosed secret key
reveals no information about the session keys that follows it. In the proposed scheme,
each session key KAL.B]. is composed of two random numbers, namely 757 ., and
Ao 1..n- The long-term private key s - h(LD) - P_of each user is only used to aid the user
confirm the validity of his/her target. For this réason, the sessions are always secret even
if the master key s is compromised. Hence, we can claim with confidence that the

proposed scheme does achieve perfect forward secrecy and perfect backward secrecy.

(2) Known session-specific temporary information secrecy

During the process of session key generation, the participator will select some private
information to randomize the session key, and the random private information should be
kept secret so that the session key generated will not be compromised. In the proposed
scheme, we use 7,7}, ag, and a; to do the job of randomization. According to ECDLP
(refer to Section 2.1), it is extremely difficult to find ry,77,ag, and a; evenif ry - P,7; -

P,ay- P,and a;- P are known.
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(3) Unknown key-share resilience

This is the most crucial issue for key agreement protocols. In an attack, the adversary
can impersonate the key agreement target between two entities when they are exchanging
secret information for key agreement, and this attack is well known as the man-in-the-
middle attack (MITM). In the proposed scheme, a large number of entities are involved
in the key agreement process with many secret messages transferred from one entity to
another. Therefore, there is a high risk of being attacked by MITM. For this reason, how

to resist MITM is a key point.

The success of MITM is built on the basis that the adversary can replace the original
secret message with some fake data without being detected because the legal entities
cannot correctly verify the source of the information. In the case of the proposed scheme,

the adversary may be an outsider or an insider. We will discuss both possibilities.
1. The adversary is an outsider

In fact, it is difficult for an outsider to launch a MITM attack on the proposed scheme
because all secret information transferred is protected by secret channels, i.e. the session
keys KAR,KR; i1, KA; 1, etc. For this reason, we claim that an outsider cannot crack

the proposed scheme by using MITM.
ii. The adversary is a participant

In the proposed scheme, during the operation of the key agreement protocol, an inside
entity can obtain information from another entity. If the inside confidentiality of the
protocol was not strong enough, the system would be vulnerable to attacks from inside.
To make sure that inside attacks can do no harm, we use two mechanisms to ensure the

secrecy of the information transferred between entities. The first is homomorphism
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encryption. Each general entity, i.e. UR; and UA;, can use the homomorphism

encryption function to encrypt his/her authentication information 7; - §;p R T, and a; -

Sip,; * T2 to ensure that his/her exchanged information 7;P and ;P cannot be replaced.

Due to the protective shield formed by the homomorphism encryption function, only
the agreement entities, i.e. UR, and UA,, can decrypt the ciphertext {CRP, CAP} and
obtain the aggregate authentication information. However, what if the agreement entities
are malicious? In the proposed scheme, the aggregate authentication information, which
forms the second protective mechanism against inside attacks, is the sum of the

authentication information. It is extremely difficult to derive the unknown unique value
Tj : SIDR]' ' T1 from o SIDRO ) T1 + 2371:1 (T:, J SIDRj i Tl)OI‘ to ﬁgure out a; - SIDAi ' T2
from ag - Sip,, " T> + Z{Ll(ri “Sipy; Tz). Hence, we know that the agreement entities
have no way to replace the authenticationsinformation 7; - S, Dg; Ty and a;-Sip,, " T
as general entities. Although an adversary from ‘inside can modify the authentication
information 7; - S;p R Ty and a;-Spp, *T,, another user can readily notice the
modification by checking the authentication information. Therefore, we claim that the

MITM attack will take no effect on the proposed scheme.

(4) Collusion attack resistance

In the proposed scheme, the exchanged information is transferred via multi users. If
the proposed scheme was vulnerable to the collusion attack, the malicious users would be
able to ally to decrypt the encrypted information and modify it. To rule out that possibility,
we use the secret key S;p and the homomorphism encryption to protect the exchanged
information. Without homomorphism encryption, a malicious user could derive and

replace the exchanged data by computing the variations of the authentication information
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as follows. Suppose users UR, and UR,,, are malicious allies and the transferred

authentication information is not encrypted. UR, can compute My =14 Sip,, ' T1 +

Yi=1 (rj *SiDg, * Tl), and UR,,, can obtain the information M, =14+ S;p,, - Ty +

j“:ll (rj . S,DR]. . T1) from UR,,;. After that, the malicious allies can use M, — M; to
derive UR,.,'s authentication information 7y4q-Sip, ., T:1 and replace it. With
homomorphism encryption in the way, the malicious allies will have no way to know the
plaintext of the authentication information, and nor can the specific value 7; - S;p R T

or a;*Sp,; - T be figured out because the master key s is kept secret. Therefore, we

claim that the proposed scheme can resist the collusion attack.

453 Performance Analysis of the Multi Key Agreement

Scheme

In this subsection, we will discuss the performance of the proposed scheme. Earlier
in section 4.3.1, we mentioned that Yeh et al.'s scheme could significantly reduce the
number of information transmissions [40]. However, Yeh etal.'s scheme can handle cases
where only one new user is to join an old group (i.e., 1 vs. n) but will be overwhelmed
when two large groups are to join together (i.e., n vs. m). In addition, as we pointed out
in section 4.3.2, Yeh et al.'s scheme also has a flaw. By contrast, in the proposed scheme,
we have not only fixed the defect but also extended the field of application from one new
comer joining an existing group to group integration. Let’s take an example to help
visualize the improvement offered by the proposed scheme. In the same instance we
brought up earlier in section 4.4, there are two vehicular teams Ugs group and

U,s group intending to combine to form a bigger team. The members of Ugs group
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include UR, and UR;, where j=1, 2...m, and U,s group comprises UA, and UA;,
where i=1, 2...n. In a traditional one-on-one scheme, the members should operate the key
agreement protocol (m+1)-(n+ 1) =m-n+m+n+ 1 times. If the two teams are
roughly on the same scale, then the operation times grow exponentially. Besides, at least
2 message transferences will have to be done when a traditional protocol is operated once.
That means the traditional protocol needs 2(m-n+m+n+ 1) times of message
transference to complete this work. In Yeh et al.'s scheme, the transference times can
reduce to m(n + 2), taking the case for m new users joining the existing team
U,s group of n members. Although Yeh et al.'s scheme can reduce the transference
times by almost a half, there is still an exponential growth. In the proposed scheme, the
message transference times are further significantly reduced to only 2m +n + 2, and
the growth is linear. As one of the major characteristics of VANET is that the nodes are
not fixed or limited to a small area, bigger numbers of message transferences mean higher
potential risks of loss of contact or secret information leakage, and of course the proposed
scheme 1is the best of its kind in this respect because it requires the least message
transferences. In addition, the first,couple of steps of the proposed protocol can easily be
adapted to further broaden the field of application. Therefore, the proposed scheme is
obviously the best design currently available for the establishment of multiple session
keys. Figure 4.5.1 and figure 4.5.2 show the flows of different schemes in this explain,
and table 4.5.1 demonstrate the comparison of transmission times between different

schemes.

For the characteristic of VANET, the node is not fixed or limited to a small area.
Hence, more message transference times mean potential risks, such as contact broken. In

addition, the step 1 and step 2 of the multi key agreement scheme even can be well
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advance. Therefore, we claim the multi key agreement scheme is the best suitable for

multiple establishing session keys.

Table 4.5.1 Comparison of transmission times

, Ugs group to
ltol 1 to Uys group ULs group
Traditional one by one
scheme 2 2(n+1) 2(n+1)(m+1)
The Yeh et al.'s
scheme n+1)+2 (m+1D(n+1+2)
The multi key
agreement scheme Zm+n+2
*There are (n + 1) members in Uys group.
*There are (m + 1) members in Ugs group.

UA,
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Figure 4.5.1 Message transference of Yeh et al.'s scheme in groups combined
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Figure 4.5.2 Message transference of the multi key agreement scheme in groups

combined
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Chapter 5 Conclusions

With the communication technology development, VANET can be regarded as a
"predictable" technology. In this study, we focus on two different applications of VANET,
batch verification for V2R and multi key agreement for V2V. In V2R, we proposed an
improved batch verification scheme for VANET public commutation in chapter 3. The
batch verification scheme overcomes the weaknesses of Zhang et al.'s scheme and
improves the efficiency specifically, and hoped that the scheme can enhance the quality

of traffic.

In V2V, we proposed a novel formwork to operate the multi-key agreement. Because
VANET deals with mobile networks where moving vehicles are used as nodes, the
grouping status and position of the users are subject to change. Under such circumstance,
our focus when trying to create a suitable key agreement protocol is to reduce the
necessary times of secret information exchange so as to minimize security risk. In this
thesis, we have not only pointed out and mended a defect of the Yeh et al.'s scheme but
have also extended its field of application from cases of 7-vs. n to cases of n vs. m. The
correctness of the proposed scheme has been verified by the BAN-logic, and the secrecy
of the proposed scheme has also been confirmed as various possible attacks have been
proven ineffective. Judged by performance, the proposed scheme is by far the best system
for the use in VANET environments. In fact, the proposed scheme is not merely very
suitable for VANET setups but can also be used to combine different social community
networks or platforms. In the future, we will further develop the features of batch scheme
for VANET, such as the identifying illegal signatures, to design new schemes in order to

gain more efficiency.
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