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ABSTRACT

With the rapid development of science and technology, many application
technology was born. Today, most of the books, multimedia materials or other forms of
software are digital stored; traditional content (such as paper materials, music videos,
etc.,) will also been converted into digital contents. Through transmission by Internet,
a wide range of digital contents at an alarming rate spread around the world. However,
the convenience of the Internet has also brought a lot of security concerns and digital
content privacy and copyright protection issues. Digital rights management system
(DRM system) is a set of technologies that limit the use, modification and distribution
of protected digital content. Therefore, how to protect the privacy of digital content
using DRM system is an important issue. Besides, in response to the development trend
of technologies, mobile devices are-designed ta be-smaller and lighter. Mobile devices
also offer greater convenience for people. Asa result, the chances of using digital
content on mobile devices are significantly increased by mobile users. So, we think that
the DRM system should also be able'to’support the access of digital content on mobile
devices.

In this study, we will analyze the related works on DRM system in recent years.
And in response to the demand of mobile devices, the mathematical principle of
biometrics and elliptic curve cryptography are added to DRM system communication
protocol. Through the biometric-based user authentication mechanism and the low
computational cost of elliptic curve cryptography to propose a new protocol which
improve the secure and effective of the DRM system. The proposed protocol can be
divided into three parts: (1) we overcome the weaknesses of Mishra et al.’s scheme, and

improve a better scheme for DRM system; (2) we modify the disadvantages of Jung et



al.’s protocol which is suitable for EPR information system, and proposed the
biometric-based protocol for the DRM system; (3) through the amendment of Amin et
al.’s protocol based on ECC for cloud computing environment, we propose the low
computational cost protocol for DRM system. The above three parts. As compared with
their protocols, the security and performance analysis show that our propose protocols
are more secure and efficient than related works, and proposed protocols are more

suitable for the DRM system.

Keywords: Access control, Biometric, Digital Rights Management, ECC, Mobile

device
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Chapter 1 Introduction

1.1 Research Motivation

Due to the rapid development of modern technology, the Internet has a fast and
efficient transmission and distributive channels. Also, with the increase in the
population using the Internet, the Internet becomes the fastest pipeline for consumers.
Many traditional contents originally in their physical or broadcast forms such as paper
documents, multimedia data, and a lot more that are worthy of careful preservation have
also been converted into digital contents.

On the other hand, the booming advancement of the Internet has made it
extremely easy and fast to spread all kinds of data around. [18, 20, 33] As the quantities
of the digital contents put up and-spread eut.on the -Internet grow exponentially, people
are getting more and more used to-obtaining information and receiving entertainment
through the Internet. The downloadtimesiof-digital contents are increased rapidly in
many well-known music sites in domestic and foreign area, such as iTunes, KKBOX.
It shows that the digital content market.is/booming:

The digital content market is booming, the legitimate download pipeline has be
perfect established not yet. In many parts of the world, unauthorized downloading of
digital contents remains a serious problem, causing great losses to the copyright owners.
Therefore, the enforcement of copyright protection of digital contents is a big issue, and
the development of an ideal digital rights management (DRM) system is essential so it
can be guaranteed that only copyright owners or authorized users have access to the
copyrighted digital media [8-9, 12, 26, 34, 44]. In general, the DRM system is designed
to protect digital content from being used illegally by illegal users. Under the protection

of the DRM system, digital contents can only be accessed by authorized users. In a
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DRM system, the major source of intellectual property protection is data encryption.

We will brief introduce the DRM architecture and the roles involved:

Digital Rights Management system (DRM system)
- The core of digital content security

Content security is built on content encryption, and access control relies on
identity verification. The core of a DRM system is the secure digital content delivery
infrastructure. The access control to the digital content relies on a good user identity
verification mechanism. Fig 1.1.1. shows the basic architecture of a DRM system,
where there are four main roles involved: (1) the'content provider (CP), (2) the content
server (CS), (3) the license server (LS), and (4) the mobile user (MU) [7-9, 12, 18, 20,

26, 33-34, 44]. The four roles are described as follows:
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Fig 1.1.1. The basic architecture of the DRM system



1. The content provider (CP) means the owner or author of the digital content.

Having completed the creation of the digital content, CP uses a secret
key to encrypt the digital content. Then, the secret key is transmitted to the
license server through a secure channel. Meanwhile, the encrypted digital
content is transmitted to the content server through a secure channel.

2. The content server (CS) means the server which stores the digital content.

Upon receiving the encrypted digital content from CP, CS puts it into
the database. Then, CS displays the abstract of the digital content on a
website open to the public.

3. The license server (LS) means the server.which owns the secret key to the
encrypted digital content.

Upon receiving the Secret.key from- GP, LS puts it into the database.
Later on, when 'LS receives a request from MU for the secret key, LS will
authenticate MU. If MU . passes.the authentication, LS authorizes MU to
use the secret key.

4. The mobile user (MU) means-the.person-whe-wants to legally obtain the digital
content.

Attracted to the abstract posted on the website, MU decides to access
the digital content over the Internet. Now MU has to send a requestto CS for
the encrypted digital content and at the same time send a requestto LS for the
secret key. Upon receiving the requests, LS and CS both authenticate MU.
Only when the identity of the user checks out can MU obtain the encrypted
digital content from the CS and the secret key from LS. Then, using the
secret key, MU can decrypt the encrypted digital content. That means the

user’s access to the digital content online is a success.
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Conforming to the overall trend in technology, mobile devices are designed to be
smaller and lighter and mobile devices also offer greater convenience. Hence, people
are increasingly dependent on their mobile devices anytime, anywhere, and what they
are doing. According to these characteristics, people will be using digital contents
regardless of time and place because of the use of the mobile device [1-2]. On the other
hands, when people use digital contents, opportunities are they will be using digital
contents on their mobile devices. For these reasons, our proposed schemes are applied
to mobile devices.

In order to quickly understand the DRM system environment and its information
security issues, this study will review three related works which are published in the
top journals [2, 16, 26]. Through«thése papers, a thorough understanding of its security
protocol and discussion of ‘individual -weaknesses. Furthermore, we will propose

improved protocols and more applicablé’to the DRM system environment.

1.2 Research Subjects

In this study, we focus on the privacy protection of digital contents in DRM
system applications. There are three subjects in this thesis. The first subject is biometric
verification for DRM system on mobile devices. In 2015, Mishra et al. proposed an
anonymous enterprise digital rights management system for mobile devices [26]. Their
scheme is based on biometric verification and overcomes some weaknesses of previous
works. However, we found out that Mishra et al.’s scheme has some flaws. Hence, how
to improve these flaws is the first goal of our thesis.

The second one is a novel anonymity digital rights management system

authentication scheme based on biometric verification. The success of a DRM system
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relies heavily on a good user authentication mechanism, and user identity verification
through biometric information check is a great idea in that the biological characteristics
are unique to each user and that such a mechanism releases the user of the trouble of
keeping the login info safe from being stolen or mistaken or forgotten. To achieve our
purpose, we will review and cryptanalysis Jung et al.'s scheme [16]. Although the
environment of Jung et al.’s scheme is not suitable for DRM systems, the environmental
architecture of Jung et al.’s scheme is similar to DRM systems. Hence, we proposed the
new scheme for DRM system based on biometric and modified the weaknesses of Jung
et al.’s scheme. Finally, we will compare performance and security analysis with other
schemes to prove the proposed scheme is more suitable for DRM systems.

The third subject is a novel authentication scheme for anonymity and digital rights
management based on elliptic curve cryptography. In generally, there are two paths
from which most DRM system developers: so far have chosen one to follow: (1)
biometric verification and (2) smart “card™ Little has-been mentioned about the
possibility of constructing a DRM system based on.elliptic curve cryptography (ECC).
Moreover, in response of modern-people’s heavy-dependence on their mobile devices,
we think that elliptic curve cryptography (ECC) is a good idea to design a DRM scheme
because it is a very good mobile device level security tool. In this section, we will
review and cryptanalysis of Amin et al.’s scheme [2]. And then, with the security flaws
mended, we shall propose an improved ECC-based protocol for DRM that is especially

suitable for applications on mobile devices.

1.3 Thesis Organization
The remainder of this thesis is organized as follows. We introduce some

mathematical tools which are used in our protocols in Chapter 2. In Chapter 3, we will
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review Mishra et al.’s scheme for DRM system based on biometric verification [26]
and propose an improved scheme. Then, we shall review the Jung et al.’s user
authentication with key agreement scheme for the integrated EPR information system
[16] and present out improved biometric-based protocol suitable for DRM system in
Chapter 4. In Chapter 5, we describe the secure and privacy-aware user authentication
scheme for mobile cloud computing environments [2] and propose a novel protocol for

DRM system. Finally, the conclusion will be shown in Chapter 6.



Chapter 2 Preliminaries

In order to design excellent schemes for a DRM system, we will use some
mathematical tools in our new protocols. In this section, we introduce those
mathematical tools which involve (1) a one-way hash function; (2) biometric
verification; (3) biometrics fuzzy extractor; (4) ECC and its complexity assumption,

briefly introduced as follows.

2.1 A One-Way Hash Function

A one-way hash function is an algorithm H:{0,1}* — {0, 1}"* [21], which takes
an arbitrary length string inputs.x € {0,1}" and gives fixed length outputs H(x) €
{0, 1}". The fundamental property of-one-way-hash function is that its outputs are very
sensitive to small perturbations infinputs [11,°25]°Hash functions are widely used in
encryption algorithms along with databases to index andretrieve data items. The well-
known hash functions are message digest hash functions and secure hash algorithms.
The ideal hash function has following‘main properties.
One-way:

The computation of hash function for any given input is relatively easy process.

It is difficult to obtain message x from its hash value H(x).
Collision-resistant:

It is difficult to find value x and y which satisfy x # y and H(x) = H(y).

2.2 Biometrics Verification
A biometric system is a pattern recognition system [15, 28-29]. Biometric

verification permits one to establish an individual’s identity. The biometric system



operates extracting a feature set from acquired data by acquired biometric data from an
individual, then comparing the extracted features set against the template set in the
database. Using biometric keys (e.g. faces, irises, and fingerprints) has advantage as
follows: (1) biometric keys cannot be lost or forgotten, (2) biometric keys are difficult
to share or copy, (3) biometric keys cannot be guessed, (4) biometric keys are difficult

to steal [21].

2.3 Biometrics Fuzzy Extractor

Let M = {0,1}" denotes a finite dimensional metric space, which consists of
the biometric data points. Let.d: M-x M — Z* be a distance function, which can
be used to calculate the distance between two points based on the metric chosen, where
Z* is the set of all positive integers [6510, 12, 17].

A fuzzy extractor (M,l,t) extracts a nearly [-bit‘'random string o; from its
biometrics input B; in an error-tolerant’way; where t'is-the error tolerance threshold.
If an input B’; changes but remains close to B;, the extracted o; remains the same. To
recover o; from the biometrics input—B;., a fuzzy-extractor also produces an auxiliary
string 7;, where o; remains uniformly random for a given t;.

(1) Gen is a probabilistic generation procedure. Upon receiving biometric input
B, the procedure will output a random string ¢ and a random auxiliary string
T.

(2) Rep is a deterministic reproduction procedure. Upon receiving a close
biometric input B* and the corresponding random auxiliary string t, the

procedure will recover .



2.4 ECC and its Complexity Assumptions

Elliptic Curve Cryptography (ECC) is a kind of a public key cryptography. For
each communication session, the user generally owns a pair of keys including a public
key and a private key. The private key is only known to the specific user, while the
public key is distributed to all users involved in the same communication session. Some
public key algorithms including ECC require a set of predefined constants to be known
to all users. ECC is defined over the elliptic curve y? = x3 + ax + b, where 4a3 +
27b% # 0. Each different pair of (a, b) values gives a different elliptic curve. All
points (x,y) that satisfy the above equation plus a point at infinity form an elliptic
curve. The private key is a random number, and'the public key is a point in the curve.
The public key is obtained by multiplying the private key with the generator point G
in the curve. [3, 4, 22]

Some complex problems can-be created out:of G, as follows:
1. Discrete Logarithm Problem (DLP)

Given two elements P and @ _in Gyyitisdifficultto find n € Z,.

For example, P = nQ if n exists.
2. Computation Diffie-Hellman Problem (CDHP)

Given P,xP,yP for x,y € Z,, itis difficult to compute xyP.
3. Bilinear Diffie-Hellman Problem (BDHP)

Given P,P*,PY,P? for x,y,z € Z,, itis difficult to compute é(p, P)** € G,.



Chapter 3 An Efficient and Anonymous Scheme for E-DRM

With the rapid development of information science and network technology,
Internet has become an important platform for the dissemination of digital content,
which can be easily copied and distributed through the Internet. Although convenience
IS increased, it causes significant damage to authors of digital content. Digital rights
management system (DRM system) is an access control system that is designed to
protect digital content and ensure illegal users from maliciously spreading digital
content. Enterprise Digital Rights Management system (E-DRM system) is a DRM
system that prevents unauthorized users from stealing the enterprise’s confidential data.
User authentication is the most important method to‘ensure digital rights management.
In order to verify the validity of user, the biemetrics-based authentication protocol is
widely used due to the biological-characteristics of+each user are unique. By using
biometric identification, it'can ensure’the-correctness of user identity. In addition, due
to the popularity of mobile device and Internet, user-can access digital content and
network information at anytime j@nd: anywhere. Recently, Mishra et al. proposed an
anonymous and secure biometric-based enterprise digitakrights management system
for mobile environment. Although biometrics-based authentication is used to prevent
users from being forged, the anonymity of users and the preservation of digital content
are not ensured in their proposed system. Therefore, in this paper, we will propose a
more efficient and secure biometric-based enterprise digital rights management system

with user anonymity for mobile environments.
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3.1 Introduction
3.1.1 Background

With the rapid development of network technology, the Internet is a fast and
efficient way for providing data transmission and information distribution. Due to the
popularity of Internet, the digital content market has received many benefits. Digital
content is one of the most important sources of information and entertainment. Digital
technology for the digitalization of these traditional media (e.g., photos, cassettes,
bibliographies, etc.) into digital content. Then digital content can be shared and
transmitted to network users through the Internet. While the digital content market is
booming and digital content.can be-easily distributed, illegitimate download and
unauthorized distribution of digital content files will'cause some serious problems in
many countries and industries. «Therefore,. provision of the copyright protection of
digital content is an important issuezin DRIMsystem [18, 20, 33].

DRM system focuses on integrating:the-set’of policies, technologies and tools for
managing the access control on the digital contents. The main core of DRM system is
to ensure digital contents’ security=Digital content-encryption and digital license are
proposed for ensuring content security. Enterprise Digital Rights Management (E-DRM)
system is the application of DRM system that ensures the secret documents of an
enterprise  from unauthorized access and many researchers have developed
authentication mechanisms for securing the confidential data of an enterprise in E-DRM
system. This chapter will focus on propose the mobile device and biometrics based

authentication scheme for E-DRM system [8-9, 12, 26, 34, 44].

3.1.2 Related Works

In recent years, there are many literatures focus on design a secure and efficient

11



authentication scheme for digital rights management. For smart card based
authentication schemes in DRM system, Zhang et al. proposed a three-party based
DRM authentication scheme using smart card in 2009 [39]. In 2013, Yang et al. pointed
out that Zhang et al.’s scheme fails to withstand insider and stolen smart card attacks.
Then Yang et al. further proposed an enhanced version of DRM authentication scheme
[37]. In the same year, Mishra et al. found that Yang et al.’s scheme cannot resist the
denial of service and password guessing attacks [29]. In 2015, Zhang et al. proposed a
provable secure and efficient digital rights management authentication scheme using
smart card based on elliptic curve cryptography [38]. Zhang et al. demonstrated some
weakness of Yang et al.’s scheme. For biometrics based authentication schemes in DRM
system, Chen et al. proposed.a secure and traceable E=-DRM system for mobile device
in 2008 [9]. Chen et al.’s scheme provided lower computational cost. In 2010, Chang
et al. presented the cryptanalysis of Chen.et ak’s scheme and pointed out that an attacker
can easily intercept the key and use*the’'key-to ebtain the confidential content of the
enterprise and the mobile user cannot identify the tampering of message. In order to
overcome these problems, Chang-at-al..further-preposed an efficient and reliable E-
DRM scheme for mobile environments [8]. In 2013, Chang at al. found that Chang et
al.’s scheme still has some security weaknesses. The scheme in [8] cannot withstand
stolen device attack and mobile user cannot optionally change his/her mobile device
without the server assistant. Then Chang et al. further proposed a practical secure and
efficient E-DRM authentication mechanism suitable for mobile environment [7]. In
2015, Mishra et al. demonstrated that the scheme in [7] cannot withstand privileged-
insider and off-line password-guessing attacks. To repair these security weaknesses,
Mishra et al. proposed an anonymous and secure biometric-based E-DRM system

authentication scheme for mobile environment [26]. Unfortunately, in this paper, we
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found that Mishra et al.’s scheme still has some flaws on digital content and content
key and user anonymity cannot be achieved. Concerning the above-mentioned
weaknesses, we will propose an effective anonymity and secure biometric-based

enterprise digital rights management system.

3.2 Review and Cryptanalysis of Mishra et al.’s E-DRM Scheme

In this section, we first review Mishra et al.’s E-DRM scheme [26] and describe
some security weaknesses on their scheme. The notations listed in Table 3.2.1. are used
for describing Mishra et al.’s scheme as well as our scheme in the next section. The E-
DRM scheme has six roles: (i) author-of digital content, (ii) package server, (iii) content
server, (iv) license server, (v) authorization authority-and (vi) mobile user. Moreover,
Mishra et al.’s scheme consists of feur phases; (1) package phase, (2) registration phase,
(3) key authorization phase and (4)-passwerd:and biometric update phase and works as

follows:

13



Table 3.2.1. Notations of E-DRM scheme

Notation Description

MU Mobile user

CcS Content server

LS License server

PS Package server

DC Digital content

AA Authorization authority

IDyy Identity of MU

IDp¢ Identity of digital content DC
KEYp,, Randomly generated symmetric key by PS
DIDyy Anonymous.identity of. MU
DIDp. Anonymous identity of DC
PWyy Unique password of MU
Ty Timestamp.generated by MU
Ty Timestamp generated by LS
X Secret:symmetric: key of >LS

Sym. Encg(.)/Sym. Decg(.)
H(.)

DRM-AP

D

Symmetric encryption/decryption using key K
One-way hash function

DRM-enabled application

Bitwise XOR operation

String concatenation operation
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3.2.1 Package Phase
In this phase, PS will package DC and DC is provided by the authors. After
packaging DC, PS performs the content distribution with the help of LS and AA.

The detailed steps of the packaging phase are described as follows.

Stepl. PS randomly generates a symmetric key KEY;, . and uses KEYjp, to
encrypt the digital content DC by computing E(DC) =
Sym. EncKEY;p ,(DC). PS generates the file header CH and uses its private
key to generate two signatures for E(DC) and DC by computing Siges(E(DC))
and Siges(CH), respectively:.

Step2. When the content packaging is finished, PS provides the content key seed
to LS viaa secure channelywhere the key seed is the initial random seed number
generated by AA. Furthermore, “PS salso provides the packaged content and
content information to CS.

Step3. Upon receiving the key seed, LS securely stores the content key. Upon
receiving the packaged content-froam PS,-€S-uploads the packaged content on

the media servers and shows the content information on the website.

3.2.2 Registration Phase

In this phase, the MU must install the DRM-AP in his/her mobile device. Then
MU uses his/her mobile device to perform the registration with remote DRM system.
The registration phase of Mishra et al.’s scheme is summarized in Fig 3.2.1. The

descriptions of registration phase are shown as follows:
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Mobile user License server

Input IDyy and PWyy
Selects random number r
Imprints By
Computes
(omu, Tmy) = Gen(Byy)
W = H(PWyy I 7 | IDyy || omo)
UDyy, W) |
Secure channel
\erifies |IDyy
Selects random number u
Computes
Kyy = HUDyy lu ll X)
Yyu = Kyy ©@W
DIDy = Sym.Ency(IDyy Il u)
(Y, DIDyy)
~Secure'channel
Stores Yy, DIDyy inthedevice
Computes
r* =r®H(oyy Il IDyy)
Zyy = HPWyy 7 Il omer)
Stores tyy, t, r*,and Z,, inthedevice

Fig 3.2.1. Registration-phase;of-Mishra et al.’s scheme

Stepl. The user MU selects a unique identity ID,,; and password PW,,; and
imprints his/her personal biometrics B, at the sensor of his/her mobile device.
Then the mobile device generates a random number » and applies the fuzzy
generator function Gen(.) to produce the biometric data key Gen(Bpy)=
(omy » Tmy)- After that, MU computes the pseudo password W = H(PWyy I
r Il IDyy | oyy) and sends the request message (1D, W) to LS via a secure
channel.

Step2. Upon receiving the registration request from MU, LS verifies IDy,y is
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valid or not. If it is valid, LS generates a random number u and computes
Kyy = H(IDyy llu ll X) and Yy, = Kyy © W, where X is a secret key of
LS . Moreover, LS computes DIDyy = Sym.Ency(IDyy Il w) and sends
Yyu and DIDy,; to MU via a secure channel.

Step3. After receiving the response message from LS, MU stores Y, and
DIDy; in his/her mobile device and computes r*=r @ H(oyy Il IDyy) and
Zyv = HPWyy Il 1l oyy). Finally, MU stores Ty, t, r* , and Zy into

his/her mobile device.

3.2.3 Key Authorization Phase

The key authorization key phase of Mishra et al.’s'scheme is summarized in Fig
3.2.2. In order to access the DC'[on .user’s-mebile device, when MU wants to
download the DC form the media-server=user must own the content key to access the
DC. In order to achieve authorization, a>registered user first needs to download the
packaged content and executes the authorized phase with the LS. If the user’s
verification holds, the LS will authorize:the content-key. The description of this phase

is given in the following:
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Mobile user License server

Input 1Dy, and PWyy
Imprints By
Computes
oyy = Rep(Byy, Tvu)
r* =1 ®H(0iy Il IDyy)
Zyy = HPWyy I 7" 1l o)
Verifies Zyy =?Zyu
Computes
W* = H(PWyy Il v* Il IDyy Nl 0341)
Kyy = Yy @ W~
D = H(Kyy | Tyy Il IDyy)
DIDpc = IDpc ® D
Cy = H(IDyy N IDp¢ | Tyy 1| Kyyy)
(DIDyy, DIDpc, CisTuy)
Public channel
Verifies |Tyy = Tyyl< AT
Computes
Kijy = H(IDyy Il u Il X)
D = H(Kyu Wl Tmy | IDyy)
IDpe = DIDp- @ D
Verifies C; =? H(IDyy Il IDpc Il Ty | Kngyy)
Computes
Co =KEY 556 @ H(IDyy | Ky | Tes | Thy)
C3 = H(IDyy | Kyy | Ty | Tos | KEYyp )

(CZ' C3' TLS)
Public channel

Verifies [Tyy — Tyyl|< AT

Computes

KEY'1ppe = C; @ HUIDyy Il Kyy Il Tes | Tyy)

Verifies C3 = H(IDyy | Ky Il Togy | Trs Nl KEY’,DDC)

StoresKEY'jp StoresKEY';p .

Fig 3.2.2. Key authorization phase of Mishra et al.’s scheme
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Step 1. MU inputs the identity ID,,, and the password PW,,, in device and
imprints the biometrics By, at the sensor of his/her mobile device. The DRM
application (DRM-AP) uses Ren(B,y) fuzzy extractor function and t,,, inthe
mobile device to compute Rep(Byy, Tuy)=0yy- Then the DRM-AP computes
r'=r"@ H(oyy | IDyy) and Zyy, = HPWyy I 7' |l oyy) and checks the
condition Zy,,; = Zyy holds or not. If it does not hold, the password and
biometrics verification fails and the session is terminated immediately. Otherwise,
the DRM-AP computes W* = H(PWyyllr* [IIDmu lloay), Ky = Yuu D
W=, and DIDpc =IDpc ® D, D = H(Kyyl||Tyy||IDyy) for the MU who
wants to access the selected DG, where Ty IS the current timestamp generated
by DRM-AP. In ~ _addition, ~ the @ DRM-AP  computes (1 =
H(IDpy | IDpe || Ty || Kyy) @nd sends the log-in message (DIDyy, DIDpe, C1,
Tyy) to LS via a public channel.

Step 2. Upon receiving the message.(PIDy;y, DIDpc, C1, Tyy) at time Ty,
LS verifies the time delay in_message transmission by checking the condition
| Tyo— Ty |<AT ,where AT represents the maximum transmission delay or preset
acceptable delay threshold. If it holds, LS retrieves the user identity ID,,; and
u as (IDyyl| w)= Sym.Decy (DID,y). Moreover, in order to retrieves IDp.
from DIDp., LS computes Kyy = H(IDyyl|lu||X) and IDpc = DIDpc D
H(Kyy || Tyu |l IDyy) - LS verifies the situation C1 = H(IDyy |l IDpel| Tyu || Kmy)
holds or not. If the wverification holds, LS computes C2 = KEY;ppc ©
H (IDyy | Kmu | Tesl| Tmy) and €3 = H(IDyy | Kmu | Tuu | Tes | KEY ppc) and
sends the message (C2, C3, T.g) to mobile user MU.

Step 3. Upon receiving the message (C2, €3, T.s) from LS at time T/g, MU

verifies the time delay in message transmission by checking the condition |T;s—
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T.s|<AT. If itis valid, MU computes KEY';ppc=C2® H (IDyyllKnullTislTvo)
and verifies the situation €3 = HUDyyl|IKyullTuullTislIKEY 1ppc) holds or not.
If the verification is invalid, the session is rejected. Otherwise, the content key is
authenticated and MU can use the content key KEY';,pc to access the encrypted

digital content in the future.

3.2.4 Password and Biometric Update Phase

In this phase, if MU wants to change his or her password and personal
biometrics, they freely changes his or her password and biometrics. Because of security
reasons without further contacting..LS. This phase:.contains the following steps:

Step 1. MU inputs IDyy and the password PWt in device and mobile user

imprints the biometrics BS¢ at the sensor of his/her device. The DRM-AP uses
Ren(Byy) fuzzy extractor function-and .z, in the mobile device to compute
Rep(BgE, tiy) =09 After that, the DRM-AP-computes 7°4 = r* @ H(ogid |l
IDyy) and Zgi¢ = H(PW il ro s |Pagf#y and checks the condition ZgF =
Zyy holds or not. If it deesnot hold, this phase faits-and the session is terminated
immediately. Otherwise, the DRM-AP computes W°4 = H(PWZE |
| IDyy |loys) and Kgif = Yy © W'

Step 2. MU inputs the new password PW,;;"” in device and mobile user
imprints the new biometrics Bj5" at the sensor of his/her device. The DRM-AP
computes Gen(By")=(ouy”, Try’) and generates a random number r™e¥
After that, the DRM-AP further computes the pseudo password W™V =
H(PWEY || 7% ||IDyy |0l | YieY = Ko @ wnew | v =1 @

H(ouy” | IDyy) and  Zy5Y = H(PWRE” I ™Y Nl oyy”) and updates the
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stored parameters Yyy, Zyy, ™ and tyy with Yo%, ZygY, v and 7" in

the mobile device, respectively.

3.3 The Security Weaknesses of Mishra et al.’s Scheme
In this section, we describe that Mishra et al.’s scheme has some drawbacks and

the detailed descriptions are shown as follows.

3.3.1 The Problem of User Anonymity

Although Mishra et al.’s scheme uses anonymous identity DIDy, =
Sym.Ency (IDyy|lw) to hide MU’s real identity 'ID,,;, the anonymous identity
DID,,y; is never changed in-MU’s future sessions. Just like every student has own
school identity and other. people-de’notskhow.someone’s.real name, but others still can
follow the unchanged school identity. tostrack the specific student. As you can see, in
step 1 of key authorization phase of Mishraet-al.’s scheme; the log-in message (DIDyy,
DIDp¢, C1, Tyy) istransmittedto LS viaapublic.channel. Therefore, if an adversary

knows DID,,y, helshe can track the-tisage history-ef-the anonymous identity DID,y.

3.3.2 The Storage Problem of Digital Content and Content Key

In Mishra et al.’s scheme, the encrypted digital content DC and the content key
are stored in CS and LS, respectively. Because CS and LS do not encrypt their
database and it might be a potential problem that the adversary attacks the server’s
database and steals the encrypted the digital content and content key seed. Then
adversary can easily access the encrypted digital content by using the corresponding

content key.
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3.4 Our Proposed Scheme for E-DRM

In this section, in order to overcome the shortcomings of Mishra et al.’s scheme,
we propose a novel biometrics-based authentication scheme for E-DRM system. The
proposed scheme used the same notations listed in Table 1 and comprised of four phases
(1) package phase, (2) registration phase, (3) authentication phase, and (4) password
and biometric change phase. The E-DRM system architecture has five roles: (i) digital
content author, (ii) package server, (iii) content server, (iv) license server, and (V)

mobile user.

3.4.1 Package Phase

When the author completed the digital content=DC, he/she delivers the digital
content to PS. Upon receiving -DC pfrom the author, PS encrypts the DC and
associates CH with the encrypted “DC. The flowchart of package phase of our scheme
is summarized in Fig 3.4.1. and the*detailed-descriptions of the packaging phase are

shown as follows:
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Package server License server

KEY;p,..CH
E(DC) = SYMENCKEYIDDC

IDDC! KEYIDDC‘
Secure channel

Computes
F= H(IDDC I X1)
Makes database

Dy, KEYip e
H(IDp¢, Il X1) KEYip e,
H(IDpc, Il Xy) KEYippe,

Fig 3.4.1. Package phase of our improved E-DRM scheme

Stepl. Upon receiving the digital content from author, the PS generates a random
key KEY;p . and computes E(DC) = SYM.KEY;p,(DC). Moreover, the PS
associates a content header CH “for each corresponding digital content, where the
content header CH includes .PS signature and encrypted digital content
information.

Step2. Once the digital’-content-packaging—is-completed, PS delivers the
encrypted digital content and its corresponding content header CH to content
server CS. In addition, PS delivers the content key KEY;,,. and IDp; to LS
via a secure channel.

Step3. Upon receiving the packaged content from PS, CS uploads the encrypted
digital content on their media database and displays the content information or
content header on the website.

Step4. Upon receiving the key seed from PS, LS securely stores the content key
and transmits the content key to the authorized users. Finally, LS computes F =

H(IDpc Il X;) and stores F and its corresponding KEY;p . into database.
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3.4.2 Registration Phase
Before the access of the digital content, MU first installs the application DRM-
AP in his or her mobile device. The registration phase of our scheme is summarized in

Fig 3.4.2. The detailed descriptions of registration phase are shown as follows:

Mobile user License server

Inputs 1Dy, and PWyy

Selects random number r

Imprints By

Computes

(omu, Tmy) = Gen(Byy)

PWD = H(PWyy Il IDyy I opp I T)
Wy \PWD
Secure channel~

\erifies IDyy
Selects random number u
Computes
Kyy = H(IDyy l u ll X3)
Yyu = Kyy © PWD
k= H(Dyy Il X3)
Stores u and k
Yuu, k
~ Secure channel

Stores Yy, k inthe device
Computes

r* =r®H(omy Il IDyy)

Zyy = HPWyy ll oyy I 1)
Stores r*, Zyy, Tyy In the device

Fig 3.4.2. Registration phase of our improved E-DRM scheme

Stepl. MU selects his/her favorite identity ID,,; and password PW,,; and

imprints his/her personal biometrics B, at the sensor of his/her mobile device.
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Then MU applies the Gen(.) fuzzy generator function to produce the biometric
data key Gen(Buyy)= (omy ,»Tuy)- After that, MU generates a random number r
and computes PWD = H(PWyy | IDyy | oy Il ). Finally, MU sends the
registration request message (IDy;, PWD) to LS via a secure channel.

Step2. Upon receiving the registration request from MU, LS verifies IDyy is
valid or not. If the verification is correct, LS generates a random number u and
computes Kyy = H(IDyy ll u ll X3), Yyu = Kyy © PWD and k = H(IDyy |l
X3). Finally, LS stores k and u and sends Yy and kto MU via a secure
channel.

Step3. After receiving the response message from LS, MU stores Yy, and k in
his/her mobile device and computes r* = r @ H(ayy Il IDyy) and Zyy =
H(PWyy |l oy || ). In additiony MU stores Ty, ™ and Z,,, into his/her
mobile device. Attheend, MU’s mebile device has five values Yy, k, v*, Zyy

and Tpy.

3.4.3 Authentication Phase

In order to access the DG—on user’s mobile device, themobile user must download
the DC form the content server and own the corresponding content key to access the
DC. To acquire the license, a registered user first needs to establish the authorized
session with the license server LS. Once the user’s verification holds, LS issues the
content key and the flowchart of content key acquisition phase of our scheme is

summarized in Fig 3.4.3. The detailed descriptions of this phase are given as follows:
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Mobile user License server

Input IDyy and PWyy
Imprints By
Computes
omy = Rep(Byy, Tvu)
r' =r*®©H(oyy | IDyy)
Zyy = HPWyy Il 7" 1l opy)
Verifies Zyy =? Zyy
Computes
PWD' = H(PWyy Il ' | IDpy |l 0yy)
Kyy = Yyu @ PWD'
DIDyy = IDyy @ H(Kyy I k)
D = H(Kyy | Tyy | IDyy)
DIDp: = IDpc D
C1 = HUDyy I IDpc Il Tyy 1| Kyy)
(D1Dyy, DIDpc, €1, Tyy).
Verifies E,{,,U — Tyyl< AT and computes
Kyy = HIDyy Il u Il X3)
IDyy = DIDyy D H(Kyy Il k)
D = H(Kyy | Tyy Il IDyy)
IDpe = DIDp: @ D
Verifies C; =? H(IDyy Il IDpe Il Tyy | Kyyy)
Selects the new random number u™"
Computes,Kyg" = H(IDpyy Il u™% Il X5)
N =Kyg" @ H(k | Kyy Il Tps)
Co = KEY;p e @ H(UDyy Il Kngyy Il Tys | Taggy)

( IDyy | Kyy I Kipg?” )
C3 = H
| Tyy I Tos | KEY;p

(N! CZ' CS; TLS)

Verifies [Tyy — Tyyl< AT and computes )

Kug" =N @ H(k | Kyy Il Tps)

KEY'1ppe = C; @ HUDyy | Ky Il Tus | Tyy)

Verifies C3 =2 H(IDyy Il Ky | K& 1| Ty | Tos | KEY 1)

Stores KEY';p . and replaces Ky, with Kyg”

Fig 3.4.3. Authentication phase of our improved E-DRM scheme
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Step 1. MU inputs the identity ID,,; and the password PW,,, in the mobile
device and imprints his/her personal biometrics B,,, at the sensor of MU’s
mobile device. Then DRM-AP uses Ren(B,,;) fuzzy extractor function and
Tyy In the mobile device to compute Rep(Byy, Tmy)= 0yy- Moreover, the
DRM-AP computes r' =1r*@ H(oyy l IDyy) and Zyy = HPWyy 7' I
oyy) and checks the equation Z,,, = Zyyholds or not. If it does not hold, the
password and biometrics verification fails and the session is terminated. Otherwise,
for MU who wants to access the selected digital content DC, the DRM-AP
computes PWD' = H(PWyy |IIDyy llomullr) + Kyy = Yuu © PWD'
DIDyy = IDyy @ H(Kyy IVk) : D ='H(Kyy |1 Tsu|1Dy) and
DIDpc=IDpc @ D,where Ty isthe current timestamp generated by DRM-AP.
After that, the DRM-AP computes.&;, .= H(I'Dyiy1{Dpe || Tyu |1Kyy) and sends
the log-in message (DID’ )y, DIDpes €1, Tyyy) to LS via the public channel.
Step 2. Upon receiving the message.(PIDy;y, DIDpc, C1, Tyy) at time Ty,
LS verifies the time delay in_message transmission by checking the condition
| Tyu — Tuul < AT holds ornet-Ifit holds,=ES'computes Kyy = H(IDyy Il u |l
X;) + IDyy = DIDyy ® HKyy I k) D = H(Kyy||Tuul|IDmy)
and IDp. = DIDp @ D and verifies the condition C1=H ( IDyy
[IDpc || Tyu || Kyy) holds or not. If the verification holds, LS selects the new
random number u™¢" and computes Kj$¥ = H(IDyy Il u™" Il X3), N = Ky
H(k||KyyllTs)» €2 =KEYp,. ® H (IDyy ||Kyy |l Tes [Ty ) and €3 =
H(IDyy || Kmu I Ky || Tmu | Tes | KEY p . )- Finally, LS sends the response
message (N,C2, C3, T;5)to MU.

Step 3. Upon receiving the message (N, C2, C3, T.s) at time T,g, MU checks

the condition |T)s —T.s| < AT holds or not. If the time delay is valid, MU
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computes K2 =N @ Hk||Kyyl||T.s) and  KEY';ppe = €2 &
H(Dyy || Kyuv || Tus || Tyy ) and verifies the equation C3 =
H(IDyylIKyy 11K, ITuy IITsIKEY 1ppc) holds or not. If it does not hold, the
session is terminated. Otherwise, it means the content key is authenticated. Finally,

MU uses the content key KEY';ppcto access the encrypted digital content and

replaces Ky, with Ki¢".

3.4.4 Password and biometric change phase

In this phase, the mobile user can change his/her password and personal biometrics
without contacting the license server. The password and biometric change phase of our
proposed scheme is summarized.in Fig 3.4.4. The description of this phase is given in

the following:

Step 1. MU inputs'the identity> Dy, and the original password PW3i in
device and imprints the original personal biometrics BZ¢ at the sensor of mobile
device. MU uses the biometric fuzzy. extractor function and the element value
Tyu Which is stored inthedevice to computes Rep(BYE, tyy)= ofid. After that,
the DRM-AP computes 7°'¢ = r* @ H(ogi Il IDyy) and Zg¢ = H(PW G |
o Il v°'4) and checks whether the condition Zg'%¢ =? Z,,,; holds or not. If it is
valid, the DRM-AP computes PWD° =H(PWS || r°'4|IDyy |lo5) and
Kyy = Yyu @ PWDOW,

Step 2. MU inputs his/her new password PWy" in device and imprints the
new personal biometrics By at the sensor of his/her mobile device. The DRM-

AP uses biometric fuzzy extractor function Gen(Bp5") to obtain (o553, v’

and generates a random number r™¢". After that, MU computes PWD"¢W =
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H(PWy" | IDyy |lom” 1 v™€7) and YY" = Kyy @© PWD™Y. In addition,

DRM-AP computes r** =" @ H(oyy" | IDyy) and Zy5" = H(PWyY |l

ond” Il ¥™Y). Finally, MU replaces the stored parameters Yy, Zyy, ™ and

Ty With Yyg?, Z55Y, v and 35" inthe mobile device, respectively.

Mobile user

DRM-AP

Input 1D, and PWg4
Imprints B¢

Inputs PWyg”, imprints Byg”

(oW, The) = Gen(BR

Computeso$fd = Rep(Bd, tuy)

rot = r*®H (g Il IDyy)

Zift = H(PWiE' I offg 1 ')

Verifies Zg =2Zyy

Computes

PWD" = H(PWs Al IDyy |l o3 Il 7°14)
Kyy.7 Yy © PWD

PWDTSY = HPWy"” | IDyy |l ohy” Il 7¢%)
Yo' = Kyy @ PWD™V

r =r""®H (oyy Il IDyy)

Zag | = HPWD | oy’ I r™e)

Replaces Yy, Zyyanr' and 1,y with

YoeW, Znev, r* and TS inthe device

Fig 3.4.4. Password change phase of our improved E-DRM scheme

3.5 Analyses of Our Improved E-DRM Scheme

In this section, we first analyze security of the proposed scheme in Section 5.1 and

compare it with other related schemes in terms of performance in Section 5.2.

3.5.1 Security Analysis

In this subsection, we show that the proposed scheme satisfies security
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requirements which not only overcome weaknesses of Mishra et al.’s scheme but also

discuss previous papers did not satisfy these requirements [7-9, 26].

i. User Anonymity
In the proposed scheme, the registration phase license server provides k =
H(IDyy Il X3) to mobile user via the secure channel and stores k. In
authentication phase, MU computes DIDy,; = IDyy @D H(Kyy ||1k). After LS
receives the authentication request message and checks MU ’s identity, LS
chooses the new random number u™¢" each authorization. An adversary cannot
steal IDyy from DID, .- due tothe mobileuser’s identity 1D, is masked with
the secret value k and K, by license server. Only user and license server know
the secret value k and’ K,y .-Moreover, an adversary cannot trace U;’s identity
because the value Kjy is always change for.each. communication. Therefore, the

adversary cannot be linked between’the\mobile user-and his/her real identity.

ii. Stolen Digital Content Encryption Key.Attack

In the proposed scheme, the digital content author completes the digital
content transfer to the package server and the package server package server
encrypts the digital content and sends encryption key to the license server. The
license server encrypts the digital content’s identity IDp. by using its secret key
and the database stores the encrypted digital content’s identity IDp. and its
corresponding encryption key KEY, .. Therefore, we assume that an adversary
knows IDp., he/she cannot retrieve the encryption key. This shows that the

proposed scheme provides the protection of digital content storage.
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iii. Stolen Mobile Device Attack

If an adversary steals the user’s mobile device, the adversary can retrieve the
stored values k, Yy, and Z; from the stolen mobile device. However, in the
proposed scheme, an adversary cannot know mobile user’s identity because 1Dy,
did not store in user’s mobile. In addition, due to the user’s identity ID,,; and
password PW,,, are not store in his/her mobile device, it is difficult to compute
the user’s secret parameters Ky,; from Yy, where Yy, = Kyy @© PWD and
PWD = H(PWyy Il IDyy | oyy || 7). Moreover, the value oy, is generated by
mobile user’s biometric. Therefore, an adversary cannot obtain the user’s secret
value K, and the proposed scheme can prevent an adversary to maliciously

obtain any useful information from the stolen mobile device.

Iv. Mutual Authentication

In authentication phase of the’proposed scheme, the mobile user computes
DID',y by using the secret value k from license server. To achieve the property
of mutual authentication between-the user-Mt-and the license server, the mobile
user and the license server verifies the wvalidity of C; =
H(IDyyIDpc || Tmy [1Kyy) and €3 = H(IDyy || KnullKug” || Tuu |l Tis
IIKEY';ppc ), respectively. In order to compute C; and Cs, the mobile user’s real
identity ID,,; and secret value K,;, are needed and these two parameters are
only known by the mobile user and the license server. As a result, only legitimate
mobile user and the license server can compute C; and C; and the license server
can verify the validity of mobile user’s identity. Finally, the property of mutual

authentication is provided in our proposed scheme.
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v. Off-line Password-guessing Attack

For this attack, an adversary may collect the values C; and C; toderive the
user’s password in off-line manner. However, in order to derive the guessed
password, the DRM-AP must know the mobile user’s real identity ID,,; and the
secret value Ky, where Kpyy = HIDyy Il uw ll X3) is computed by license
server and Ky = Yyy @ PWD' is computed by mobile user. Next, only
legitimate mobile user can use agyy and By to compute PWD = H(PWyy |l
IDyy Il oy Il ¥) and the mobile user’s identity 1Dy, is masked with the secret
value k and K,y. Thus the adversary cannot obtain ID,,;. In addition, only the
legitimate mobile user can.imprint-correct By;;. Therefore, the proposed scheme is

secure against the off-line password-guessing attack:

3.5.2Performance Evaluation
In this subsection, we presentthe ‘comparisons-of computational cost during
the authentication phase between the proposed scheme and other related works [7-
9, 26]. For the convenience 'of-evaluating-the-computational cost, we introduce
some notations as follows:
T, means the time complexity for computation of a one-way hash function H(.).
Tsym means the time complexity for computation of a symmetric encryption or
symmetric decryption.

T

»up Means the time complexity for computation of a public key encryption or

public key decryption.
Tp; means the time complexity for computation of a biometric fuzzy extractor

function (Gen(.) or Rep(.)).
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Compared with these computations,

ub

is the most heavyweight

operation as compared with other operations like Ty, Tp; and Tp. As shown in

Table 3.6.1., we can see that the proposed scheme requires less number of T,

and our scheme and Mishra et al.’s scheme have the same computational cost on

the operations of Ty, and T,; which is more secure than Mishra et al.’s scheme.

Table 3.6.1. Performance comparisons of E-DRM scheme

Scheme Phase Mobile user Server Total

Chang et al. [8] Package - Tsym + 5Tpup 6IF()|+4)Ty,
Registration - - + 2Tsym + 7Tpun
Authorization GIFE()| + BIF()|+2)T,

2)Th+Tsym + 2Tup

Chang et al. [7] Package - Tsym '+ 6Tpup 14Ty, + 2Ty,
Registration : 2T, + 6Tpup
Authorization 4T}, H Tsym 81Ty

Mishra et al. [26] Package 4 &t 2Tun 16Ty + 4Tsym
Registration Ty + 3T} Ty Toym + 2Tyup + 2T
Authorization T S T S 5Ty + Tsym

The proposed

Package - Ty + Tsym + 2Tpup
Registration Tp-+3T, 2Ty
Authorization Tp; +8Ty 9Ty,

22T, + Tyym
+ 2Typ + 2Ty,
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Chapter 4 A Biometric-Based Authentication Scheme for DRM

Due to the rapid development of computer technologies, many traditional
contents have been digitized, adding to the immensity of digital contents. Through the
Internet, various digital contents can be accessed and spread all over the world within
the snap of a finger. However, such amazing swiftness and convenience have also
brought various kinds of data security, privacy and copyright protection issues. Digital
rights management (DRM) systems are access control technologies used to restrict the
use, modification, and distribution of protected digital contents. The success of a DRM
system relies heavily on a good user authentication mechanism, and user identity
verification through biometric information check is‘a-great idea in that the biological
characteristics are unique to each user and that'such a mechanism releases the user of
the trouble of keeping the login.info safe from being stolen or mistaken or forgotten.
On the other hand, in response to modern people’s prevalent use of mobile devices,
DRM systems should also support mobile digital content access. In this paper, we shall
propose a novel biometric-based=authentication:-and anonymity scheme for DRM
system. To develop our new.scheme, we have carefullystudied Jung et al.'s scheme, a
biometric-based protocol whose architecture is similar to that of a DRM system but not
quite the same, and modified it to fit the requirements of a DRM system environment.
Our correctness check, security analysis, and performance evaluation have proved the

superiority of our new scheme over related schemes.

4.1 Introduction
4.1.1 Background

As a result of the advancement of computer technologies, more and more
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traditional contents originally in their physical, analog, or broadcast forms such as paper
documents or photos, compact cassettes, videotapes and a lot more have been converted
into digital contents. In the meanwhile, the booming development of the Internet has
connected exponentially growing numbers of people together and made it extremely
easy and fast to spread all kinds of data around. In fact, legal access to copyrighted
digital contents over the Internet is a swelling market because more and more people
are now in the habit of getting informed and entertained online [13-14, 17, 23-25].

In fact, nowadays digital contents are way too easy to spread and to obtain on the
Internet than they should. In many countries around the world, unauthorized
downloading of copyrighted digital contents is‘aserious problem, causing great losses
to the authors and legitimate owners. Therefore,“the enforcement of copyright
protection of digital contents is very/impertant, and-the development of an ideal digital
rights management (DRM) system \is essential-so it can be guaranteed that only
copyright owners or authorized users have access to the copyrighted digital media [5-

7,19-20, 27-32].

4.1.2 Related Works

In recent years, the topic of digital rights management has received a lot of
attention, and many researchers have designed and offered their schemes in the hope of
helping construct handy, practical digital rights management systems. In 2008, Chen
proposed a secure and traceable E-DRM system based on mobile device [9], which is
the first DRM authentication scheme to use biometric verification. In 2010, Chang et
al. found some weaknesses in Chen’s scheme, pointing out that an attacker could easily
steal the digital content by using an intercepted key and that the mobile user would not

be able to tell if anything had been tampered [8]. As an improved version of Chen’s
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scheme, Chang et al. proposed an efficient and reliable E-DRM protocol, which is also
a DRM authentication scheme based on biometric verification for mobile environments.
However, in 2013, Chang et al. pointed out that Chang et al.’s 2010 scheme was actually
vulnerable to the stolen device attack and that the mobile user could not change
passwords or biometric data on the mobile device [7]. To solve these problems, Chang
et al. proposed a practical secure and efficient enterprise digital rights management
mechanism suitable for mobile environment. In 2015, Mishra et al. showed that Chang
et al.” s 2013 scheme was weak against the off-line password-guessing attack and the
insider attack; to mend these security flaws, Mishra et al. proposed an anonymous and
secure biometric-based enterprise digital rights management system for mobile
environment [26].

Other than those schemes mentioned above thatsare especially designed for DRM
systems, there are also authentication, pretocols to be applied in different systems that
have a similar architecture to that of 8 DRMsystem. For.example, Jung et al.’s scheme
is designed for the integrated EPR information system [16], but the architecture of the
scheme is quite applicable to the.DRM.system-environment. Therefore, in this paper
we shall review and cryptanalyze Jung et al.’s scheme and then offer our new scheme,

which is a modified version of Jung et al.’s scheme especially for the DRM system.

4.2 Review and Cryptanalysis of Jung et al.’s Scheme

In this section, we review and cryptanalyze Jung et al.’s scheme [16]. Table 4.2.1.
is a list of the notations used both in Jung et al.’s scheme and in our new scheme. Please
note that Jung et al.’s scheme is especially designed for the integrated electronic patient
records (EPR) information system, where patients’ medical records are stored in cloud

and only legally certified doctors or nurses can access the data. Since the architecture
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of the EPR information system is similar to that of the DRM system, the basic structure
of Jung et al.’s scheme is quite applicable to an authentication protocol for the DRM
system. Jung et al.’s scheme has three phases, which are (1) the user registration phase,
(2) the login and authentication phase, and (3) the password change phase. In the
scheme, two roles are defined, which are: (1) the user (U;) and (2) the EPR information

system server (S;). Jung et al.'s scheme goes as follows.
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Table 4.2.1. Notations of the biometric-based scheme

Notation Description

U; The mobile user

S; The EPR information system server (in Jung et al.’s scheme)
LS; The license server (in our scheme)
ID; The identity of U;

PW; The password of U;

B; The biometric information of U;

K The secret key of §;

x The secret.key of "LS;

7 The random number generated by U;
T, The randonvnumbger-generated-by S;
T; The timestamp

h(.) One way hash function

H(.) Bio-hash function

| Concatenatiomoperator

D Bitwise XOR operator

4.2.1 User Registration Phase

In the user registration phase of Jung et al.’s scheme, the mobile user must provide
a unique identity, a password and some biometric data on a registration request. Then,
the user sends the registration request to the EPR information system server. Below are

the details of Jung et al.’s registration phase.

Step 1: U; inputs ID; and PW; and imprints B; on his or her mobile device.
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Then, U; computes RPW; = h(PW; Il H(B;)) and sends the registration

request (/D;, RPW;) to S; via a secure channel.

Step 2: Upon receiving the message, S; verifies the user’s identity. If it is valid,
S; computes N = h(ID; Il RPW;) and v =N @ K, where K is S;’s secret
key. Then S; issues a smart card with (v, H(.),h(.)) initto U; via a secure

channel.

Step3: Upon receiving the smart card, U; computes e = h(IDl- I PW; H(Bl-)).
Finally, U; inputs e .into the smart card. Now the smart card stores

(v,H(.),h(.),e).

4.2.2 Login and Authentication Phase

In this phase, U; establishes a‘common session key-with S;, and the two parties
perform mutual authentication through'a public.channel. Jung et al.’s login and

authentication phase goes as follows:

Stepl: First, U; inserts the smart card, inputs ID; and PW;, and imprints B;.
Then, U; computes e’ = h(ID; || PW; Il H(B;)) and verifies whether e’ and e
are equal. If the verification fails, this session is terminated. Otherwise, U;
chooses a random number r; and computes RPW; = h(PW; Il H(B;)), N =
h(ID; | RPW,), DID; =ID; ® N, C;, =ID;®r;, and C, = h(ID; I N Il ry).
Then U; sends the authentication request (DID;,v,C;, C,) to S; viaan insecure

channel.
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Step2: Upon receiving the message, S; computes r'y =C; @ ID;, C'; =
h(ID"; lve@® K Ir'y). S; verifies whether C', =C,. If C', passes the
verification, S; chooses a random number r, and computes a =1, @ h(r |l
Cz) and b = h(C; Il r» Il my). Finally, S; sends (a,b) to U; via an insecure

channel.

Step3: Upon receiving the message, U; computes ', = a @ h(ry | C;) and
b'=h(Cy Il ;). Then U; verifies whether b’ =b. If b’ passes the
verification, S; is authenticated. U; computes C3 = h(ry Il 3 | C; | R(ID; |l

RPW;)) and sends itto S; wvia.an insecure.channel.

Step4: Upon receiving the. message, .S; -computes C'3 = h(r{ 2 | C; | v D
K) and verifies whether C%5\= Gglarlf C'; passes the verification, U; is
authenticated. S; computes a“sessionckey: SKyysy = h(r{ I, llall bl ID]),
and U; also computes SKuys; = h(ry 'tz la | b I ID;). Then, U; and S;

communicate by using SKyjss

4.2.3 Password Change Phase

With a password change phase, Jung et al.’s scheme makes it possible for U; to

change passwords freely on the mobile device without having to be authenticated by

S; prior to the password change. Below are the details of Jung et al.’s password change

phase.

Stepl: U; inserts the smart card, inputs ID; and PW;, and then imprints B;.
Then, U; computes e’ = h(ID; || PW; || H(B;)) and verifies whether e’ and
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e are equal. After passing the verification of e, U; inputs a new password
PW/™" and computes e™" = h(ID; Il PW/®¥ || H(B,)). Finally, U; replaces

the current value e with e™". Now the password change phase is finished.

4.3 Cryptanalysis of Jung et al.’s Scheme
Here we will point out a couple of weaknesses of Jung et al.’s scheme we have

found. Below are the details.

4.3.1 Known Secret Key of Server

In Jung et al.’s scheme, the secret key of the EPR information system server can
be easily figured out by an outsider. In the registration phase, upon receiving
(ID;, RPW;), the EPR information system server computes' N = h(ID; | RPW;) and
v =N @ K, where K isthe secretkey.After that, the server sends (v, h(.),H(.)) to
the user, who stores the data. In the logincand authentication phase, the user computes
an anonymous identity using N, where N = h(ID; || RPW;). In addition, v is stored
in the smart card. Hence, the user-can-easily:figure out the server’s secret key K by

computing K = N @ v.

4.3.2 User Anonymity Problem

In Jung et al.’s login phase, the log-in message includes U;’s anonymous identity
DID;, where DID;=ID; @ N. However, since the anonymous identity DID; stays the
same and is used in each login communication, an attacker who does not know the real
identity of the user can still trace the fixed DID;. Then, by observing the long-term
behavior of a specific anonymous identity DID;, the attacker might be able to guess

who the user is based on some background knowledge of the user’s behavior patterns.
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4.4 The Biometric-based Scheme for DRM

To develop a user authentication scheme for the DRM system that is applicable
to mobile device users, we have adapted Jung et al.’s design and mended the
weaknesses. Our new scheme also has three phases, and they are: (1) the user
registration phase, (2) the login and authentication phase, and (3) the password and

biometric data renewal phase. The details of our new scheme are as follows.

4.4.1 User Registration Phase

In the user registration phase, U; provides a unique identity, a password and
some biometric data on a registration request, which-U; sends to the license server
(LS;). The registration phase ofsthe/proposed scheme is illustrated in Fig. 4.4.1. and

described in detail below.

User Secure channel License server
Chooses
ID;, PW;, B;,
Generates random number 'k
Computes
DID; = h(ID; ® PW;) ® k
bin,
Verifies 1D;
Computes
CID; = h(DID; Il h(x))
CID;

Stores (e, k, PWD)

Fig. 4.4.1 User registration phase of our improved biometric-based scheme
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Step 1: U; inputs ID; and PW;, imprints B; on his or her mobile device, and
generates a random number k. After U; computes DID; = h(ID; & PW;) & k,

U; sends a registration request (DID;) to LS; through a private channel.

Step 2: Upon receiving the registration request, LS; checks to confirm that this is
a registered identity. If it is, the registration request is rejected, and the
communication is terminated. Otherwise, S; computes CID; = h(DID; |l h(x)),
where x is LS;’s secret key. Finally, LS; sends (CID;) to U; through the

private channel.

Step3: Upon receiving the message, U; computes e = h(IDi I PW; |l H(Bl-)).

U; stores (e, k, CID;) into the’mobile device.

4.4.2 Login and Authentication’Phase

In this phase, if U; wants to access a digital.content on his or her mobile device,
U; will need the content key. To-achieve the-goaly U; establishes an authentication
session with LS;. Once the user’s identity is verified, LS issues the content key. The
login and authentication phase of our scheme is illustrated in Fig 4.4.2., and the detailed

steps are given below.

Stepl: U; inputs ID; and PW; and imprints B; on the mobile device. U;
verifies whether e’ and e are equal, where e’ = h(ID; Il PW; | H(B)). If €’
checks out, U; generates two random numbers k™¢",r; and computes DID; =
h(ID; ® PW))@® k , N;=CID;®r, , DID!" = h(ID; ® PW;) @ k"*¥ ,
DIDpc = IDpc @ 1y, F; = DID™¥ @1, and G, = h(DID;"®" || IDpc Il CID; |
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r, I T;), where IDp. is the digital content U; wishes to access, and T; is the
current timestamp generated by U;. Finally, U; sends the authentication request

(N;, DID;, DIDp, Fy, G, T;) to LS; through a public channel.
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User Public channel

License server

Inputs ID; and PW;

Imprints B;

e’ = h(ID; ® PW; & H(B)))
Verifies e’ =?e

Generates k™" and r;
Computes

DID; = h(ID; ® PW,) @ k

N, =CID; ®ny

DID;™®" = h(ID; @ PW;) @ k™eV
DIDpc = IDpe @1y

F, =DID;"*" @& r,

G; = h(DID;"" || IDpc || CID; | 4 | T))

(N;, DID;, DIDp, Fi3G;, T;)

Verifies |T'; —T;| < AT;

Computes

GID; = h(DID; || h(x))

1y = CID; @ N;

DID,™ =F, ®n,

Dpe = DIDp ® 1y

G';'=h(DID;"" || IDpc Il CID; Il 74 | T})
Verifies G'; =?G; , searches KEYp .
(enerates 1,

CID{"¢¥=-h(DID;"*" || h(x))

N; =CID; ®

F,=CID;"" @,

Qj =KEYpp, D

G;j = h(CID; || CID;"*" || 7, || KEY;p . | Tj)

4(]VJI F}l Q]I G}I T)

Verifies |T';—T;| < AT;

r, = CID; ® N;

CID,"™™ =F, &,

KEYippe = Q; Dr,

G'; = h(CID; I| CID;"*" Il 15, | KEY;p . | T})
Verifies G'; =? G; and stores KEYp .
Replaces CID; and k with CID;,"*"and k™e¥

Fig 4.4.2. Authentication phase of our improved biometric-based scheme




Step2: Upon receiving the message from U; at time T/, LS; first verifies the
time delay in message transmission by checking whether |T; —T;| < AT; ,where
AT; represents the maximum transmission delay or preset acceptable delay
threshold. If the verification is satisfied, LS; computes CID; = h(DID; & h(x)),
1, = CID; ® N;, DIDY = F, @1y, IDpc = DIDpc @ 1y, Gy = h(DID;"®" |
IDpc Il CID; || 4 Il T;) and verifies whether G'; = G,. If the authentication
fails, the communication is terminated. Otherwise, LS; searches and finds the key
KEY;p,. of the digital content and generates a random number r,. Then LS;
computes CID!" = h(DID!" @ h(x)), N; = CID; © 15, F; = CID"*" @ 13,
Qj = KEYp,. @13, and Gy=h(CID; || CID" || r, || KEY;p, || T;), where T;
is the current timestamp’ generated by LS;. Finally, LS; sends the information

(N, F;,Qj, G;, T;) to, Uy over the public channel.

Step3: Upon receiving the message‘from- S;~at time.7;, U; first verifies the time
delay in message transmission by checking whether |T/ —T;| < AT; ,where AT;
represents the maximum transmission delay-or-preset acceptable delay threshold.
If the condition is satisfied, U; computes r, = CID; @ N;, CID;**" = F; @ ry,
KEY;p,. = Q; ®ry,and G'; = h(CID; | CID” || v, | KEY;p, | T;). Then U;
verifies whether G'; = G;. If the authentication is a success, U; stores KEY;p .

and replaces CID; and k with CID;"*Vand k™ev,

4.4.3 Password and Biometric Data Renewal Phase
This phase is for U; to freely change his or her password and biometric data on
the mobile device without having to contact LS;. Below are the details of the password

and biometric data renewal phase.
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Stepl: After inputting ID;, PW; and imprinting B;, U; computes e’ = h(IDi I
PW; || H(B;)) and verifies whether e’ equals e. If e’ = e, then U; inputs a
new password PW/*" and imprints new biometric data B[**". U; computes
e = h(ID; I| PW¥ || H(B")), and from now on the old value e is
replaced with the new value e™®". This completes the password and biometric

data change phase.

4.5 Analyses of Our Improved Biometric-based Protocol

This section will cover the correctness, security, and performance of the proposed
scheme. First, we will use the result of a Burrows—Abadi—Needham logic (BAN logic)
check to confirm the correctness of-the proposed scheme [3, 35]. Then, we shall analyze
the security of the proposed scheme'to show that it satisfies some important security
requirements and is strong against possible attacks: Finally, we will provide the result
of a performance comparison among several related protocols to show the superior

efficiency and cost-effectiveness ofthe-proposed-seheme.

4.5.1 Correctness Proof Based on BAN Logic

The BAN logic, which is a well-acknowledged method for the correctness check
of cryptographic schemes, is used to analyze our authentication protocol [3, 35]. First,
we will have some notations defined, goals set up, and an assumption made. Then, we
will see how the BAN logic verification turns out. With A, B defined as participators
and X as a formula, here are some instances to show the syntax and notations of the

BAN logic.
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Table 4.5.1. The notations of Ban logic

Notation Description

AEX A believes X is true

A<X A holds or sees formula X

A=B A believes B’s action. E.g., AEB|=X means that A believes B believes X is true

Al~X A once said formula X

#(X) X is fresh, which means X is recent or X is a nonce

(C)y Combine condition C using X

(O)x Perform the hash operation on C using X

Rule 1 Rule 2 can be derived from Rule 1.

Rule 2 Eg., 2 Cre‘j‘i;;?;f 9 X means that 4 creates X, so A believes X is fresh
i. Goals

In order to check the correctness-of Qur.authentication protocol, we will set two

goals. The legal user (U;) and the legalserver. (LsS;).are the participators in our proposed

scheme. Since U; and LS; must compute private values CID; and CID*" to do

mutual authentication, our scheme can be said to have the following two goals: (1) S;

believes that the value CID; is true;(2) -U;s believes that S; holds or sees the value

CID*®". These two goals are shown-as G1 and G2 inthe language of the BAN logic as

follows:

G2. Uj| = §j| ~ CIDPY

ii. Assumption

In order to analyze our scheme by using the BAN logic, we have made an

assumption as follows:

Al.U; < CID;
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iii. Verification

With the goals set up and assumption made, now we are ready to apply a BAN logic

check to verify the correctness of our new scheme. The details and the steps of the proof

are as follows:

V1.

V2.

V3.

V4.

V5.

V6.

V7.

V8.

Message 1. U;—S; 3{(7”1>c1Di’ (rl)CIDi'DIDi}

Sj< {(CIDi)rp (ﬁ)cmi, DIDi}

Sj<l DIDi,SJ' < h(x)
Sj< CID;

Sj< CIDi, S]'< (rl)CIDi

Sj<ary

§j<aCIDy,Sj<ry,Sj< (r)cip
SleUi<CIDi

* (G

Message 2. S;—U; "{{r2)cip, ACIDEEE RN (5, CIDIE™) ¢1p, }

Ui<'{(7”2)cmi, (CIDineW)rz, (13, CIDineW)CIDi}

U;<CIDy, Ui=(r2)cip;

Uj<ar,

Ui<ry, U= (CID]*®Y),.,

Ui=cipeV

U;iSCID,U=ry,CIDTY (15 ,CIDTY) oy
L

(G2)

Ui|ESj|~CIDZleW

According to V4, S; believes that U; holds the private value CID;. Similarly,

according to V8, U; believes that S; once said the private value CID;**".As a result,

we can infer that our authentication protocol is correct.

4.5.2 Security Analysis

Besides fixing the problems of Jung et al.’s scheme, we shall also examine the
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security of the proposed scheme by checking if it satisfies several important security
requirements and if it is strong enough to withstand some possible attacks. Table 4.5.2.
shows how the proposed scheme compares with several other schemes of DRM
architecture [7-9, 26] in terms of some security standards. Then we will give proof as

to why we can say that the proposed scheme lives up to all the security standards listed.

Table 4.5.2. Security comparison among related schemes in Chapter 4

Scheme/proposition 1 2 3 4 5 6
Chen [9] x v v v v -
Chang et al. [8] x v v v v -
Chang et al. [7] x x v X v x
Mishra et al. [26] x v Ve v v v
The proposed 4 v v v v v
scheme

1. Dynamic user anonymity  3.'Mutual authentication 5. Replay attack resistance
2. Stolen mobile device attack 4. Insider attack 6. Off-line password guessing attack
resistance resistance resistance

i. Dynamic User Anonymity

In the registration phase of the proposed scheme, U; computes a mobile user
anonymous identity DID; using a random number k. After LS; receives DID;, LS;
computes a secret value CID; and sends it to U;. Then, for each communication, U;
computes a new anonymous identity DID;**" using a new random number k™", and
LS; also computes a new secret value CID;. Since U; and LS; both generate their
own random numbers for every communication, an attacker cannot relate any two

messages exchanged, and therefore the real identity of U; cannot be traced. This means
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the proposed scheme satisfies the requirement of dynamic user anonymity.

ii. Stolen Mobile Device Attack Resistance
Since U; has (e, k,CID;) stored in his or her mobile device, an adversary can
steal U;’s mobile device and obtain the stored information. However, the adversary has
no clue about the identity and the password, and there is no biometric data of U;’s. As
a result, the adversary cannot have e verified due to the lack of (ID;, PW;B;).

Therefore, the adversary can do nothing with the stolen mobile device.

iii. Mutual Authentication
U; and LS; mustauthenticate each other before any further steps can be taken. In
the login and authentication phase of the proposed scheme, LS; and U; check whether
G; and G; are correct respectively-Only-when all the. verifications are successful can
the communication continue. Obviously, the'proposed scheme satisfies the requirement

of mutual authentication between user-and server.

Iv. Insider Attack Resistance
In the proposed scheme, the user does not directly provide his or her real identity
and password; instead, in the registration phase as well as the login and authentication
phase, what U; sends to LS; is DID;, where DID; = h(ID; @ PW;) @ k. Such a
design keeps LS; from learning PW;, which is hidden by using the random number k.

This means the proposed scheme can withstand the insider attack.

v. Replay Attack Resistance

Suppose that an adversary intercepts the user’s login and authentication request
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(N;,DID;,DIDp, F;, G;, T;). Since G; includes a timestamp generated by U;, the
request is only valid during that very communication session. In other words, if the
adversary tries to login to the server by replaying the intercepted login and
authentication request, the authentication will fail because the request has expired.

Therefore, we can say that the proposed scheme is secure against the replay attack.

vi. Off-line Password Guessing Attack Resistance
If an attacker has stolen the mobile device and knows (e, k, CID;), the attacker
still cannot obtain U;’s password and cannot work out the value e by computing e =
h(ID; @ PW; @ B;) due to the lack of U;’s biometric data B;. Therefore, the

proposed scheme is secure against the password guessing attack.

4.5.3 Performance Analysis

To have a clue how well our new'scheme-can‘perform; we have made a comparison
of computation cost among some related schemes [7-9, 26]. According to [11, 16] the
actual cost of computation time for-a-one-way-funetion_Tj, is 0.2ms. As Table 4.5.3.
shows, among the related schemes, the proposed scheme is the one that uses the least

one-way hash functions and therefore is the fastest of them all.

Table 4.5.3. Performance comparison among related schemes in Chapter 4

Scheme Login and authentication phase
Number of one-way hash functions executed Time cost
Chen [9] 14 ~2.8 ms
Chang et al. [8] 10 ~2.0 ms
Chang et al. [7] 14 ~2.8 ms
Mishra et al. [26] 16 ~3.2 ms
The proposed scheme 9 ~1.8 ms
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Chapter 5 A Novel Authentication Scheme for DRM

Based on Elliptic Curve Cryptography

Due to the rapid development of computer science and associated technologies,
various text documents, multimedia data, software and many other forms of contents
are now created, stored, and processed digitally, and almost all traditional contents of
special value such as paper documents, music or video tapes, and a lot more, if possible,
have also been digitized and managed digitally. As the Internet makes data transmission
easy and fast, digital contents of all kinds can be spread all over the world at a shocking
speed. Along with such amazing swiftness“and convenience, however, modern
computer and communication technologies have also-brought various kinds of issues
associated with digital rights management: Digital rights management (DRM) systems
are access control technologies used'to restrict the use, modification, and distribution
of proprietary hardware and copyrighted iwerks: Now,-in view of modern people’s
heavy dependence on their mobile devices, we-consider it a good idea to design a DRM
scheme on the basis of elliptic curve=cryptography=(ECC) because ECC is a very good
mobile device level security tool. In this paper, we shall review Amin et al.’s 2016
scheme and point out some security weaknesses we have found. Then, with the security
flaws mended, we shall propose an improved ECC-based protocol for DRM that is

especially suitable for applications on mobile devices.

5.1 Introduction
5.1.1 Background
As aresult of the fast development of computer technologies, data or media of all

kinds including text documents, multimedia data, software and many other forms are
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now put together and handled as digital contents. In addition, more and more traditional
contents originally in their physical, analog, or broadcast forms such as paper
documents, analog multimedia data, and a lot more that are worthy of careful
preservation have also been converted into digital contents. On the other hand, the
booming advancement of the Internet has made it extremely easy and fast to spread all
kinds of data around. As the quantities of the digital contents put up and spread out on
the Internet grow exponentially, people are getting more and more used to obtaining
information and receiving entertainment through the Internet [18, 20, 33]. In fact,
nowadays digital contents are way too easy to spread and to obtain than they should,
especially on the Internet. In many parts of the-world, unauthorized downloading of
digital contents remains a serious problem, causing great losses to the copyright owners.
Therefore, the enforcement of copyright pratection of digital contents is a big issue, and
the development of an ideal digital-rightssmanagement (DRM) system is essential so it
can be guaranteed that only copyright owners or authorized users have access to the
copyrighted digital media [8-9, 12, 26, 34, 44].

Many traditional authentication-schemes-6f-BDRM systems were constructed on
the basis of the RSA cryptosystem or a smart card system. However, on the mobile
device, RSA is too heavy a burden as far as the computation load is concerned. In 1987,
Koblitz and Miller first proposed the elliptic curve cryptosystem (ECC). ECC operates
at a much lower computation cost than RSA, and the reason is that ECC has a smaller
key size than any traditional public key cryptosystem. For example, ECC uses a 160-
bit key, whereas RSA uses a 1024-bit key. Therefore, compared with RSA, ECC is
obviously far more suitable for mobile device applications, and that is why in this paper
we will propose a novel authentication scheme for anonymity and digital rights

management based on ECC [1, 24].
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On the other hand, users of all kinds of digital contents may probably end up
having to register with and login to multiple servers if different digital contents are
provided by different servers and if there is not a mechanism to integrate separate
servers into a system. This means digital content users have to keep multiple ID-
password pairs, which is a lot of trouble. To put multiple servers together into an
integrated system and make digital content access an enjoyable experience for the user,
we will review Amin et al.’s 2016 scheme, which is suitable for multi-server
environments, and propose our improved scheme based on ECC suitable for DRM

systems [2, 13-14, 25].

5.1.2 Related works

In recent years, a lot of research efforts have beeniinvested in the development of
digital rights management systems.-Generally speaking, there are two paths from which
most DRM system developers' so *far’have chosen one to follow: (1) biometric
verification and (2) smart card. Little has been-mentioned about the possibility of
constructing a DRM system based-en-ECC. In.2015»-Zhang et al. made a difference and
proposed a provable secure and efficient digital rights management authentication
scheme based on elliptic curve cryptography using smart cards [38]. Inspired by Zhang
et al.’s work, we have also designed an ECC-based DRM authentication scheme that is
an improved version of Amin et al.’s scheme [2]. Below is a quick review of the

literature on DRM:

B Biometric-verification-based works on DRM
In 2008, Chen proposed a secure and traceable E-DRM system based on

mobile device [9]. Chen’s scheme is the first DRM authentication scheme to use
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biometric verification. Besides, the computation cost is low, so Chen’s scheme
is suitable for mobile device. In 2010, Chang et al. found some weaknesses in
Chen’s scheme. They pointed out that an attacker could easily intercept the key
and steal the digital content, and the mobile user would not be able to tell if
anything had been tampered [8]. In order to improve Chen’s scheme, Chang et
al. proposed an efficient and reliable E-DRM protocol for mobile environments.
Similarly, Chang et al.’s protocol was a DRM authentication scheme based on
biometric verification. In 2013, Chang et al. pointed out that Chang et al.’s 2010
scheme was vulnerable to the stolen device attack and would cause major
trouble when the mobile user-needed tochange from an old mobile device to a
new one [7]. To solvethese problems, Chang et.al. proposed a practical secure
and efficient enterprise «digitah xights “management mechanism suitable for
mobile environment. In 2015, Mishra et al. showed that Chang et al.” s scheme
was weak against the off-line password-guessing attack and the insider attack
[26]. To mend these security flaws, Mishra.et al. proposed an anonymous and
secure biometric-based enterprise digital-rights management system for mobile

environment.

Smart-card-based works on DRM

In 2009, Zhang et al. proposed the first three-role DRM system

authentication scheme using smart card [39]. In 2013, Yang et al. pointed out that

Zhang et al.’s scheme was weak against the stolen smart card attack and the insider

attack. In order to fix these weaknesses, Yang et al. proposed an enhanced digital

rights management authentication scheme based on smart card [37]. Soon after,

Mishra et al. demonstrated that Yang et al.’s scheme was vulnerable to the
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password guessing attack and the denial of service attack [27]. In 2015, Zhang et
al. also proposed a session key attack against Yang et al.’s scheme [38]. To
surmount the weakness, Zhang et al. proposed a provable secure and efficient
digital rights management authentication scheme using smart card based on
elliptic curve cryptography.

In addition to those works mentioned above that were specifically designed
to be applied in DRM systems, there may also be some schemes that were
originally meant for something else but turn out to be just as applicable in DRM
systems. For example, Amin et al.’s scheme is a design for multi-server
environment, but the key.concept of the scheme, namely the multi-server mode,
can be applied to make a DRM system more practical and user-friendly. Therefore,
in this research, we have built‘from.Amin et al.’s-multi=Server mode and designed
a secure authentication scheme for BRM [2]. This way, mobile users only need to
register once, and then they can' contact-multiple servers. Hence, this paper shall
review and cryptanalyze Amin et al.’s scheme and then offer an improved version

that is suitable for DRM systems.

5.2 Review and Cryptanalysis of Amin et al.’s Scheme

In this section, we review and cryptanalyze Amin et al.’s scheme [2]. The

notations used in the scheme are listed in Table 5.2.1. Please note that the same

notations will also be used in our improved scheme. Amin et al.’s scheme includes four

phases, which are (1) the server registration phase, (2) the user registration phase, (3)

the login and authentication phase, and (4) the password renewal phase. Designed as a

privacy-aware anonymous user authentication scheme for distributed mobile cloud

computing environments, Amin et al.’s scheme defines three roles: (1) the system
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administrator (SA), (2) the cloud server (SP;), and (3) the user (U;). Note that Amin et
al.’s scheme is meant for multi-server environment. The details of the phases are as
follows:

Table 5.2.1. Notations of the scheme based on ECC

Notation  Description

U; The user
SP;ILS; The cloud server in Amin et al.’s scheme/ The license server in our scheme
SA System administrator
ID; Identity of U;
PW; Password of U;
fi Biometric data of U;
IDs; Identity of SP,/LS;
S; Secret key of 'SP)/LS;
s Master secret key of SA
p Large prime number
P Generator of group—&;
Poupb Public key of system; P, = sP
T; Timestamp
a,b,c Random numbers
| String concatenation operation
D Bitwise XOR operation

5.2.1 Server Registration Phase

In the server registration phase, SP; chooses the identity /D, andsendsitto SA

1

through a secure private channel. Then SA computes S; = STH.GDD)
11Uy

P and sends S,
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back to SP; through a secure private channel.

5.2.2 User Registration Phase
In the user registration phase, the mobile user registers with the system
administrator. The user registration phase runs as follows:
Step 1: U; chooses an identity ID;, a password PW;, and provides some biometric
data f;, and then U; sends ID; and some personal credentials to SA thorough a
private channel. Then SA verifies ID; along with the personal credentials and

computes  PK; = H{(S; I IDg;)  for all servers. Then SA  sends

(IDgq, PKy), (IDy,, PK5), .

, (IDy}, PK;) ) to-U; through a secure channel.

Step 2: Upon receiving »the message, *U; encrypts it as PKE =
EHl(IDi"PWi"fi)((IDSjJPKl)' (IDSZI PKZ)! 54y (IDSJJPI(])) ; Ui CompUteS Fi =

H,(ID; | PW; |l f; II| PKyll PK;, |l -*)y-andstores (PKE, F;) intothe mobile device.

5.2.3 Login and Authentication Phase

In this phase, U; establishes a common session'with SP; and performs mutual
authentication through a public channel. The login and authentication phase goes as
follows:

Step 1: U; inputs ID;, PW;, f; and decrypts PKE. The mobile device computes
F = H,(ID; | PW; |l f; | PKy Il PK, |l ---) and verifies it with F;. If F; checks
out, U; selects SP;’s information for login. U; selects the random number a; € Z;
and computes K,y = a;(PK;P) = (Kyij, Kyij), Ai = a;P, B; = H,(ID; Il a;P |
T; | Kyij) , and IDK; = Ele.j(IDl-,Ti). And then U; sends (IDK; A;, B;,T;) to

SP; through a public channel.
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Step 2: Upon receiving the message at time T;, SP; verifies |T; —T;| < AT;,
where AT; is the acceptable time delay. If T passes the verification, SP;
calculates PK; = H,(S; | IDs;) , Kxy) = a;i(PK;P) = (Kuij, Kyij) . (UD;, T)) =
D;;(IDK;), and B = Ho(ID; | a;P I T; | Kyij). i B # B;, SP; rejects the

communication. Otherwise, SP; picks a random number b; € Z; and calculates

ID; |l b;P

A-=b-P,B-=H(
=0 BT Ky

), IDK; = EKxij(IDsj,Tj), Ki;j = H3(ID; | ID; |l
bjPK;(a;P)). Then SP; sends (IDK;,A;,B;,T;) to U; through an insecure channel.

Step 3: Upon receiving the message at time T

7, Uy verifies

T} —T;| < AT;. If
T; passes the verification, U, calculates (IDs;,T;) = Dle.j(IDKj) and B =
Hy(IDgj | biP | T; || Kyi5). M.B;" # B;, U; rejects-the communication. Otherwise,
U; accepts the information- (4;, B;; T;) andithe session key K;; = H3(ID; Il IDg; |l

a;PK;(b;P)). So U; authenticates ‘SP;.

5.2.4 Password Renewal Phase

This phase is for when U;heeds.to change passwords and personal biometric
data. For security reasons, U;~makes no contact with LS-here. The password renewal
phase goes as follows:

Step 1: U; inputs ID;, PW;, f; and decrypts PKE. The mobile device computes

Ff = H,(ID; | PW; || f; | PK; Il PK, |l --+) and verifies it with F;. If F’passes

the verification, U; inputs the new password PW;" or new biometric data f;".

Step 2: The mobile device computes PKE' = EH1(ID.||pW.*||f-*)((IDsl' PK,),

(IDs, PKy), ..., (IDg;, PK;)) and F{ = Hy(ID; | PW; || £ Il PKy || PKy Il -++).

Then the mobile device replaces (PKE, F;) with (PKE', F} ).
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5.3 Cryptanalysis of Amin et al.’s Scheme
In this section, we will point out some weaknesses of Amin et al.’s scheme by

demonstrating how some attacks can be launched to crack the security of the scheme.

5.3.1 Man-in-the-middle Attack

In the login and authentication phase, a malicious user can easily steal the private
value K,;;. PK; is an integer that is stored in each user’s mobile device, so any
legitimate but malicious user can compute other users’ K,;; by using PK; and A;
because K,;; = PK;j-A;. In Amin et al.’s scheme, if the illegal user intercepts the

authentication message (A4;), then the-illegal userwill'have the private value K,;;.

5.3.2 Forged User Identity Problem
In the authentication phase, if:the'server wants to obtain I1D;, the only way to do
so is through IDK;. However, any malicious*user can fill in any ID; and stay

undetected by LS.

5.4 The Novel Scheme based on ECC

In order to develop a protocol suitable for the DRM system environment, we have
modified Amin et al.’s protocol into a new scheme. The proposed scheme has four
phases, which are (1) the license server registration phase, (2) the user registration phase,
(3) the authentication and content key obtaining phase, and (4) the password renewal

phase. The details of these four phases are as follows:

5.4.1 License Server Registration Phase

In the server registration phase, all the license servers must register with the
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system administrator. The server registration phase runs as follows:

Stepl: Any license server LS; chooses an identity IDg; and sends it to SA

through a secure channel.

1

Step2: Upon receiving the message, SA computes S; = TG0
1Dy

P and PK; =

H,(S; I ID;) , then SA stores PK; and sends S; to any license server LS;
through a secure channel.
Step3: Upon receiving S; from SA, LS computes PK; = H,(S; Il ID;) and
then stores S; and PK;.

Fig 5.4.1. illustrates how the license server registration phase of the proposed scheme

works.
License server Secure channel System administrator
Chooses 1Dy;
IDg;
—
Computes
S; = ! P
)™ s+ H,(IDg))
PK; = H,(S; Il ID;)P
Stores PK;
<SP
PK; = H,(S; Il ID;)P
Stores Sj, PK;

Fig 5.4.1. License server registration phase of our improved DRM scheme based

on ECC

5.4.2 User registration phase

Before the mobile user U; can obtain the digital content, U; has to enter the

62



user registration phase and register with the system administrator. The user registration

phase goes as follows: Fig 5.4.2 shows how the user registration phase of the proposed

scheme works.

Stepl: First U; chooses a unique identity, a password, and offers some biometric
data. U; sends ID; to SA through a secure channel. Upon receiving the
message, SA verifies ID; with some personal credentials. If the authentication
fails, the registration will be canceled. If ID; checks out, SA computes V;; =
Hy(S;||1D;) and sends ((IDsy, PKy,Vip), IDsy, PK3,Via), ..., (IDsj, PK;, V;;)) to
U; through a secure channel.

Step2: Upon receiving - the- message,. U; encrypts it as PKE =
EHl(IDiIIPWillfi)((IDSJJ PKl' Vil)l (IDSZI PKZI ViZ)i ) (IDS]' PI(]! VL])) : Ui

computes F; = H,(ID; Il PW, || fi | PK{: [l PK, Il -~+) and stores (PKE, F;) into

the mobile device.

User Secure channel System administrator
Chooses
ID;, PWg;, f;
ID;
—>
Verifies ID;

Vij = h(S;|1D;)

‘((IDSII PKII Vil)i (IDSZi PKZ' ViZ)i ey (IDS]I PI(]: Vl]))

PKE = Eyyp 1o (st PKy, Via), (IDsg, PKy,Vig), ..., (1D, PK;, Vi) )

F; = H{(UD; | PW; Il f; | PKy | PK I -++)
Stores (PKE ,F;)

Fig 5.4.2. User registration phase of our improved DRM scheme based on ECC
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5.4.3 Authentication and Content Key Obtaining phase
In this phase, U; establishes the communication to obtain a digital content key
with LS; and performs mutual authentication through an insecure channel. The details

of the authentication and content key obtaining phase are as follows:

Step 1: U; inputs ID;, PW; and imprints f; to decrypt PKE. The mobile
device computes F;" = H;(ID; | PW; Il f; | PK; Il PK, |l ---) and verifies it with
F;. If the verification fails, U; will not be able to log in. Otherwise, U; selects
the right license server LS; where the digital content U; desires is stored. U;
chooses the current timestamp..7; and the.random number a; € Z;. Then U;

selects the digital content identity IDp. andwcomputes K,y = a;(PK;) =

(Kxij» Kyij), Ai = a;P, IDK= Eg (D IDs¢, Ty), @nd B; = Hy(ID; Il IDpc |l

\ IDK;
a;P I T; II Vij I Kyij).. Finally;; -U; ['sends <A- B-lT-> to LS; through an
2417, Dy, 1

insecure channel.

Step 2: Upon receiving the.message'fromy U; at time T;, LS; verifies
|T;" — T;| < AT;, where-AT; is the acceptable time-delay. If T, checks out, LS;
calculates Ky yy = Hy(S; I1 IDs;)(A) = (Kxij Kyij) »  (IDy,IDpe, T)) =
Exi;IDK)) , Vij = h(Sj|lID;) , and B; = Hp(ID; Il IDpc Il @;P Il T; Il Vi |l

Kyij). LS; verifies Bf =?B;. If B} fails the verification, LS; rejects the
authentication. Otherwise, LS; searches for KEY;, ., which is the key of the
digital content. Then LS; chooses the current timestamp 7; and the random
number b; € Z; and computes A; = b;P, B; = Hy(IDs; | IDpc | KEY;p . |
biP | Tj | Vij | Kyij) and IDK; = Ex.;(IDsj, IDpc, KEY;p 0, Ty) . Finally, SP;
sends (IDK;, A;, B;, T;,) to U; through a public channel.
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Step 3: Upon receiving (IDK;, A;, B;, T;) at time T/, U; verifies

-7 <
AT;, where AT; is the acceptable time delay. If 7, passes the verification, U;
computes  (IDsj, IDpc, KEYip, ., Tj) = Dle.j(IDKj) and  B*j = Hy(IDg; |l
IDpc | KEY;p . | b;P I Tj | Vij 1| Kyi). Then U; verifies B*; =?B;. If BY;
passes the verification, U; will receive the digital content key KEY;,,. and
store KEYp . inthe mobile device.

Fig 5.4.3 shows how the authentication and content key obtaining phase works.
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User

Public channel License server

Inputs ID; and PW;

Imprints f;

Decrypts PKE and obtains

{(IDy, PK,), IDs;, PK,), ..., (IDs}, PK;)}

Computes

F' =H(ID; | PW; Il f; I PK; Il PK, || -++)

Verifies F =?F;

Selects (IDy;, PK;,V;;) and IDp
Chooses the current timestamp T;
Random number a;eZp

Computes

Koy = ai(PK;) = (Kyij, Kyij)

Ai = aP , IDK; = Ex,(ID;, IDpc, Ty)

Bi = HZ(IDl ” IDDC ” aiP " Tl " Vl] ” Kx},])

Verifies T} — Tj|< AT;
Computes
(IDs;, IDp¢, KEYip e, Ty) = Dy (IDK;)

(IDK;, A;, B;, T;)

\ 4

Verifies |T;" — Ty < AT;

Computes

Keeyy = Hi(Sp 1L IDs;)(AD = (Kyij, Kyij)

(D, IDpc,Ty) = Dyyy; (IDK;)

Vij = Hy (S;11IDy)

B = Hy(ID; |l IDp¢ Il ;P I T; | Vi |l Kyij)

Bj| =B,

Chooses the current-timestamp T;

Random number b;eZp

Aj = b;P,IDK; = Ey,.(IDgj, IDpc, KEY;p 0, Ty)
B; = Hy(IDg; | IDp¢ | KEYyp . Il BiP L Ty 1l Vi Il Kyij)

B*; = Hy(IDs; Il IDpc | KEY;p o Il BiP I Ty N Vi Il Kyij)

B*; =7 B;, Obtains KEYp .
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Fig 5.4.3. Authentication and content key obtaining phase of our improved DRM
scheme based on ECC
5.4.4 Password Renewal Phase
This phase is for when U; wants to change passwords or personal biometric data,
and this can be done by U; alone. Fig 5.4.4 shows how the password renewal phase
works. The details of the password renewal phase are as follows:
Step 1: U; inputs ID;, PW;, f; and decrypts PKE. The mobile device computes
F' = H.,(ID; | PW; |l f; I PKy Il PK; |l --+) and verifies it with F;. If F;" passes

the verification, U; inputs the new password PW;" or new biometric data f;".

Step 2: The mobile device computes PKE" = EHl(IDi”PWi*”ﬁ)((IDsl, PK1, Vi),

(IDsy, PKy,Vip), ..., (IDgj, PK;, Vi) + and  #F/ = Hy(ID; || PW; I £ Il PKy |l

PK, |l --+). Then, the mobile device replaces KPKE, F;) with (PKE',F] ).

User

Inputs ID; and PW;

Imprints f;

Decrypts PKE and obtains

{UDgy, PKy, Viy), (IDg3, PKy, Vi), .., (IDsj, PK;, Vi )}
Computes

F = H (UD; | PW; Il f; | PKy | PK, |l +++)

Verifies F =?F;

Inputs PW;" or f;".
Computes
PKE" = Eypyowins) (Dst Py Via), Dz, PRy, Vig), .., (IDsg, PG, Vi) )

F! = Hy(ID; | PW; || £ | PKy | PK Il )
Replaces (PKE,F;) with (PKE',F})

Fig 5.4.4. Password renewal phase of our improved DRM scheme based on ECC
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5.5 Analyses of Our Improved Protocol Based on ECC

In this section, we shall analyze the correctness, security, and performance of our
new scheme. First, we shall use the BAN logic [5, 35] to check the correctness of the
scheme. Then, a security analysis will show if our new scheme can satisfy some
important security requirements and if our new scheme is secure enough against some
possible attacks. Finally, we shall evaluate the performance of our new scheme by

comparing it with some related protocols.

5.5.1 Authentication Proof Based on BAN Logic
The BAN logic is a well-accepted method 'to analyze the correctness of
cryptographic protocols [5, 35]. Here, we will have some notations defined, goals set

up, and assumptions made first. Then, we.will see how the BAN logic check turns out.

i. Notations
First of all, let’s notice the syntax of the . BAN logic. We define A, B as
participators and X as a formula.sHereiare/isome=instances to show the syntax and

notations of the BAN logic.

® A=X means A believes X is true.

® A<X means A holds or sees formula X.

® A=B means A believes B’s action. E.g., AEB|=X means that A believes B believes
X is true.

® Al=X means A has complete control over X. This can be used to denote a
certificate authority.

® A|~X means A once said formula X.
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® #(X) means X is fresh, which means X is recent or X is a nonce.

X
® AoB means X is a secret key or secret information shared between A and B.

o A A means X is the public key for A and X~ is the private key for A.

® {M}, means plain text M is encrypted by X.

Rule 1 . A t d X
® ~—"_ means Rule 2 can be derived from Rule 1. e.g.,, ="~ means
Rule 2 A|=#(X)
that A creates X, so 4 believes X is fresh.
ii. Goals

In order to check the correctness-of our proposed scheme, we will set two goals.
The goals of our scheme are stated in the syntax of the Ban logic. The legal user Uj;,
the legal server LS; are the participators.in our proposed scheme. Since U; and LS;
must both compute the private value\ V; -and hoth make sure that the other party also

has V;;

ij» we can state the goals of our scheme as: LS; believes that U; holds or sees

formula V;;

ij»and U; believesthat LS; alsoholds.or sees formula V;;. The goals of the

proposed scheme are shown as Gl-and-G2 inithe-tanguage of the BAN logic below.

iii. Assumptions
In order to analyze our scheme by using the BAN logic, we have made some
assumptions as follows:
Al. U;F#(a;)
A2. LSj|=t(b;)
A3. U; <V
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A5. LS; < S;

A6. U; < PK;

iv. Verification
With the goals set up and assumptions made, now we can apply a BAN logic check
to verify the correctness of our new scheme. The details and the steps of the proof are as

follows:

Message 1. Ul_>LSJ . ((IDi'Ai' Tl')Kxilei'Ti'Bi)
V1. LS]< ((IDi’Ai! Ti)KxileiF Til Bl>

LSjQAi' LSJ'< S]'
LS]'<1 Kxij

V2.

LS]'<1 (IDiJAi'Ti)Kxij' LSJ'<1 Kxij

V3.

LS;<ID;

LSj<lIDi, LSj<l Sj
LSj<lVij

V4.

LSj<lVij' LSj<Bi
LSj|EUj<lVij

V5.

Message 2. LS;—U; : (4, T;) T B;)

V6. U;={(4;, J) xif 4, T;, B

Ui|=#(a;), Ui PK;
Ui< Kxij

V7.

Uiq(Aj‘Tj)Kxij’ Ui< Kxij' Ui< (A],T])

V8.

Ui|5L5j<'Kxij

Ui|ELSj<1Kxij, Ui<1Vij, Ui<lBj
LSj|EUj<lVij

Vo.
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Finally, we can infer that the authentication and content key obtained is correct.
According to V5, LS; can correctly verify that U; owns the private value V;;.
According to V9, U; can also correctly verify that LS; owns the private value V;;.
Now we can be sure that the proposed scheme is correct and that the scheme can truly

achieve the goals.

5.5.2 Security Analysis

Here, the security of the proposed scheme will be examined by checking if it
satisfies several important security requirements raised by some related works [2, 7, 8,
26-27, 37-39, 44]. Our discussions will include“information leakage attack resistance,
user and digital content anonymity, user untraceability, mutual authentication, and

password guessing attack resistance.

i. Information Leakage Attack Resistance
In the authentication and content key obtaining phase of our scheme, a malicious
user is not be able to steal the privaté.value. Ky The attacker will have difficulty
computing K,;; because K,;; is secret information and is unknown to the attacker,

where K;; = PKj(a;) = (Kyij, Kyi)), PK; = H,(S; | IDg;)P, A; = a;P. Even if the

ij
attacker has intercepted messages (IDK;, A;, B;, T;) during transmission on the public
channel, in spite of the knowledge of A; = a;P, the attacker still cannot compute K,;;
because of the lack of PK;. If the attacker wants to impersonate the user, the attacker
mustown H, (S; Il IDg;) or a;. However, both values are masked in PK; and 4;,and

they are hard to retrieve because of the DLP. Hence, it is difficult to compute K,;; and

decrypt the encrypted information.

71



ii.  User and Digital Content Anonymity

The attacker cannot obtain the user’s identity ID; or the content’s identity 1Dy
through the authentication and content key obtaining phase, so our proposed scheme
can withstand the user impersonation attack and retain digital content anonymity.
Assume the attacker has intercepted the message and knows (IDK;, DIDp, A;, B;, T;).
The message (IDK;, DIDy, B;) includes the user’s identity and the digital content’s
identity, but both ID;,IDpc are under the protection of the private value K.
Therefore, the proposed scheme satisfies the requirement of user and digital content

anonymity.

iii.  User Untraceability
If the attacker has intercepted’ allymessages exchanged in the authentication and
content key obtaining phase, it is still ‘difficult faor the attacker to trace the user. The
reason is that all the transmitted messages- carry the random numbers a;, b; and

timestamps T;, T;. Therefore, the proposed scheme satisfies the requirement of user

untraceability.

iv. Mutual Authentication
In the authentication and content key obtaining phase, Step 2 is where LS;
authenticates U; by computing B*; and verifying B*; =? B;. Likewise, Step 3 is
where U; authenticates LS; by computing B*; and verifying B*; =? B;. Therefore,
we can say that our proposed scheme satisfies the requirement of mutual authentication

between U; and SP;.
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V.

Password Guessing Attack Resistance
Suppose the attacker has intercepted the messages during transmission and now
knows (IDK;, DIDp¢, A;, B;, T;). In (IDK;, DIDp, B;), there are the user’s identity and
the digital content’s identity, but ID;, IDp. are both protected by the private value K,;;,
which is an unknown value to the attacker that a password guessing attack will not be

able to crack.

5.5.3 Performance Analysis

Up to the present time, little research has been done to apply ECC to the field of
DRM system development, so our study is a pioneering research. As a result, to see
how well our new scheme ‘can perform, we can only-compare our scheme with some
other ECC-based multi-server sehémes with a_similar architecture to that of a DRM
system. Our performance comparison, is.en computation cost for authentication [2, 13,
42]. The following crypto-operations arecused tor calculate computation cost [31, 36].
The notations used in Table 5.6.1 are defined as follows:

Ty, Approximate time needed-to_run aibilinear pairing operation~22.05 ms.

T

»m: Approximate time needed to run an elliptic curve scalar point multiplication

operation~7.35 ms.
T,,: Approximate time needed to run a multiplication operation~0.02 ms.

T

pada: Approximate time needed to run an ECC point addition operation~0.01

ms.

T.;q: Approximate time needed to run a symmetric key encryption or decryption
operation~0.13 ms.

T, : Approximate time needed to run a one-way hash function operation~0.0004
ms.
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Table 5.6.1. Performance comparison among related schemes in Chapter 5

Scheme Computation cost for authentication Approximate time spent (ms)
Hsieh et al.’s [13] 2Typ + 14Ty, + 4T, + 15T, ~147.42

Zhao et al.’s [42] 2Tpp + 12Ty + TGy + 2Tpaaq + 7T ~132.35

Amin et al.’s [2] 4Tym + 5Teq + 8Ty ~30.05

OUI’S 4Tpm + 5Teld + 6Th z3005

As Table 5.6.1. shows, among the related schemes, our new protocol and Amin
et al.’s scheme give the best performance on authentication. The difference between the
two is merely two one-way hash function operations, which is well negligible. As the
comparison results reveal, our new scheme is a‘protocol especially designed for DRM

system environment that is capable of giving an impressive performance.
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Chapter 6 Conclusions

In this study, we proposed three schemes for DRM system. In Chapter 3, we first
introduce the DRM architecture and its related literatures. Then we showed that Mishra
et al.’s scheme has digital content key storage problem and user’s anonymity problem.
In order to overcome the weaknesses found in Mishra et al.’s scheme, we have proposed
a secure and enhanced biometric-based authentication scheme for enterprise digital
rights management system. Compared with Mishra et al.’s scheme and other related
schemes, our proposed scheme is efficient in terms of computational overheads.
Through the informal security analysis, we have.shown that our scheme is secure
against some well-known attacks including stolen“digital content key attack, stolen
mobile device attack and off-line_password=guessing attack and also supports extra
important features which are necessary for an'idle enterprise digital rights management
system.

In Chapter 3, we have proposed a novel and secure authentication protocol for
DRM system. Our new schemeuses biometric -data for user identity verification
because the biological characteristics are unique to each-user and cannot be stolen or
mistaken or forgotten. As an improved version of Jung et al.’s work, the proposed
scheme provides better security protection and is especially designed for DRM systems.
A BAN logic check has verified the correctness of our new protocol; besides, our
security comparison and performance comparison have established that our new
protocol offers the best security protection and is the fastest and most cost-effective
scheme among similar protocols for DRM system.

In Chapter 4, we have proposed a novel scheme for the secure authentication of

a DRM system. To design a protocol applicable to a mobile device environment, we
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have decided to build our system security on the basis of ECC due to the low
computation demand. In addition, the proposed scheme runs well in a multi-server
scenario, so it is very suitable for applications where users get to access digital contents
from different service providers, which also means our new protocol can be very useful
when a platform is to be created to integrate a big number of servers into an entirety.
As an improved version of Amin et al.’s work, our new protocol offers better security
protection and is especially designed for DRM systems. ABAN logic check has verified
the correctness of our new protocol, and some security discussions have established
that our new protocol satisfies requirements of user and digital content anonymity, user
untraceability, as well as mutual authentication.and is secure against information
leakage attacks and passward guessing attacks. Finally, our. performance analysis has
revealed that the proposed scheme offers.the best computation cost performance and is

the fastest among related schemes.
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