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中文摘要
隨著科技的日新月盛，許多應用技術因應而生。現今，絕大部分的圖書文
本、多媒體資料或是其他形式的軟體皆以數位的方式來儲存；傳統的內容資料，
如紙本資料、音樂錄影帶等，也陸續將其數位化並且數位管理。透過網際網路的
傳輸，各式各樣的數位內容以驚人的速度傳遍世界各地。然而，這樣的便捷也帶
來了許多安全疑慮以及數位內容的隱私和版權保護問題。數位版權管理(Digital
Rights Management，以下簡稱 DRM)系統是一套限制受保護數位內容使用、修改
和分發的讀取控制之技術，因此如何透過 DRM 系統來保護數位內容的隱私是一
項重要的議題。另一方面，因應科技的發展趨勢，行動設備的設計被要求更短小
輕薄並且提供人們能夠隨時隨地使用。因此，人們透過行動裝置來使用數位內容
的機會大幅提高，DRM 系統也應該要能支援行動裝置的數位內容訪問。
本論文中，我們分析近幾年應用於 DRM 系統的相關研究，且因應行動裝置
的需求，在 DRM 系統通訊協議中加入了生物特徵以及橢圓曲線密碼學的數學原
理，透過生物特徵的認證使用者機制以及橢圓曲線密碼學的低運算成本來提出新
的協議方案，以提高系統的安全和效率。提出之協議方案可分為三部分：(1) 克
服 Mishra 等學者提出基於生物特徵的 E-DRM 協定所存在的使用者匿名問題和
數位內容儲存問題，並提出更優越的機制；(2) 改良 Jung 等學者所提出基於生物
特徵的醫療系統協議之伺服器密鑰竊取問題與使用者匿名問題，並且提出適用於
DRM 環境的機制；(3) 透過改良 Amin 等學者所提出基於 ECC 原理之雲端運算
環境協議，提出低運算成本的 DRM 機制。上述三部分會根據安全性與效率分析
證明，我們所提出的機制相較於過去的方法顯得更加安全及更有效率，並且更能
應用在 DRM 系統。

關鍵詞：讀取控制、生物特徵、數位版權管理系統、橢圓曲線密碼學、行動裝置
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ABSTRACT
With the rapid development of science and technology, many application
technology was born. Today, most of the books, multimedia materials or other forms of
software are digital stored; traditional content (such as paper materials, music videos,
etc.,) will also been converted into digital contents. Through transmission by Internet,
a wide range of digital contents at an alarming rate spread around the world. However,
the convenience of the Internet has also brought a lot of security concerns and digital
content privacy and copyright protection issues. Digital rights management system
(DRM system) is a set of technologies that limit the use, modification and distribution
of protected digital content. Therefore, how to protect the privacy of digital content
using DRM system is an important issue. Besides, in response to the development trend
of technologies, mobile devices are designed to be smaller and lighter. Mobile devices
also offer greater convenience for people. As a result, the chances of using digital
content on mobile devices are significantly increased by mobile users. So, we think that
the DRM system should also be able to support the access of digital content on mobile
devices.
In this study, we will analyze the related works on DRM system in recent years.
And in response to the demand of mobile devices, the mathematical principle of
biometrics and elliptic curve cryptography are added to DRM system communication
protocol. Through the biometric-based user authentication mechanism and the low
computational cost of elliptic curve cryptography to propose a new protocol which
improve the secure and effective of the DRM system. The proposed protocol can be
divided into three parts: (1) we overcome the weaknesses of Mishra et al.’s scheme, and
improve a better scheme for DRM system; (2) we modify the disadvantages of Jung et
iv

al.’s protocol which is suitable for EPR information system, and proposed the
biometric-based protocol for the DRM system; (3) through the amendment of Amin et
al.’s protocol based on ECC for cloud computing environment, we propose the low
computational cost protocol for DRM system. The above three parts. As compared with
their protocols, the security and performance analysis show that our propose protocols
are more secure and efficient than related works, and proposed protocols are more
suitable for the DRM system.

Keywords: Access control, Biometric, Digital Rights Management, ECC, Mobile
device
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Chapter 1 Introduction
1.1 Research Motivation
Due to the rapid development of modern technology, the Internet has a fast and
efficient transmission and distributive channels. Also, with the increase in the
population using the Internet, the Internet becomes the fastest pipeline for consumers.
Many traditional contents originally in their physical or broadcast forms such as paper
documents, multimedia data, and a lot more that are worthy of careful preservation have
also been converted into digital contents.
On the other hand, the booming advancement of the Internet has made it
extremely easy and fast to spread all kinds of data around. [18, 20, 33] As the quantities
of the digital contents put up and spread out on the Internet grow exponentially, people
are getting more and more used to obtaining information and receiving entertainment
through the Internet. The download times of digital contents are increased rapidly in
many well-known music sites in domestic and foreign area, such as iTunes, KKBOX.
It shows that the digital content market is booming.
The digital content market is booming, the legitimate download pipeline has be
perfect established not yet. In many parts of the world, unauthorized downloading of
digital contents remains a serious problem, causing great losses to the copyright owners.
Therefore, the enforcement of copyright protection of digital contents is a big issue, and
the development of an ideal digital rights management (DRM) system is essential so it
can be guaranteed that only copyright owners or authorized users have access to the
copyrighted digital media [8-9, 12, 26, 34, 44]. In general, the DRM system is designed
to protect digital content from being used illegally by illegal users. Under the protection
of the DRM system, digital contents can only be accessed by authorized users. In a
1

DRM system, the major source of intellectual property protection is data encryption.
We will brief introduce the DRM architecture and the roles involved:

Digital Rights Management system (DRM system)
- The core of digital content security
Content security is built on content encryption, and access control relies on
identity verification. The core of a DRM system is the secure digital content delivery
infrastructure. The access control to the digital content relies on a good user identity
verification mechanism. Fig 1.1.1. shows the basic architecture of a DRM system,
where there are four main roles involved: (1) the content provider (𝐶𝑃), (2) the content
server (𝐶𝑆), (3) the license server (𝐿𝑆), and (4) the mobile user (𝑀𝑈) [7-9, 12, 18, 20,
26, 33-34, 44]. The four roles are described as follows:

Fig 1.1.1. The basic architecture of the DRM system

2

1. The content provider (𝐶𝑃) means the owner or author of the digital content.
Having completed the creation of the digital content, 𝐶𝑃 uses a secret
key to encrypt the digital content. Then, the secret key is transmitted to the
license server through a secure channel. Meanwhile, the encrypted digital
content is transmitted to the content server through a secure channel.
2. The content server (𝐶𝑆) means the server which stores the digital content.
Upon receiving the encrypted digital content from 𝐶𝑃, 𝐶𝑆 puts it into
the database. Then, 𝐶𝑆 displays the abstract of the digital content on a
website open to the public.
3. The license server (𝐿𝑆) means the server which owns the secret key to the
encrypted digital content.
Upon receiving the secret key from 𝐶𝑃, 𝐿𝑆 puts it into the database.
Later on, when 𝐿𝑆 receives a request from 𝑀𝑈 for the secret key, 𝐿𝑆 will
authenticate 𝑀𝑈. If 𝑀𝑈 passes the authentication, 𝐿𝑆 authorizes 𝑀𝑈 to
use the secret key.
4. The mobile user (𝑀𝑈) means the person who wants to legally obtain the digital
content.
Attracted to the abstract posted on the website, 𝑀𝑈 decides to access
the digital content over the Internet. Now 𝑀𝑈 has to send a request to 𝐶𝑆 for
the encrypted digital content and at the same time send a request to 𝐿𝑆 for the
secret key. Upon receiving the requests, 𝐿𝑆 and 𝐶𝑆 both authenticate 𝑀𝑈.
Only when the identity of the user checks out can 𝑀𝑈 obtain the encrypted
digital content from the 𝐶𝑆 and the secret key from 𝐿𝑆. Then, using the
secret key, 𝑀𝑈 can decrypt the encrypted digital content. That means the
user’s access to the digital content online is a success.
3

Conforming to the overall trend in technology, mobile devices are designed to be
smaller and lighter and mobile devices also offer greater convenience. Hence, people
are increasingly dependent on their mobile devices anytime, anywhere, and what they
are doing. According to these characteristics, people will be using digital contents
regardless of time and place because of the use of the mobile device [1-2]. On the other
hands, when people use digital contents, opportunities are they will be using digital
contents on their mobile devices. For these reasons, our proposed schemes are applied
to mobile devices.
In order to quickly understand the DRM system environment and its information
security issues, this study will review three related works which are published in the
top journals [2, 16, 26]. Through these papers, a thorough understanding of its security
protocol and discussion of individual weaknesses. Furthermore, we will propose
improved protocols and more applicable to the DRM system environment.

1.2 Research Subjects
In this study, we focus on the privacy protection of digital contents in DRM
system applications. There are three subjects in this thesis. The first subject is biometric
verification for DRM system on mobile devices. In 2015, Mishra et al. proposed an
anonymous enterprise digital rights management system for mobile devices [26]. Their
scheme is based on biometric verification and overcomes some weaknesses of previous
works. However, we found out that Mishra et al.’s scheme has some flaws. Hence, how
to improve these flaws is the first goal of our thesis.
The second one is a novel anonymity digital rights management system
authentication scheme based on biometric verification. The success of a DRM system
4

relies heavily on a good user authentication mechanism, and user identity verification
through biometric information check is a great idea in that the biological characteristics
are unique to each user and that such a mechanism releases the user of the trouble of
keeping the login info safe from being stolen or mistaken or forgotten. To achieve our
purpose, we will review and cryptanalysis Jung et al.'s scheme [16]. Although the
environment of Jung et al.’s scheme is not suitable for DRM systems, the environmental
architecture of Jung et al.’s scheme is similar to DRM systems. Hence, we proposed the
new scheme for DRM system based on biometric and modified the weaknesses of Jung
et al.’s scheme. Finally, we will compare performance and security analysis with other
schemes to prove the proposed scheme is more suitable for DRM systems.
The third subject is a novel authentication scheme for anonymity and digital rights
management based on elliptic curve cryptography. In generally, there are two paths
from which most DRM system developers so far have chosen one to follow: (1)
biometric verification and (2) smart card. Little has been mentioned about the
possibility of constructing a DRM system based on elliptic curve cryptography (ECC).
Moreover, in response of modern people’s heavy dependence on their mobile devices,
we think that elliptic curve cryptography (ECC) is a good idea to design a DRM scheme
because it is a very good mobile device level security tool. In this section, we will
review and cryptanalysis of Amin et al.’s scheme [2]. And then, with the security flaws
mended, we shall propose an improved ECC-based protocol for DRM that is especially
suitable for applications on mobile devices.

1.3 Thesis Organization
The remainder of this thesis is organized as follows. We introduce some
mathematical tools which are used in our protocols in Chapter 2. In Chapter 3, we will
5

review Mishra et al.’s scheme for DRM system based on biometric verification [26]
and propose an improved scheme. Then, we shall review the Jung et al.’s user
authentication with key agreement scheme for the integrated EPR information system
[16] and present out improved biometric-based protocol suitable for DRM system in
Chapter 4. In Chapter 5, we describe the secure and privacy-aware user authentication
scheme for mobile cloud computing environments [2] and propose a novel protocol for
DRM system. Finally, the conclusion will be shown in Chapter 6.

6

Chapter 2 Preliminaries
In order to design excellent schemes for a DRM system, we will use some
mathematical tools in our new protocols. In this section, we introduce those
mathematical tools which involve (1) a one-way hash function; (2) biometric
verification; (3) biometrics fuzzy extractor; (4) ECC and its complexity assumption,
briefly introduced as follows.

2.1 A One-Way Hash Function
A one-way hash function is an algorithm 𝐻: {0, 1}∗ → {0, 1}𝑛 [21], which takes
an arbitrary length string inputs 𝑥 ∈ {0, 1}∗ and gives fixed length outputs 𝐻(𝑥) ∈
{0, 1}𝑛 . The fundamental property of one-way hash function is that its outputs are very
sensitive to small perturbations in inputs [11, 25]. Hash functions are widely used in
encryption algorithms along with databases to index and retrieve data items. The wellknown hash functions are message digest hash functions and secure hash algorithms.
The ideal hash function has following main properties.
One-way:
The computation of hash function for any given input is relatively easy process.
It is difficult to obtain message 𝑥 from its hash value 𝐻(𝑥).
Collision-resistant:
It is difficult to find value 𝑥 and 𝑦 which satisfy 𝑥 ≠ 𝑦 and 𝐻(𝑥) = 𝐻(𝑦).

2.2 Biometrics Verification
A biometric system is a pattern recognition system [15, 28-29]. Biometric
verification permits one to establish an individual’s identity. The biometric system
7

operates extracting a feature set from acquired data by acquired biometric data from an
individual, then comparing the extracted features set against the template set in the
database. Using biometric keys (e.g. faces, irises, and fingerprints) has advantage as
follows: (1) biometric keys cannot be lost or forgotten, (2) biometric keys are difficult
to share or copy, (3) biometric keys cannot be guessed, (4) biometric keys are difficult
to steal [21].

2.3 Biometrics Fuzzy Extractor
Let 𝑀 = {0, 1}𝑣 denotes a finite dimensional metric space, which consists of
the biometric data points. Let 𝑑 ∶ 𝑀 × 𝑀 → 𝑍 + be a distance function, which can
be used to calculate the distance between two points based on the metric chosen, where
𝑍 + is the set of all positive integers [6, 10, 12, 17].
A fuzzy extractor (𝑀, 𝑙, 𝑡) extracts a nearly 𝑙-bit random string σ𝑖 from its
biometrics input 𝐵𝑖 in an error-tolerant way, where 𝑡 is the error tolerance threshold.
If an input 𝐵′𝑖 changes but remains close to 𝐵𝑖 , the extracted σ𝑖 remains the same. To
recover σ𝑖 from the biometrics input 𝐵𝑖 , a fuzzy extractor also produces an auxiliary
string 𝜏𝑖 , where σ𝑖 remains uniformly random for a given 𝜏𝑖 .
(1)

Gen is a probabilistic generation procedure. Upon receiving biometric input
B, the procedure will output a random string σ and a random auxiliary string
τ.

(2)

Rep is a deterministic reproduction procedure. Upon receiving a close
biometric input B* and the corresponding random auxiliary string τ, the
procedure will recover σ.

8

2.4 ECC and its Complexity Assumptions
Elliptic Curve Cryptography (ECC) is a kind of a public key cryptography. For
each communication session, the user generally owns a pair of keys including a public
key and a private key. The private key is only known to the specific user, while the
public key is distributed to all users involved in the same communication session. Some
public key algorithms including ECC require a set of predefined constants to be known
to all users. ECC is defined over the elliptic curve 𝑦 2 = 𝑥 3 + 𝑎𝑥 + 𝑏, where 4𝑎3 +
27𝑏 2 ≠ 0. Each different pair of (𝑎, 𝑏) values gives a different elliptic curve. All
points (𝑥, 𝑦) that satisfy the above equation plus a point at infinity form an elliptic
curve. The private key is a random number, and the public key is a point in the curve.
The public key is obtained by multiplying the private key with the generator point 𝐺
in the curve. [3, 4, 22]
Some complex problems can be created out of 𝐺1 as follows:
1.

Discrete Logarithm Problem (DLP)
Given two elements 𝑃 and 𝑄 in 𝐺1 , it is difficult to find 𝑛 ∈ 𝑍𝑞 .
For example, 𝑃 = 𝑛𝑄 if 𝑛 exists.

2.

Computation Diffie-Hellman Problem (CDHP)
Given 𝑃, 𝑥𝑃, 𝑦𝑃 for 𝑥, 𝑦 ∈ 𝑍𝑞 , it is difficult to compute 𝑥𝑦𝑃.

3.

Bilinear Diffie-Hellman Problem (BDHP)
Given 𝑃, 𝑃 𝑥 , 𝑃𝑦 , 𝑃 𝑧 for 𝑥, 𝑦, 𝑧 ∈ 𝑍𝑞 , it is difficult to compute 𝑒̂ (𝑝, 𝑃)𝑥𝑦𝑧 ∈ 𝐺2 .
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Chapter 3

An Efficient and Anonymous Scheme for E-DRM

With the rapid development of information science and network technology,
Internet has become an important platform for the dissemination of digital content,
which can be easily copied and distributed through the Internet. Although convenience
is increased, it causes significant damage to authors of digital content. Digital rights
management system (DRM system) is an access control system that is designed to
protect digital content and ensure illegal users from maliciously spreading digital
content. Enterprise Digital Rights Management system (E-DRM system) is a DRM
system that prevents unauthorized users from stealing the enterprise’s confidential data.
User authentication is the most important method to ensure digital rights management.
In order to verify the validity of user, the biometrics-based authentication protocol is
widely used due to the biological characteristics of each user are unique. By using
biometric identification, it can ensure the correctness of user identity. In addition, due
to the popularity of mobile device and Internet, user can access digital content and
network information at anytime and anywhere. Recently, Mishra et al. proposed an
anonymous and secure biometric-based enterprise digital rights management system
for mobile environment. Although biometrics-based authentication is used to prevent
users from being forged, the anonymity of users and the preservation of digital content
are not ensured in their proposed system. Therefore, in this paper, we will propose a
more efficient and secure biometric-based enterprise digital rights management system
with user anonymity for mobile environments.
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3.1 Introduction
3.1.1 Background
With the rapid development of network technology, the Internet is a fast and
efficient way for providing data transmission and information distribution. Due to the
popularity of Internet, the digital content market has received many benefits. Digital
content is one of the most important sources of information and entertainment. Digital
technology for the digitalization of these traditional media (e.g., photos, cassettes,
bibliographies, etc.) into digital content. Then digital content can be shared and
transmitted to network users through the Internet. While the digital content market is
booming and digital content can be easily distributed, illegitimate download and
unauthorized distribution of digital content files will cause some serious problems in
many countries and industries. Therefore, provision of the copyright protection of
digital content is an important issue in DRM system [18, 20, 33].
DRM system focuses on integrating the set of policies, technologies and tools for
managing the access control on the digital contents. The main core of DRM system is
to ensure digital contents’ security. Digital content encryption and digital license are
proposed for ensuring content security. Enterprise Digital Rights Management (E-DRM)
system is the application of DRM system that ensures the secret documents of an
enterprise from unauthorized access and many researchers have developed
authentication mechanisms for securing the confidential data of an enterprise in E-DRM
system. This chapter will focus on propose the mobile device and biometrics based
authentication scheme for E-DRM system [8-9, 12, 26, 34, 44].

3.1.2 Related Works
In recent years, there are many literatures focus on design a secure and efficient
11

authentication scheme for digital rights management. For smart card based
authentication schemes in DRM system, Zhang et al. proposed a three-party based
DRM authentication scheme using smart card in 2009 [39]. In 2013, Yang et al. pointed
out that Zhang et al.’s scheme fails to withstand insider and stolen smart card attacks.
Then Yang et al. further proposed an enhanced version of DRM authentication scheme
[37]. In the same year, Mishra et al. found that Yang et al.’s scheme cannot resist the
denial of service and password guessing attacks [29]. In 2015, Zhang et al. proposed a
provable secure and efficient digital rights management authentication scheme using
smart card based on elliptic curve cryptography [38]. Zhang et al. demonstrated some
weakness of Yang et al.’s scheme. For biometrics based authentication schemes in DRM
system, Chen et al. proposed a secure and traceable E-DRM system for mobile device
in 2008 [9]. Chen et al.’s scheme provided lower computational cost. In 2010, Chang
et al. presented the cryptanalysis of Chen et al.’s scheme and pointed out that an attacker
can easily intercept the key and use the key to obtain the confidential content of the
enterprise and the mobile user cannot identify the tampering of message. In order to
overcome these problems, Chang at al. further proposed an efficient and reliable EDRM scheme for mobile environments [8]. In 2013, Chang at al. found that Chang et
al.’s scheme still has some security weaknesses. The scheme in [8] cannot withstand
stolen device attack and mobile user cannot optionally change his/her mobile device
without the server assistant. Then Chang et al. further proposed a practical secure and
efficient E-DRM authentication mechanism suitable for mobile environment [7]. In
2015, Mishra et al. demonstrated that the scheme in [7] cannot withstand privilegedinsider and off-line password-guessing attacks. To repair these security weaknesses,
Mishra et al. proposed an anonymous and secure biometric-based E-DRM system
authentication scheme for mobile environment [26]. Unfortunately, in this paper, we
12

found that Mishra et al.’s scheme still has some flaws on digital content and content
key and user anonymity cannot be achieved. Concerning the above-mentioned
weaknesses, we will propose an effective anonymity and secure biometric-based
enterprise digital rights management system.

3.2 Review and Cryptanalysis of Mishra et al.’s E-DRM Scheme
In this section, we first review Mishra et al.’s E-DRM scheme [26] and describe
some security weaknesses on their scheme. The notations listed in Table 3.2.1. are used
for describing Mishra et al.’s scheme as well as our scheme in the next section. The EDRM scheme has six roles: (i) author of digital content, (ii) package server, (iii) content
server, (iv) license server, (v) authorization authority and (vi) mobile user. Moreover,
Mishra et al.’s scheme consists of four phases: (1) package phase, (2) registration phase,
(3) key authorization phase and (4) password and biometric update phase and works as
follows:
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Table 3.2.1. Notations of E-DRM scheme
Notation

Description

𝑀𝑈

Mobile user

𝐶𝑆

Content server

𝐿𝑆

License server

𝑃𝑆

Package server

𝐷𝐶

Digital content

𝐴𝐴

Authorization authority

𝐼𝐷𝑀𝑈

Identity of 𝑀𝑈

𝐼𝐷𝐷𝐶

Identity of digital content 𝐷𝐶

𝐾𝐸𝑌𝐼𝐷𝐷𝐶

Randomly generated symmetric key by 𝑃𝑆

𝐷𝐼𝐷𝑀𝑈

Anonymous identity of 𝑀𝑈

𝐷𝐼𝐷𝐷𝐶

Anonymous identity of 𝐷𝐶

𝑃𝑊𝑀𝑈

Unique password of 𝑀𝑈

𝑇𝑀𝑈

Timestamp generated by 𝑀𝑈

𝑇𝐿𝑆

Timestamp generated by 𝐿𝑆

𝑋

Secret symmetric key of 𝐿𝑆

𝑆𝑦𝑚. 𝐸𝑛𝑐𝐾 (.)/𝑆𝑦𝑚. 𝐷𝑒𝑐𝐾 (.)

Symmetric encryption/decryption using key 𝐾

𝐻(. )

One-way hash function

DRM-AP

DRM-enabled application

⊕

Bitwise XOR operation

∥

String concatenation operation
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3.2.1 Package Phase
In this phase, 𝑃𝑆 will package 𝐷𝐶 and 𝐷𝐶 is provided by the authors. After
packaging 𝐷𝐶, 𝑃𝑆 performs the content distribution with the help of 𝐿𝑆 and 𝐴𝐴.
The detailed steps of the packaging phase are described as follows.

Step1. 𝑃𝑆 randomly generates a symmetric key 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 and uses 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 to
encrypt

the

digital

𝐷𝐶

content

by

computing

𝐸(𝐷𝐶)

=

𝑆𝑦𝑚. 𝐸𝑛𝑐𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 (𝐷𝐶). 𝑃𝑆 generates the file header 𝐶𝐻 and uses its private
key to generate two signatures for 𝐸(𝐷𝐶) and 𝐷𝐶 by computing SigPS(E(DC))
and SigPS(CH), respectively.
Step2. When the content packaging is finished, 𝑃𝑆 provides the content key seed
to 𝐿𝑆 via a secure channel, where the key seed is the initial random seed number
generated by 𝐴𝐴 . Furthermore, 𝑃𝑆 also provides the packaged content and
content information to 𝐶𝑆.
Step3. Upon receiving the key seed, 𝐿𝑆 securely stores the content key. Upon
receiving the packaged content from 𝑃𝑆, 𝐶𝑆 uploads the packaged content on
the media servers and shows the content information on the website.

3.2.2 Registration Phase
In this phase, the 𝑀𝑈 must install the DRM-AP in his/her mobile device. Then
𝑀𝑈 uses his/her mobile device to perform the registration with remote DRM system.
The registration phase of Mishra et al.’s scheme is summarized in Fig 3.2.1. The
descriptions of registration phase are shown as follows:
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Mobile user

License server

Input 𝐼𝐷𝑀𝑈 and 𝑃𝑊𝑀𝑈
Selects random number 𝑟
Imprints 𝐵𝑀𝑈
Computes
(𝜎𝑀𝑈 , 𝜏𝑀𝑈 ) = 𝐺𝑒𝑛(𝐵𝑀𝑈 )
𝑊 = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ∥ 𝐼𝐷𝑀𝑈 ∥ 𝜎𝑀𝑈 )
(𝐼𝐷𝑀𝑈 , 𝑊)
Secure channel
Verifies |𝐼𝐷𝑀𝑈
Selects random number 𝑢
Computes
𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥ 𝑋)
𝑌𝑀𝑈 = 𝐾𝑀𝑈 ⊕ 𝑊
𝐷𝐼𝐷𝑀𝑈 = 𝑆𝑦𝑚. 𝐸𝑛𝑐𝑋 (𝐼𝐷𝑀𝑈 ∥ 𝑢)
(𝑌𝑀𝑈 , 𝐷𝐼𝐷𝑀𝑈 )
Secure channel
Stores 𝑌𝑀𝑈 , 𝐷𝐼𝐷𝑀𝑈 in the device
Computes
𝑟 ∗ = 𝑟⊕𝐻(𝜎𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
𝑍𝑀𝑈 = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ∥ 𝜎𝑀𝑈 )
Stores 𝜏𝑀𝑈 , 𝑡, 𝑟 ∗ , and 𝑍𝑀𝑈 in the device
Fig 3.2.1. Registration phase of Mishra et al.’s scheme

Step1. The user 𝑀𝑈 selects a unique identity 𝐼𝐷𝑀𝑈 and password 𝑃𝑊𝑀𝑈 and
imprints his/her personal biometrics 𝐵𝑀𝑈 at the sensor of his/her mobile device.
Then the mobile device generates a random number 𝑟 and applies the fuzzy
generator function 𝐺𝑒𝑛(. ) to produce the biometric data key 𝐺𝑒𝑛(𝐵𝑀𝑈 ) =
( 𝜎𝑀𝑈 , 𝜏𝑀𝑈 ). After that, 𝑀𝑈 computes the pseudo password 𝑊 = 𝐻(𝑃𝑊𝑀𝑈 ∥
𝑟 ∥ 𝐼𝐷𝑀𝑈 ∥ 𝜎𝑀𝑈 ) and sends the request message (𝐼𝐷𝑀𝑈 , 𝑊) to 𝐿𝑆 via a secure
channel.
Step2. Upon receiving the registration request from 𝑀𝑈, 𝐿𝑆 verifies 𝐼𝐷𝑀𝑈 is
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valid or not. If it is valid, 𝐿𝑆 generates a random number 𝑢 and computes
𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥ 𝑋) and 𝑌𝑀𝑈 = 𝐾𝑀𝑈 ⊕ 𝑊 , where 𝑋 is a secret key of
𝐿𝑆 . Moreover, 𝐿𝑆 computes 𝐷𝐼𝐷𝑀𝑈 = Sym. Enc𝑋 (𝐼𝐷𝑀𝑈 ∥ 𝑢) and sends
𝑌𝑀𝑈 and 𝐷𝐼𝐷𝑀𝑈 to 𝑀𝑈 via a secure channel.
Step3. After receiving the response message from 𝐿𝑆 , 𝑀𝑈 stores 𝑌𝑀𝑈 and
𝐷𝐼𝐷𝑀𝑈 in his/her mobile device and computes 𝑟 ∗ =𝑟 ⊕ 𝐻(𝜎𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 ) and
𝑍𝑀𝑈 = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ∥ 𝜎𝑀𝑈 ). Finally, 𝑀𝑈 stores 𝜏𝑀𝑈 , t, 𝑟 ∗ , and 𝑍𝑀𝑈 into
his/her mobile device.

3.2.3 Key Authorization Phase
The key authorization key phase of Mishra et al.’s scheme is summarized in Fig
3.2.2. In order to access the 𝐷𝐶 on user’s mobile device, when 𝑀𝑈 wants to
download the 𝐷𝐶 form the media server, user must own the content key to access the
𝐷𝐶. In order to achieve authorization, a registered user first needs to download the
packaged content and executes the authorized phase with the 𝐿𝑆 . If the user’s
verification holds, the 𝐿𝑆 will authorize the content key. The description of this phase
is given in the following:
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Mobile user

License server

Input 𝐼𝐷𝑀𝑈 and 𝑃𝑊𝑀𝑈
∗
Imprints 𝐵𝑀𝑈
Computes
∗
σ∗𝑀𝑈 = 𝑅𝑒𝑝(𝐵𝑀𝑈
, 𝜏𝑀𝑈 )
𝑟 ∗ = 𝑟 ′ ⊕𝐻(σ∗𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
∗
𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ∗ ∥ σ∗𝑀𝑈 )
∗
Verifies 𝑍𝑀𝑈
=? 𝑍𝑀𝑈
Computes

𝑊 ∗ = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ∗ ∥ 𝐼𝐷𝑀𝑈 ∥ σ∗𝑀𝑈 )
∗
𝐾𝑀𝑈
= 𝑌𝑀𝑈 ⊕ 𝑊 ∗
∗
𝐷 = 𝐻(𝐾𝑀𝑈
∥ 𝑇𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )

𝐷𝐼𝐷𝐷𝐶 = 𝐼𝐷𝐷𝐶 ⊕ 𝐷
∗
𝐶1 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝑇𝑀𝑈 ∥ 𝐾𝑀𝑈
)
(𝐷𝐼𝐷𝑀𝑈 , 𝐷𝐼𝐷𝐷𝐶 , 𝐶1 , 𝑇𝑀𝑈 )
Public channel
′
Verifies |𝑇𝑀𝑈
− 𝑇𝑀𝑈 |< ∆𝑇
Computes

𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥ 𝑋)
𝐷 = 𝐻(𝐾𝑀𝑈 ∥ 𝑇𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
𝐼𝐷𝐷𝐶 = 𝐷𝐼𝐷𝐷𝐶 ⊕ 𝐷
Verifies 𝐶1 =? 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝑇𝑀𝑈 ∥ 𝐾𝑀𝑈 )
Computes
𝐶2 = 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ⊕ 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝑇𝑀𝑈 )
𝐶3 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 )
(𝐶2 , 𝐶3 , 𝑇𝐿𝑆 )
Public channel
′
|𝑇𝑀𝑈

Verifies
− 𝑇𝑀𝑈 |< ∆𝑇
Computes
𝐾𝐸𝑌′𝐼𝐷 𝐷𝐶 = 𝐶2 ⊕ 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝑇𝑀𝑈 )
Verifies 𝐶3 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝐾𝐸𝑌′𝐼𝐷 𝐷𝐶 )
Stores𝐾𝐸𝑌′𝐼𝐷 𝐷𝐶

Stores𝐾𝐸𝑌′𝐼𝐷 𝐷𝐶

Fig 3.2.2. Key authorization phase of Mishra et al.’s scheme
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Step 1. 𝑀𝑈 inputs the identity 𝐼𝐷𝑀𝑈 and the password 𝑃𝑊𝑀𝑈 in device and
∗
imprints the biometrics 𝐵𝑀𝑈
at the sensor of his/her mobile device. The DRM

application (DRM-AP) uses 𝑅𝑒𝑛(𝐵𝑀𝑈 ) fuzzy extractor function and 𝜏𝑀𝑈 in the
∗
∗
mobile device to compute 𝑅𝑒𝑝(𝐵𝑀𝑈
, 𝜏𝑀𝑈 )=𝜎𝑀𝑈
. Then the DRM-AP computes
∗
∗
∗
𝑟 ′ = 𝑟 ∗ ⊕ 𝐻(𝜎𝑀𝑈
∥ 𝐼𝐷𝑀𝑈 ) and 𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟′ ∥ 𝜎𝑀𝑈
) and checks the
∗
condition 𝑍𝑀𝑈
= 𝑍𝑀𝑈 holds or not. If it does not hold, the password and

biometrics verification fails and the session is terminated immediately. Otherwise,
∗
the DRM-AP computes 𝑊 ∗ = 𝐻(𝑃𝑊𝑀𝑈 ||𝑟 ∗ ||𝐼𝐷𝑀𝑈 ||𝜎𝑀𝑈
),

∗
𝐾𝑀𝑈
= 𝑌𝑀𝑈 ⊕

∗
𝑊 ∗ , and 𝐷𝐼𝐷𝐷𝐶 = 𝐼𝐷𝐷𝐶 ⊕ 𝐷, 𝐷 = 𝐻(𝐾𝑀𝑈
||𝑇𝑀𝑈 ||𝐼𝐷𝑀𝑈 ) for the 𝑀𝑈 who

wants to access the selected 𝐷𝐶, where 𝑇𝑀𝑈 is the current timestamp generated
by

DRM-AP.

In

addition,

the

DRM-AP

computes

𝐶1 =

∗
𝐻(𝐼𝐷𝑀𝑈 |𝐼𝐷𝐷𝐶 ||𝑇𝑀𝑈 ||𝐾𝑀𝑈
) and sends the log-in message (𝐷𝐼𝐷𝑀𝑈 , 𝐷𝐼𝐷𝐷𝐶 , 𝐶1,

𝑇𝑀𝑈 ) to 𝐿𝑆 via a public channel.
′
Step 2. Upon receiving the message (𝐷𝐼𝐷𝑀𝑈 , 𝐷𝐼𝐷𝐷𝐶 , 𝐶1, 𝑇𝑀𝑈 ) at time 𝑇𝑀𝑈
,

𝐿𝑆 verifies the time delay in message transmission by checking the condition
′
| 𝑇𝑀𝑈
– 𝑇𝑀𝑈 |<∆T ,where ∆T represents the maximum transmission delay or preset

acceptable delay threshold. If it holds, 𝐿𝑆 retrieves the user identity 𝐼𝐷𝑀𝑈 and
𝑢 as (𝐼𝐷𝑀𝑈 || 𝑢)= 𝑆𝑦𝑚. 𝐷𝑒𝑐𝑋 (𝐷𝐼𝐷𝑀𝑈 ). Moreover, in order to retrieves 𝐼𝐷𝐷𝐶
from 𝐷𝐼𝐷𝐷𝐶 , 𝐿𝑆 computes 𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ||𝑢||𝑋) and 𝐼𝐷𝐷𝐶 = 𝐷𝐼𝐷𝐷𝐶 ⊕
𝐻(𝐾𝑀𝑈 ||𝑇𝑀𝑈 ||𝐼𝐷𝑀𝑈 ).𝐿𝑆 verifies the situation 𝐶1 = 𝐻(𝐼𝐷𝑀𝑈 ||𝐼𝐷𝐷𝐶 ||𝑇𝑀𝑈 ||𝐾𝑀𝑈 )
holds or not. If the verification holds, 𝐿𝑆 computes 𝐶2 = 𝐾𝐸𝑌𝐼𝐷𝐷𝐶 ⊕
𝐻 (𝐼𝐷𝑀𝑈 || 𝐾𝑀𝑈 || 𝑇𝐿𝑆 || 𝑇𝑀𝑈 ) and 𝐶3 = 𝐻(𝐼𝐷𝑀𝑈 || 𝐾𝑀𝑈 || 𝑇𝑀𝑈 || 𝑇𝐿𝑆 || 𝐾𝐸𝑌𝐼𝐷𝐷𝐶 ) and
sends the message (𝐶2, 𝐶3, 𝑇𝐿𝑆 ) to mobile user 𝑀𝑈.
′
Step 3. Upon receiving the message (𝐶2, 𝐶3, 𝑇𝐿𝑆 ) from 𝐿𝑆 at time 𝑇𝐿𝑆
, 𝑀𝑈
′
verifies the time delay in message transmission by checking the condition |𝑇𝐿𝑆
–
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𝑇𝐿𝑆 |<∆T. If it is valid, 𝑀𝑈 computes 𝐾𝐸𝑌′𝐼𝐷𝐷𝐶 = 𝐶2⊕ 𝐻 (𝐼𝐷𝑀𝑈 ||𝐾𝑀𝑈 ||𝑇𝐿𝑆 ||𝑇𝑀𝑈 )
and verifies the situation 𝐶3 = 𝐻(𝐼𝐷𝑀𝑈 ||𝐾𝑀𝑈 ||𝑇𝑀𝑈 ||𝑇𝐿𝑆 ||𝐾𝐸𝑌′𝐼𝐷𝐷𝐶 ) holds or not.
If the verification is invalid, the session is rejected. Otherwise, the content key is
authenticated and 𝑀𝑈 can use the content key 𝐾𝐸𝑌′𝐼𝐷𝐷𝐶 to access the encrypted
digital content in the future.

3.2.4 Password and Biometric Update Phase
In this phase, if 𝑀𝑈 wants to change his or her password and personal
biometrics, they freely changes his or her password and biometrics. Because of security
reasons without further contacting 𝐿𝑆. This phase contains the following steps:

𝑜𝑙𝑑
Step 1. 𝑀𝑈 inputs 𝐼𝐷𝑀𝑈 and the password 𝑃𝑊𝑀𝑈
in device and mobile user
𝑜𝑙𝑑
imprints the biometrics 𝐵𝑀𝑈
at the sensor of his/her device. The DRM-AP uses

𝑅𝑒𝑛(𝐵𝑀𝑈 ) fuzzy extractor function and 𝜏𝑀𝑈 in the mobile device to compute
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑅𝑒𝑝(𝐵𝑀𝑈
, 𝜏𝑀𝑈 )=𝜎𝑀𝑈
. After that, the DRM-AP computes 𝑟 𝑜𝑙𝑑 = 𝑟 ∗ ⊕ 𝐻(𝜎𝑀𝑈
∥
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑜𝑙𝑑
𝐼𝐷𝑀𝑈 ) and 𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈
∥ 𝑟 𝑜𝑙𝑑 ∥ 𝜎𝑀𝑈
) and checks the condition 𝑍𝑀𝑈
=

𝑍𝑀𝑈 holds or not. If it does not hold, this phase fails and the session is terminated
immediately.

Otherwise, the

DRM-AP computes

𝑜𝑙𝑑
𝑊 𝑜𝑙𝑑 = 𝐻(𝑃𝑊𝑀𝑈
∥

𝑜𝑙𝑑
𝑜𝑙𝑑
𝑟 𝑜𝑙𝑑 ||𝐼𝐷𝑀𝑈 ||𝜎𝑀𝑈
) and 𝐾𝑀𝑈
= 𝑌𝑀𝑈 ⊕ 𝑊 𝑜𝑙𝑑 .
𝑛𝑒𝑤
Step 2. 𝑀𝑈 inputs the new password 𝑃𝑊𝑀𝑈
in device and mobile user
𝑛𝑒𝑤
imprints the new biometrics 𝐵𝑀𝑈
at the sensor of his/her device. The DRM-AP
𝑛𝑒𝑤 )=(𝜎 𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
computes 𝐺𝑒𝑛(𝐵𝑀𝑈
.
𝑀𝑈 , 𝜏𝑀𝑈 ) and generates a random number 𝑟

After that,

the DRM-AP further computes the pseudo password 𝑊 𝑛𝑒𝑤 =

𝑛𝑒𝑤
𝑛𝑒𝑤
𝐻(𝑃𝑊𝑀𝑈
∥ 𝑟 𝑛𝑒𝑤 ||𝐼𝐷𝑀𝑈 ||𝜎𝑀𝑈
) ,

𝑛𝑒𝑤
𝑜𝑙𝑑
𝑌𝑀𝑈
= 𝐾𝑀𝑈
⊕ 𝑊 𝑛𝑒𝑤 ,

𝑟 ∗∗ = 𝑟 𝑛𝑒𝑤 ⊕

𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤 )
𝐻(𝜎𝑀𝑈
∥ 𝐼𝐷𝑀𝑈 ) and 𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈
∥ 𝑟 𝑛𝑒𝑤 ∥ 𝜎𝑀𝑈
and updates the

20

𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
stored parameters 𝑌𝑀𝑈 , 𝑍𝑀𝑈 , 𝑟 ∗ and 𝜏𝑀𝑈 with 𝑌𝑀𝑈
, 𝑍𝑀𝑈
, 𝑟 ∗∗ and 𝜏𝑀𝑈
in

the mobile device, respectively.

3.3 The Security Weaknesses of Mishra et al.’s Scheme
In this section, we describe that Mishra et al.’s scheme has some drawbacks and
the detailed descriptions are shown as follows.

3.3.1 The Problem of User Anonymity
Although Mishra et al.’s scheme uses anonymous identity 𝐷𝐼𝐷𝑀𝑈 =
𝑆𝑦𝑚. 𝐸𝑛𝑐𝑋 (𝐼𝐷𝑀𝑈 ||𝑢) to hide 𝑀𝑈 ’s real identity 𝐼𝐷𝑀𝑈 , the anonymous identity
𝐷𝐼𝐷𝑀𝑈 is never changed in 𝑀𝑈’s future sessions. Just like every student has own
school identity and other people do not know someone’s real name, but others still can
follow the unchanged school identity to track the specific student. As you can see, in
step 1 of key authorization phase of Mishra et al.’s scheme, the log-in message (𝐷𝐼𝐷𝑀𝑈 ,
𝐷𝐼𝐷𝐷𝐶 , 𝐶1, 𝑇𝑀𝑈 ) is transmitted to 𝐿𝑆 via a public channel. Therefore, if an adversary
knows 𝐷𝐼𝐷𝑀𝑈 , he/she can track the usage history of the anonymous identity 𝐷𝐼𝐷𝑀𝑈 .

3.3.2 The Storage Problem of Digital Content and Content Key
In Mishra et al.’s scheme, the encrypted digital content 𝐷𝐶 and the content key
are stored in 𝐶𝑆 and 𝐿𝑆, respectively. Because 𝐶𝑆 and 𝐿𝑆 do not encrypt their
database and it might be a potential problem that the adversary attacks the server’s
database and steals the encrypted the digital content and content key seed. Then
adversary can easily access the encrypted digital content by using the corresponding
content key.
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3.4 Our Proposed Scheme for E-DRM
In this section, in order to overcome the shortcomings of Mishra et al.’s scheme,
we propose a novel biometrics-based authentication scheme for E-DRM system. The
proposed scheme used the same notations listed in Table 1 and comprised of four phases
(1) package phase, (2) registration phase, (3) authentication phase, and (4) password
and biometric change phase. The E-DRM system architecture has five roles: (i) digital
content author, (ii) package server, (iii) content server, (iv) license server, and (v)
mobile user.

3.4.1 Package Phase
When the author completed the digital content 𝐷𝐶, he/she delivers the digital
content to 𝑃𝑆 . Upon receiving 𝐷𝐶 from the author, 𝑃𝑆 encrypts the 𝐷𝐶 and
associates 𝐶𝐻 with the encrypted 𝐷𝐶. The flowchart of package phase of our scheme
is summarized in Fig 3.4.1. and the detailed descriptions of the packaging phase are
shown as follows:
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Package server
𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ,𝐶𝐻
𝐸(𝐷𝐶) = 𝑆𝑌𝑀𝐸𝑁𝐶 𝐾𝐸𝑌

𝐼𝐷𝐷𝐶

License server

𝐼𝐷𝐷𝐶 , 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶
Secure channel
Computes
𝐹 = 𝐻(𝐼𝐷𝐷𝐶 ∥ 𝑋1 )
Makes database
𝐼𝐷𝐷𝐶 𝑥

𝐾𝐸𝑌𝐼𝐷 𝐷𝐶

𝑥

𝐻(𝐼𝐷𝐷𝐶 1 ∥ 𝑋1 )

𝐾𝐸𝑌𝐼𝐷 𝐷𝐶

1

𝐻(𝐼𝐷𝐷𝐶 2 ∥ 𝑋1 )

𝐾𝐸𝑌𝐼𝐷 𝐷𝐶

2

….

Fig 3.4.1. Package phase of our improved E-DRM scheme

Step1. Upon receiving the digital content from author, the 𝑃𝑆 generates a random
key 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 and computes 𝐸(𝐷𝐶) = 𝑆𝑌𝑀. 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 (𝐷𝐶). Moreover, the 𝑃𝑆
associates a content header 𝐶𝐻 for each corresponding digital content, where the
content header 𝐶𝐻 includes 𝑃𝑆 signature and encrypted digital content
information.
Step2. Once the digital content packaging is completed, 𝑃𝑆 delivers the
encrypted digital content and its corresponding content header 𝐶𝐻 to content
server 𝐶𝑆. In addition, 𝑃𝑆 delivers the content key 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 and 𝐼𝐷𝐷𝐶 to 𝐿𝑆
via a secure channel.
Step3. Upon receiving the packaged content from 𝑃𝑆, 𝐶𝑆 uploads the encrypted
digital content on their media database and displays the content information or
content header on the website.
Step4. Upon receiving the key seed from 𝑃𝑆, 𝐿𝑆 securely stores the content key
and transmits the content key to the authorized users. Finally, 𝐿𝑆 computes 𝐹 =
𝐻(𝐼𝐷𝐷𝐶 ∥ 𝑋1 ) and stores 𝐹 and its corresponding 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 into database.
23

3.4.2 Registration Phase
Before the access of the digital content, 𝑀𝑈 first installs the application DRMAP in his or her mobile device. The registration phase of our scheme is summarized in
Fig 3.4.2. The detailed descriptions of registration phase are shown as follows:

Mobile user

License server

Inputs 𝐼𝐷𝑀𝑈 and 𝑃𝑊𝑀𝑈
Selects random number 𝑟
Imprints 𝐵𝑀𝑈
Computes
(σ𝑀𝑈 , 𝜏𝑀𝑈 ) = 𝐺𝑒𝑛(𝐵𝑀𝑈 )
𝑃𝑊𝐷 = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 ∥ σ𝑀𝑈 ∥ 𝑟)
𝐼𝐷𝑀𝑈 , 𝑃𝑊𝐷
Secure channel
Verifies 𝐼𝐷𝑀𝑈
Selects random number 𝑢
Computes
𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥ 𝑋2 )
𝑌𝑀𝑈 = 𝐾𝑀𝑈 ⊕ 𝑃𝑊𝐷
𝑘 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑋3 )
Stores 𝑢 and 𝑘
𝑌𝑀𝑈 , 𝑘
Secure channel
Stores 𝑌𝑀𝑈 , 𝑘 in the device
Computes
𝑟 ∗ = 𝑟⊕𝐻(σ𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
𝑍𝑀𝑈 = 𝐻(𝑃𝑊𝑀𝑈 ∥ σ𝑀𝑈 ∥ 𝑟)
Stores 𝑟 ∗ , 𝑍𝑀𝑈 , 𝜏𝑀𝑈 in the device
Fig 3.4.2. Registration phase of our improved E-DRM scheme

Step1. 𝑀𝑈 selects his/her favorite identity 𝐼𝐷𝑀𝑈 and password 𝑃𝑊𝑀𝑈 and
imprints his/her personal biometrics 𝐵𝑀𝑈 at the sensor of his/her mobile device.
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Then 𝑀𝑈 applies the 𝐺𝑒𝑛(. ) fuzzy generator function to produce the biometric
data key 𝐺𝑒𝑛(𝐵𝑀𝑈 )= (𝜎𝑀𝑈 , 𝜏𝑀𝑈 ). After that, 𝑀𝑈 generates a random number 𝑟
and computes 𝑃𝑊𝐷 = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 ∥ 𝜎𝑀𝑈 ∥ 𝑟) . Finally, 𝑀𝑈 sends the
registration request message (𝐼𝐷𝑀𝑈 , 𝑃𝑊𝐷) to 𝐿𝑆 via a secure channel.
Step2. Upon receiving the registration request from 𝑀𝑈, 𝐿𝑆 verifies 𝐼𝐷𝑀𝑈 is
valid or not. If the verification is correct, 𝐿𝑆 generates a random number 𝑢 and
computes 𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥ 𝑋2 ), 𝑌𝑀𝑈 = 𝐾𝑀𝑈 ⊕ 𝑃𝑊𝐷 and 𝑘 = 𝐻(𝐼𝐷𝑀𝑈 ∥
𝑋3 ). Finally, 𝐿𝑆 stores 𝑘 and 𝑢 and sends 𝑌𝑀𝑈 and 𝑘 to 𝑀𝑈 via a secure
channel.
Step3. After receiving the response message from 𝐿𝑆, 𝑀𝑈 stores 𝑌𝑀𝑈 and 𝑘 in
his/her mobile device and computes 𝑟 ∗ = 𝑟 ⊕ 𝐻(𝜎𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 ) and 𝑍𝑀𝑈 =
𝐻(𝑃𝑊𝑀𝑈 ∥ 𝜎𝑀𝑈 ∥ 𝑟). In addition, 𝑀𝑈 stores 𝜏𝑀𝑈 , 𝑟 ∗ and 𝑍𝑀𝑈 into his/her
mobile device. At the end, 𝑀𝑈’s mobile device has five values 𝑌𝑀𝑈 , 𝑘, 𝑟 ∗ , 𝑍𝑀𝑈
and 𝜏𝑀𝑈 .

3.4.3 Authentication Phase
In order to access the 𝐷𝐶 on user’s mobile device, the mobile user must download
the 𝐷𝐶 form the content server and own the corresponding content key to access the
𝐷𝐶. To acquire the license, a registered user first needs to establish the authorized
session with the license server 𝐿𝑆. Once the user’s verification holds, 𝐿𝑆 issues the
content key and the flowchart of content key acquisition phase of our scheme is
summarized in Fig 3.4.3. The detailed descriptions of this phase are given as follows:
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Mobile user

License server

Input 𝐼𝐷𝑀𝑈 and 𝑃𝑊𝑀𝑈
′
Imprints 𝐵𝑀𝑈

Computes
′
σ′𝑀𝑈 = 𝑅𝑒𝑝(𝐵𝑀𝑈
, 𝜏𝑀𝑈 )

𝑟 ′ = 𝑟 ∗ ⊕𝐻(σ′𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
′
𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ′ ∥ σ′𝑀𝑈 )
′
Verifies 𝑍𝑀𝑈
=? 𝑍𝑀𝑈

Computes
𝑃𝑊𝐷′ = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ′ ∥ 𝐼𝐷𝑀𝑈 ∥ σ′𝑀𝑈 )
′
𝐾𝑀𝑈
= 𝑌𝑀𝑈 ⊕ 𝑃𝑊𝐷 ′
′
𝐷𝐼𝐷𝑀𝑈 = 𝐼𝐷𝑀𝑈 ⊕ 𝐻(𝐾𝑀𝑈
∥ 𝑘)
′
𝐷 = 𝐻(𝐾𝑀𝑈
∥ 𝑇𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )

𝐷𝐼𝐷𝐷𝐶 = 𝐼𝐷𝐷𝐶 ⊕ 𝐷
′
𝐶1 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝑇𝑀𝑈 ∥ 𝐾𝑀𝑈
)

(𝐷𝐼𝐷𝑀𝑈 , 𝐷𝐼𝐷𝐷𝐶 , 𝐶1 , 𝑇𝑀𝑈 )
′
Verifies |𝑇𝑀𝑈
− 𝑇𝑀𝑈 |< ∆𝑇 and computes

𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥ 𝑋2 )
𝐼𝐷𝑀𝑈 = 𝐷𝐼𝐷𝑀𝑈 ⊕ 𝐻(𝐾𝑀𝑈 ∥ 𝑘)
𝐷 = 𝐻(𝐾𝑀𝑈 ∥ 𝑇𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
𝐼𝐷𝐷𝐶 = 𝐷𝐼𝐷𝐷𝐶 ⊕ 𝐷
Verifies 𝐶1 =? 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝑇𝑀𝑈 ∥ 𝐾𝑀𝑈 )

Selects the new random number 𝑢𝑛𝑒𝑤
𝑛𝑒𝑤
Computes 𝐾𝑀𝑈
= 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢𝑛𝑒𝑤 ∥ 𝑋2 )
𝑛𝑒𝑤
𝑁 = 𝐾𝑀𝑈
⊕ 𝐻(𝑘 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝐿𝑆 )

𝐶2 = 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ⊕ 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝑇𝑀𝑈 )
𝑛𝑒𝑤
𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝐾𝑀𝑈
𝐶3 = 𝐻 (
)
∥ 𝑇𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶

(𝑁, 𝐶2 , 𝐶3 , 𝑇𝐿𝑆 )
Verifies
𝑛𝑒𝑤
𝐾𝑀𝑈

′
|𝑇𝑀𝑈

− 𝑇𝑀𝑈 |< ∆𝑇 and computes

= 𝑁 ⊕ 𝐻(𝑘 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝐿𝑆 )

𝐾𝐸𝑌′𝐼𝐷 𝐷𝐶 = 𝐶2 ⊕ 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝑇𝑀𝑈 )
𝑛𝑒𝑤
Verifies 𝐶3 =? 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝐾𝑀𝑈 ∥ 𝐾𝑀𝑈
∥ 𝑇𝑀𝑈 ∥ 𝑇𝐿𝑆 ∥ 𝐾𝐸𝑌′𝐼𝐷 𝐷𝐶 )
𝑛𝑒𝑤
Stores 𝐾𝐸𝑌′𝐼𝐷 𝐷𝐶 and replaces 𝐾𝑀𝑈 with 𝐾𝑀𝑈

Fig 3.4.3. Authentication phase of our improved E-DRM scheme
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Step 1. 𝑀𝑈 inputs the identity 𝐼𝐷𝑀𝑈 and the password 𝑃𝑊𝑀𝑈 in the mobile
′
device and imprints his/her personal biometrics 𝐵𝑀𝑈
at the sensor of 𝑀𝑈 ’s
′ )
mobile device. Then DRM-AP uses 𝑅𝑒𝑛(𝐵𝑀𝑈
fuzzy extractor function and
′
′
𝜏𝑀𝑈 in the mobile device to compute 𝑅𝑒𝑝(𝐵𝑀𝑈
, 𝜏𝑀𝑈 )= 𝜎𝑀𝑈
. Moreover, the
′
′
DRM-AP computes 𝑟 ′ = 𝑟 ∗ ⊕ 𝐻(𝜎𝑀𝑈
∥ 𝐼𝐷𝑀𝑈 ) and 𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝑟 ′ ∥
′ )
′
𝜎𝑀𝑈
and checks the equation 𝑍𝑀𝑈
= 𝑍𝑀𝑈 holds or not. If it does not hold, the

password and biometrics verification fails and the session is terminated. Otherwise,
for 𝑀𝑈 who wants to access the selected digital content 𝐷𝐶 , the DRM-AP
computes

∗
𝑃𝑊𝐷′ = 𝐻(𝑃𝑊𝑀𝑈 ||𝐼𝐷𝑀𝑈 ||𝜎𝑀𝑈
||𝑟′) ,

𝐷𝐼𝐷𝑀𝑈 = 𝐼𝐷𝑀𝑈 ⊕ 𝐻(𝐾′𝑀𝑈 ∥ 𝑘)

,

′
𝐾𝑀𝑈
= 𝑌𝑀𝑈 ⊕ 𝑃𝑊𝐷′ ,

′
𝐷 = 𝐻(𝐾𝑀𝑈
||𝑇𝑀𝑈 ||𝐼𝐷𝑀𝑈 )

and

𝐷𝐼𝐷𝐷𝐶 = 𝐼𝐷𝐷𝐶 ⊕ 𝐷, where 𝑇𝑀𝑈 is the current timestamp generated by DRM-AP.
′
After that, the DRM-AP computes 𝐶1 = 𝐻(𝐼𝐷𝑀𝑈 |𝐼𝐷𝐷𝐶 ||𝑇𝑀𝑈 ||𝐾𝑀𝑈
) and sends

the log-in message (𝐷𝐼𝐷′𝑀𝑈 , 𝐷𝐼𝐷𝐷𝐶 , 𝐶1, 𝑇𝑀𝑈 ) to 𝐿𝑆 via the public channel.
′
Step 2. Upon receiving the message (𝐷𝐼𝐷𝑀𝑈 , 𝐷𝐼𝐷𝐷𝐶 , 𝐶1, 𝑇𝑀𝑈 ) at time 𝑇𝑀𝑈
,

𝐿𝑆 verifies the time delay in message transmission by checking the condition
′
| 𝑇𝑀𝑈
– 𝑇𝑀𝑈 | < ∆T holds or not. If it holds, 𝐿𝑆 computes 𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥

𝑋2 )

,

𝐼𝐷𝑀𝑈 = 𝐷𝐼𝐷𝑀𝑈 ⊕ 𝐻(𝐾𝑀𝑈 ∥ 𝑘)

and 𝐼𝐷𝐷𝐶 = 𝐷𝐼𝐷𝐷𝐶 ⊕ 𝐷

,

𝐷 = 𝐻(𝐾𝑀𝑈 ||𝑇𝑀𝑈 ||𝐼𝐷𝑀𝑈 )

,

and verifies the condition 𝐶1 = 𝐻 ( 𝐼𝐷𝑀𝑈

|𝐼𝐷𝐷𝐶 ||𝑇𝑀𝑈 ||𝐾𝑀𝑈 ) holds or not. If the verification holds, 𝐿𝑆 selects the new
𝑛𝑒𝑤
random number 𝑢𝑛𝑒𝑤 and computes 𝐾𝑀𝑈
= 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢𝑛𝑒𝑤 ∥ 𝑋2 ), 𝑁 = 𝐾𝑛𝑒𝑤
𝑀𝑈 ⊕

𝐻(𝑘||𝐾𝑀𝑈 ||𝑇𝐿𝑆 ) ,

𝐶2 = 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ⊕ 𝐻 (𝐼𝐷𝑀𝑈 || 𝐾𝑀𝑈 || 𝑇𝐿𝑆 || 𝑇𝑀𝑈 ) and 𝐶3 =

𝐻(𝐼𝐷𝑀𝑈 || 𝐾𝑀𝑈 ∥ 𝐾𝑛𝑒𝑤
𝑀𝑈 || 𝑇𝑀𝑈 || 𝑇𝐿𝑆 || 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ). Finally, 𝐿𝑆 sends the response
message (𝑁, 𝐶2, 𝐶3, 𝑇𝐿𝑆 ) to 𝑀𝑈.
′
Step 3. Upon receiving the message (𝑁, 𝐶2, 𝐶3, 𝑇𝐿𝑆 ) at time 𝑇𝐿𝑆
, 𝑀𝑈 checks
′
the condition |𝑇𝐿𝑆
–𝑇𝐿𝑆 | < ∆T holds or not. If the time delay is valid, 𝑀𝑈
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computes

𝑛𝑒𝑤
𝐾𝑀𝑈
= 𝑁 ⊕ 𝐻(𝑘||𝐾𝑀𝑈 ||𝑇𝐿𝑆 )

𝐻 (𝐼𝐷𝑀𝑈 || 𝐾𝑀𝑈 || 𝑇𝐿𝑆 || 𝑇𝑀𝑈 )

and

and

𝐾𝐸𝑌′𝐼𝐷𝐷𝐶

verifies

the

=
equation

𝐶2

⊕
𝐶3 =

𝐻(𝐼𝐷𝑀𝑈 ||𝐾𝑀𝑈 ||𝐾𝑛𝑒𝑤
||𝑇𝑀𝑈 ||𝑇𝐿𝑆 ||𝐾𝐸𝑌′𝐼𝐷𝐷𝐶 ) holds or not. If it does not hold, the
𝑀𝑈
session is terminated. Otherwise, it means the content key is authenticated. Finally,
𝑀𝑈 uses the content key 𝐾𝐸𝑌′𝐼𝐷𝐷𝐶 to access the encrypted digital content and
𝑛𝑒𝑤
replaces 𝐾𝑀𝑈 with 𝐾𝑀𝑈
.

3.4.4 Password and biometric change phase
In this phase, the mobile user can change his/her password and personal biometrics
without contacting the license server. The password and biometric change phase of our
proposed scheme is summarized in Fig 3.4.4. The description of this phase is given in
the following:

𝑜𝑙𝑑
Step 1. 𝑀𝑈 inputs the identity 𝐼𝐷𝑀𝑈 and the original password 𝑃𝑊𝑀𝑈
in
𝑜𝑙𝑑
device and imprints the original personal biometrics 𝐵𝑀𝑈
at the sensor of mobile

device. 𝑀𝑈 uses the biometric fuzzy extractor function and the element value
𝑜𝑙𝑑
𝑜𝑙𝑑
𝜏𝑀𝑈 which is stored in the device to computes 𝑅𝑒𝑝(𝐵𝑀𝑈
, 𝜏𝑀𝑈 )= 𝜎𝑀𝑈
. After that,
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑜𝑙𝑑
the DRM-AP computes 𝑟 𝑜𝑙𝑑 = 𝑟 ∗ ⊕ 𝐻(𝜎𝑀𝑈
∥ 𝐼𝐷𝑀𝑈 ) and 𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈
∥
𝑜𝑙𝑑
𝑜𝑙𝑑
𝜎𝑀𝑈
∥ 𝑟 𝑜𝑙𝑑 ) and checks whether the condition 𝑍𝑀𝑈
=? 𝑍𝑀𝑈 holds or not. If it is
𝑜𝑙𝑑
𝑜𝑙𝑑
valid, the DRM-AP computes 𝑃𝑊𝐷𝑜𝑙𝑑 =𝐻(𝑃𝑊𝑀𝑈
∥ 𝑟 𝑜𝑙𝑑 ||𝐼𝐷𝑀𝑈 ||𝜎𝑀𝑈
) and

𝐾𝑀𝑈 = 𝑌𝑀𝑈 ⊕ 𝑃𝑊𝐷𝑜𝑙𝑑 .
𝑛𝑒𝑤
Step 2. 𝑀𝑈 inputs his/her new password 𝑃𝑊𝑀𝑈
in device and imprints the
𝑛𝑒𝑤
new personal biometrics 𝐵𝑀𝑈
at the sensor of his/her mobile device. The DRM𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
AP uses biometric fuzzy extractor function 𝐺𝑒𝑛(𝐵𝑀𝑈
) to obtain (𝜎𝑀𝑈
, 𝜏𝑀𝑈
)

and generates a random number 𝑟 𝑛𝑒𝑤 . After that, 𝑀𝑈 computes 𝑃𝑊𝐷𝑛𝑒𝑤 =
28

𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
𝐻(𝑃𝑊𝑀𝑈
||𝐼𝐷𝑀𝑈 ||𝜎𝑀𝑈
∥ 𝑟 𝑛𝑒𝑤 ) and 𝑌𝑀𝑈
= 𝐾𝑀𝑈 ⊕ 𝑃𝑊𝐷𝑛𝑒𝑤 . In addition,
𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
DRM-AP computes 𝑟 ∗∗ = 𝑟 𝑛𝑒𝑤 ⊕ 𝐻(𝜎𝑀𝑈
∥ 𝐼𝐷𝑀𝑈 ) and 𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈
∥
𝑛𝑒𝑤
𝜎𝑀𝑈
∥ 𝑟 𝑛𝑒𝑤 ). Finally, 𝑀𝑈 replaces the stored parameters 𝑌𝑀𝑈 , 𝑍𝑀𝑈 , 𝑟 ∗ and
𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
𝜏𝑀𝑈 with 𝑌𝑀𝑈
, 𝑍𝑀𝑈
, 𝑟 ∗∗ and 𝜏𝑀𝑈
in the mobile device, respectively.

Mobile user
Input 𝐼𝐷𝑀𝑈 and

DRM-AP

𝑜𝑙𝑑
𝑃𝑊𝑀𝑈

𝑜𝑙𝑑
Imprints 𝐵𝑀𝑈
𝑜𝑙𝑑
Computesσ𝑜𝑙𝑑
𝑀𝑈 = 𝑅𝑒𝑝(𝐵𝑀𝑈 , 𝜏𝑀𝑈 )
𝑟 𝑜𝑙𝑑 = 𝑟 ∗ ⊕𝐻(σ𝑜𝑙𝑑
𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈
∥ σ𝑜𝑙𝑑
)
𝑀𝑈 ∥ 𝑟
𝑜𝑙𝑑
Verifies 𝑍𝑀𝑈
=? 𝑍𝑀𝑈
Computes
𝑜𝑙𝑑
𝑜𝑙𝑑
𝑃𝑊𝐷𝑜𝑙𝑑 = 𝐻(𝑃𝑊𝑀𝑈
∥ 𝐼𝐷𝑀𝑈 ∥ σ𝑜𝑙𝑑
)
𝑀𝑈 ∥ 𝑟

𝐾𝑀𝑈 = 𝑌𝑀𝑈 ⊕ 𝑃𝑊𝐷𝑜𝑙𝑑
𝑛𝑒𝑤
𝑛𝑒𝑤
Inputs 𝑃𝑊𝑀𝑈
, imprints 𝐵𝑀𝑈
𝑛𝑒𝑤
𝑛𝑒𝑤
(σ𝑛𝑒𝑤
𝑀𝑈 , 𝜏𝑀𝑈 ) = 𝐺𝑒𝑛(𝐵𝑀𝑈 )
𝑛𝑒𝑤
𝑛𝑒𝑤 )
𝑃𝑊𝐷𝑛𝑒𝑤 = 𝐻(𝑃𝑊𝑀𝑈
∥ 𝐼𝐷𝑀𝑈 ∥ σ𝑛𝑒𝑤
𝑀𝑈 ∥ 𝑟
𝑛𝑒𝑤
𝑌𝑀𝑈
= 𝐾𝑀𝑈 ⊕ 𝑃𝑊𝐷𝑛𝑒𝑤
𝑟 ∗∗ = 𝑟 𝑛𝑒𝑤 ⊕𝐻(σ𝑛𝑒𝑤
𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 )
𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
𝑍𝑀𝑈
= 𝐻(𝑃𝑊𝑀𝑈
∥ σ𝑛𝑒𝑤
)
𝑀𝑈 ∥ 𝑟
Replaces 𝑌𝑀𝑈 , 𝑍𝑀𝑈 , 𝑟 ′ and 𝜏𝑀𝑈 with
𝑛𝑒𝑤
𝑛𝑒𝑤
𝑛𝑒𝑤
𝑌𝑀𝑈
, 𝑍𝑀𝑈
, 𝑟 ∗∗ and 𝜏𝑀𝑈
in the device

Fig 3.4.4. Password change phase of our improved E-DRM scheme

3.5 Analyses of Our Improved E-DRM Scheme
In this section, we first analyze security of the proposed scheme in Section 5.1 and
compare it with other related schemes in terms of performance in Section 5.2.

3.5.1 Security Analysis
In this subsection, we show that the proposed scheme satisfies security
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requirements which not only overcome weaknesses of Mishra et al.’s scheme but also
discuss previous papers did not satisfy these requirements [7-9, 26].

i. User Anonymity
In the proposed scheme, the registration phase license server provides 𝑘 =
𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑋3 ) to mobile user via the secure channel and stores 𝑘 . In
′
authentication phase, 𝑀𝑈 computes 𝐷𝐼𝐷𝑀𝑈 = 𝐼𝐷𝑀𝑈 ⊕ 𝐻(𝐾𝑀𝑈
||𝑘). After 𝐿𝑆

receives the authentication request message and checks 𝑀𝑈 ’s identity, 𝐿𝑆
chooses the new random number 𝑢𝑛𝑒𝑤 each authorization. An adversary cannot
steal 𝐼𝐷𝑀𝑈 from 𝐷𝐼𝐷𝑀𝑈 due to the mobile user’s identity 𝐼𝐷𝑀𝑈 is masked with
the secret value 𝑘 and 𝐾𝑀𝑈 by license server. Only user and license server know
the secret value 𝑘 and 𝐾𝑀𝑈 . Moreover, an adversary cannot trace 𝑈𝑖 ’s identity
because the value 𝐾𝑀𝑈 is always change for each communication. Therefore, the
adversary cannot be linked between the mobile user and his/her real identity.

ii. Stolen Digital Content Encryption Key Attack
In the proposed scheme, the digital content author completes the digital
content transfer to the package server and the package server package server
encrypts the digital content and sends encryption key to the license server. The
license server encrypts the digital content’s identity 𝐼𝐷𝐷𝐶 by using its secret key
and the database stores the encrypted digital content’s identity 𝐼𝐷𝐷𝐶 and its
corresponding encryption key 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 . Therefore, we assume that an adversary
knows 𝐼𝐷𝐷𝐶 , he/she cannot retrieve the encryption key. This shows that the
proposed scheme provides the protection of digital content storage.
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iii. Stolen Mobile Device Attack
If an adversary steals the user’s mobile device, the adversary can retrieve the
stored values 𝑘, 𝑌𝑀𝑈 and 𝑍𝑀𝑈 from the stolen mobile device. However, in the
proposed scheme, an adversary cannot know mobile user’s identity because 𝐼𝐷𝑀𝑈
did not store in user’s mobile. In addition, due to the user’s identity 𝐼𝐷𝑀𝑈 and
password 𝑃𝑊𝑀𝑈 are not store in his/her mobile device, it is difficult to compute
the user’s secret parameters 𝐾𝑀𝑈 from 𝑌𝑀𝑈 , where 𝑌𝑀𝑈 = 𝐾𝑀𝑈 ⊕ 𝑃𝑊𝐷 and
𝑃𝑊𝐷 = 𝐻(𝑃𝑊𝑀𝑈 ∥ 𝐼𝐷𝑀𝑈 ∥ 𝜎𝑀𝑈 ∥ 𝑟). Moreover, the value 𝜎𝑀𝑈 is generated by
mobile user’s biometric. Therefore, an adversary cannot obtain the user’s secret
value 𝐾𝑀𝑈 and the proposed scheme can prevent an adversary to maliciously
obtain any useful information from the stolen mobile device.

iv. Mutual Authentication
In authentication phase of the proposed scheme, the mobile user computes
𝐷𝐼𝐷′ 𝑀𝑈 by using the secret value 𝑘 from license server. To achieve the property
of mutual authentication between the user 𝑀𝑈 and the license server, the mobile
user

and

the

license

server

verifies

the

validity

of

𝐶1 =

𝑛𝑒𝑤
′
𝐻(𝐼𝐷𝑀𝑈 |𝐼𝐷𝐷𝐶 ||𝑇𝑀𝑈 ||𝐾𝑀𝑈
) and 𝐶3 = 𝐻(𝐼𝐷𝑀𝑈 || 𝐾𝑀𝑈 ||𝐾𝑀𝑈
|| 𝑇𝑀𝑈 || 𝑇𝐿𝑆

||𝐾𝐸𝑌′𝐼𝐷𝐷𝐶 ), respectively. In order to compute 𝐶1 and 𝐶3 , the mobile user’s real
identity 𝐼𝐷𝑀𝑈 and secret value 𝐾𝑀𝑈 are needed and these two parameters are
only known by the mobile user and the license server. As a result, only legitimate
mobile user and the license server can compute 𝐶1 and 𝐶3 and the license server
can verify the validity of mobile user’s identity. Finally, the property of mutual
authentication is provided in our proposed scheme.
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v. Off-line Password-guessing Attack
For this attack, an adversary may collect the values 𝐶1 and 𝐶3 to derive the
user’s password in off-line manner. However, in order to derive the guessed
password, the DRM-AP must know the mobile user’s real identity 𝐼𝐷𝑀𝑈 and the
secret value 𝐾𝑀𝑈 , where 𝐾𝑀𝑈 = 𝐻(𝐼𝐷𝑀𝑈 ∥ 𝑢 ∥ 𝑋2 ) is computed by license
′
server and 𝐾𝑀𝑈
= 𝑌𝑀𝑈 ⊕ 𝑃𝑊𝐷′ is computed by mobile user. Next, only

legitimate mobile user can use 𝜎𝑀𝑈 and 𝐵𝑀𝑈 to compute 𝑃𝑊𝐷 = 𝐻(𝑃𝑊𝑀𝑈 ∥
𝐼𝐷𝑀𝑈 ∥ 𝜎𝑀𝑈 ∥ 𝑟) and the mobile user’s identity 𝐼𝐷𝑀𝑈 is masked with the secret
value 𝑘 and 𝐾𝑀𝑈 . Thus the adversary cannot obtain 𝐼𝐷𝑀𝑈 . In addition, only the
legitimate mobile user can imprint correct 𝐵𝑀𝑈 . Therefore, the proposed scheme is
secure against the off-line password-guessing attack.

3.5.2Performance Evaluation
In this subsection, we present the comparisons of computational cost during
the authentication phase between the proposed scheme and other related works [79, 26]. For the convenience of evaluating the computational cost, we introduce
some notations as follows:
𝑇ℎ means the time complexity for computation of a one-way hash function 𝐻(. ).
𝑇𝑠𝑦𝑚 means the time complexity for computation of a symmetric encryption or
symmetric decryption.
𝑇𝑝𝑢𝑏 means the time complexity for computation of a public key encryption or
public key decryption.
𝑇𝑏𝑖 means the time complexity for computation of a biometric fuzzy extractor
function (𝐺𝑒𝑛(. ) or 𝑅𝑒𝑝(. )).
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Compared with these computations, 𝑇𝑝𝑢𝑏 is the most heavyweight
operation as compared with other operations like 𝑇𝑠𝑦𝑚 , 𝑇𝑏𝑖 and 𝑇ℎ . As shown in
Table 3.6.1., we can see that the proposed scheme requires less number of 𝑇𝑠𝑦𝑚
and our scheme and Mishra et al.’s scheme have the same computational cost on
the operations of 𝑇𝑝𝑢𝑏 and 𝑇𝑏𝑖 which is more secure than Mishra et al.’s scheme.

Table 3.6.1. Performance comparisons of E-DRM scheme
Scheme
Chang et al. [8]

Chang et al. [7]

Mishra et al. [26]

The proposed

Phase

Mobile user

Server

Total

Package

-

𝑇𝑠𝑦𝑚 + 5𝑇𝑝𝑢𝑏

(6|𝐹(. )| + 4)𝑇ℎ

Registration

-

-

+ 2𝑇𝑠𝑦𝑚 + 7𝑇𝑝𝑢𝑏

Authorization

(3|𝐹(. )| +

(3|𝐹(. )| + 2)𝑇ℎ

2)𝑇ℎ +𝑇𝑠𝑦𝑚

+ 2𝑇𝑝𝑢𝑏

Package

-

𝑇𝑠𝑦𝑚 + 6𝑇𝑝𝑢𝑏

14𝑇ℎ + 2𝑇𝑠𝑦𝑚

Registration

-

2 𝑇ℎ

+ 6𝑇𝑝𝑢𝑏

Authorization

4𝑇ℎ + 𝑇𝑠𝑦𝑚

8 𝑇ℎ

Package

-

𝑇𝑠𝑦𝑚 + 2𝑇𝑝𝑢𝑏

16𝑇ℎ + 4𝑇𝑠𝑦𝑚

Registration

𝑇𝑏𝑖 + 3𝑇ℎ

𝑇ℎ + 𝑇𝑠𝑦𝑚

+ 2𝑇𝑝𝑢𝑏 + 2𝑇𝑏𝑖

Authorization

𝑇𝑏𝑖 +7𝑇ℎ + 𝑇𝑠𝑦𝑚

5𝑇ℎ + 𝑇𝑠𝑦𝑚

Package

-

𝑇ℎ + 𝑇𝑠𝑦𝑚 + 2𝑇𝑝𝑢𝑏

22𝑇ℎ + 𝑇𝑠𝑦𝑚

Registration

𝑇𝑏𝑖 + 3𝑇ℎ

2𝑇ℎ

+ 2𝑇𝑝𝑢𝑏 + 2𝑇𝑏𝑖

Authorization

𝑇𝑏𝑖 +8𝑇ℎ

9𝑇ℎ
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Chapter 4 A Biometric-Based Authentication Scheme for DRM
Due to the rapid development of computer technologies, many traditional
contents have been digitized, adding to the immensity of digital contents. Through the
Internet, various digital contents can be accessed and spread all over the world within
the snap of a finger. However, such amazing swiftness and convenience have also
brought various kinds of data security, privacy and copyright protection issues. Digital
rights management (DRM) systems are access control technologies used to restrict the
use, modification, and distribution of protected digital contents. The success of a DRM
system relies heavily on a good user authentication mechanism, and user identity
verification through biometric information check is a great idea in that the biological
characteristics are unique to each user and that such a mechanism releases the user of
the trouble of keeping the login info safe from being stolen or mistaken or forgotten.
On the other hand, in response to modern people’s prevalent use of mobile devices,
DRM systems should also support mobile digital content access. In this paper, we shall
propose a novel biometric-based authentication and anonymity scheme for DRM
system. To develop our new scheme, we have carefully studied Jung et al.'s scheme, a
biometric-based protocol whose architecture is similar to that of a DRM system but not
quite the same, and modified it to fit the requirements of a DRM system environment.
Our correctness check, security analysis, and performance evaluation have proved the
superiority of our new scheme over related schemes.

4.1 Introduction
4.1.1 Background
As a result of the advancement of computer technologies, more and more
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traditional contents originally in their physical, analog, or broadcast forms such as paper
documents or photos, compact cassettes, videotapes and a lot more have been converted
into digital contents. In the meanwhile, the booming development of the Internet has
connected exponentially growing numbers of people together and made it extremely
easy and fast to spread all kinds of data around. In fact, legal access to copyrighted
digital contents over the Internet is a swelling market because more and more people
are now in the habit of getting informed and entertained online [13-14, 17, 23-25].
In fact, nowadays digital contents are way too easy to spread and to obtain on the
Internet than they should. In many countries around the world, unauthorized
downloading of copyrighted digital contents is a serious problem, causing great losses
to the authors and legitimate owners. Therefore, the enforcement of copyright
protection of digital contents is very important, and the development of an ideal digital
rights management (DRM) system is essential so it can be guaranteed that only
copyright owners or authorized users have access to the copyrighted digital media [57, 19-20, 27-32].

4.1.2 Related Works
In recent years, the topic of digital rights management has received a lot of
attention, and many researchers have designed and offered their schemes in the hope of
helping construct handy, practical digital rights management systems. In 2008, Chen
proposed a secure and traceable E-DRM system based on mobile device [9], which is
the first DRM authentication scheme to use biometric verification. In 2010, Chang et
al. found some weaknesses in Chen’s scheme, pointing out that an attacker could easily
steal the digital content by using an intercepted key and that the mobile user would not
be able to tell if anything had been tampered [8]. As an improved version of Chen’s
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scheme, Chang et al. proposed an efficient and reliable E-DRM protocol, which is also
a DRM authentication scheme based on biometric verification for mobile environments.
However, in 2013, Chang et al. pointed out that Chang et al.’s 2010 scheme was actually
vulnerable to the stolen device attack and that the mobile user could not change
passwords or biometric data on the mobile device [7]. To solve these problems, Chang
et al. proposed a practical secure and efficient enterprise digital rights management
mechanism suitable for mobile environment. In 2015, Mishra et al. showed that Chang
et al.’ s 2013 scheme was weak against the off-line password-guessing attack and the
insider attack; to mend these security flaws, Mishra et al. proposed an anonymous and
secure biometric-based enterprise digital rights management system for mobile
environment [26].
Other than those schemes mentioned above that are especially designed for DRM
systems, there are also authentication protocols to be applied in different systems that
have a similar architecture to that of a DRM system. For example, Jung et al.’s scheme
is designed for the integrated EPR information system [16], but the architecture of the
scheme is quite applicable to the DRM system environment. Therefore, in this paper
we shall review and cryptanalyze Jung et al.’s scheme and then offer our new scheme,
which is a modified version of Jung et al.’s scheme especially for the DRM system.

4.2 Review and Cryptanalysis of Jung et al.’s Scheme
In this section, we review and cryptanalyze Jung et al.’s scheme [16]. Table 4.2.1.
is a list of the notations used both in Jung et al.’s scheme and in our new scheme. Please
note that Jung et al.’s scheme is especially designed for the integrated electronic patient
records (EPR) information system, where patients’ medical records are stored in cloud
and only legally certified doctors or nurses can access the data. Since the architecture
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of the EPR information system is similar to that of the DRM system, the basic structure
of Jung et al.’s scheme is quite applicable to an authentication protocol for the DRM
system. Jung et al.’s scheme has three phases, which are (1) the user registration phase,
(2) the login and authentication phase, and (3) the password change phase. In the
scheme, two roles are defined, which are: (1) the user (𝑈𝑖 ) and (2) the EPR information
system server (𝑆𝑗 ). Jung et al.'s scheme goes as follows.
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Table 4.2.1. Notations of the biometric-based scheme
Notation

Description

𝑈𝑖

The mobile user

𝑆𝑗

The EPR information system server (in Jung et al.’s scheme)

𝐿𝑆𝑗

The license server (in our scheme)

𝐼𝐷𝑖

The identity of 𝑈𝑖

𝑃𝑊𝑖

The password of 𝑈𝑖

𝐵𝑖

The biometric information of 𝑈𝑖

𝐾

The secret key of 𝑆𝑗

𝑥

The secret key of 𝐿𝑆𝑗

𝑟1

The random number generated by 𝑈𝑖

𝑟2

The random number generated by 𝑆𝑗

𝑇𝑙

The timestamp

ℎ(. )

One way hash function

𝐻(. )

Bio-hash function

∥

Concatenation operator

⊕

Bitwise XOR operator

4.2.1 User Registration Phase
In the user registration phase of Jung et al.’s scheme, the mobile user must provide
a unique identity, a password and some biometric data on a registration request. Then,
the user sends the registration request to the EPR information system server. Below are
the details of Jung et al.’s registration phase.

Step 1: 𝑈𝑖 inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖 and imprints 𝐵𝑖 on his or her mobile device.
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Then, 𝑈𝑖 computes 𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )) and sends the registration
request 〈𝐼𝐷𝑖 , 𝑅𝑃𝑊𝑖 〉 to 𝑆𝑗 via a secure channel.

Step 2: Upon receiving the message, 𝑆𝑗 verifies the user’s identity. If it is valid,
𝑆𝑗 computes 𝑁 = ℎ(𝐼𝐷𝑖 ∥ 𝑅𝑃𝑊𝑖 ) and 𝑣 = 𝑁 ⊕ 𝐾 , where 𝐾 is 𝑆𝑗 ’s secret
key. Then 𝑆𝑗 issues a smart card with (𝑣, 𝐻(. ), ℎ(. )) in it to 𝑈𝑖 via a secure
channel.

Step3: Upon receiving the smart card, 𝑈𝑖 computes 𝑒 = ℎ(𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )).
Finally, 𝑈𝑖 inputs 𝑒 into the smart card. Now the smart card stores
(𝑣, 𝐻(. ), ℎ(. ), 𝑒).

4.2.2 Login and Authentication Phase
In this phase, 𝑈𝑖 establishes a common session key with 𝑆𝑗 , and the two parties
perform mutual authentication through a public channel. Jung et al.’s login and
authentication phase goes as follows:

Step1: First, 𝑈𝑖 inserts the smart card, inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖 , and imprints 𝐵𝑖 .
Then, 𝑈𝑖 computes 𝑒′ = ℎ(𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )) and verifies whether 𝑒′ and 𝑒
are equal. If the verification fails, this session is terminated. Otherwise, 𝑈𝑖
chooses a random number 𝑟1 and computes 𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )), 𝑁 =
ℎ(𝐼𝐷𝑖 ∥ 𝑅𝑃𝑊𝑖 ), 𝐷𝐼𝐷𝑖 = 𝐼𝐷𝑖 ⊕ 𝑁 , 𝐶1 = 𝐼𝐷𝑖 ⊕ 𝑟1 , and 𝐶2 = ℎ(𝐼𝐷𝑖 ∥ 𝑁 ∥ 𝑟1 ).
Then 𝑈𝑖 sends the authentication request 〈𝐷𝐼𝐷𝑖 , 𝑣, 𝐶1 , 𝐶2 〉 to 𝑆𝑗 via an insecure
channel.
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Step2: Upon receiving the message, 𝑆𝑗 computes 𝑟 ′1 = 𝐶1 ⊕ 𝐼𝐷𝑖′ , 𝐶 ′ 2 =
ℎ(𝐼𝐷′ 𝑖 ∥ 𝑣 ⊕ 𝐾 ∥ 𝑟 ′1 ) . 𝑆𝑗 verifies whether 𝐶 ′ 2 = 𝐶2 . If 𝐶 ′ 2 passes the
verification, 𝑆𝑗 chooses a random number 𝑟2 and computes 𝑎 = 𝑟2 ⊕ ℎ(𝑟1′ ∥
C2′ ) and 𝑏 = ℎ(C2′ ∥ 𝑟2 ∥ 𝑟1′ ). Finally, 𝑆𝑗 sends 〈𝑎, 𝑏〉 to 𝑈𝑖 via an insecure
channel.

Step3: Upon receiving the message, 𝑈𝑖 computes 𝑟′2 = 𝑎 ⊕ ℎ(𝑟1 ∥ 𝐶2 ) and
𝑏 ′ = ℎ(𝐶2 ∥ 𝑟2′ ∥ 𝑟1 ) . Then 𝑈𝑖 verifies whether 𝑏 ′ = 𝑏 . If 𝑏 ′ passes the
verification, 𝑆𝑗 is authenticated. 𝑈𝑖 computes 𝐶3 = ℎ(𝑟1 ∥ 𝑟2′ ∥ 𝐶2 ∥ ℎ(𝐼𝐷𝑖 ∥
𝑅𝑃𝑊𝑖 )) and sends it to 𝑆𝑗 via an insecure channel.

Step4: Upon receiving the message, 𝑆𝑗 computes 𝐶′3 = ℎ(𝑟1′ ∥ 𝑟2 ∥ 𝐶2′ ∥ 𝑣 ⊕
𝐾) and verifies whether 𝐶′3 = 𝐶3 . If 𝐶′3 passes the verification, 𝑈𝑖 is
authenticated. 𝑆𝑗 computes a session key 𝑆𝐾𝑈𝑖 ,𝑆𝑗 = ℎ(𝑟1′ ∥ 𝑟2 ∥ 𝑎 ∥ 𝑏 ∥ 𝐼𝐷𝑖′ ) ,
and 𝑈𝑖 also computes 𝑆𝐾𝑈𝑖 ,𝑆𝑗 = ℎ(𝑟1 ∥ 𝑟 ′ 2 ∥ 𝑎 ∥ 𝑏 ∥ 𝐼𝐷𝑖 ) . Then, 𝑈𝑖 and 𝑆𝑗
communicate by using 𝑆𝐾𝑈𝑖 ,𝑆𝑗 .

4.2.3 Password Change Phase
With a password change phase, Jung et al.’s scheme makes it possible for 𝑈𝑖 to
change passwords freely on the mobile device without having to be authenticated by
𝑆𝑗 prior to the password change. Below are the details of Jung et al.’s password change
phase.

Step1: 𝑈𝑖 inserts the smart card, inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖 , and then imprints 𝐵𝑖 .
Then, 𝑈𝑖 computes 𝑒′ = ℎ(𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )) and verifies whether 𝑒′ and
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𝑒 are equal. After passing the verification of 𝑒′, 𝑈𝑖 inputs a new password
𝑃𝑊𝑖𝑛𝑒𝑤 and computes 𝑒 𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖𝑛𝑒𝑤 ∥ 𝐻(𝐵𝑖 )). Finally, 𝑈𝑖 replaces
the current value 𝑒 with 𝑒 𝑛𝑒𝑤 . Now the password change phase is finished.

4.3 Cryptanalysis of Jung et al.’s Scheme
Here we will point out a couple of weaknesses of Jung et al.’s scheme we have
found. Below are the details.

4.3.1 Known Secret Key of Server
In Jung et al.’s scheme, the secret key of the EPR information system server can
be easily figured out by an outsider. In the registration phase, upon receiving
〈𝐼𝐷𝑖 , 𝑅𝑃𝑊𝑖 〉, the EPR information system server computes 𝑁 = ℎ(𝐼𝐷𝑖 ∥ 𝑅𝑃𝑊𝑖 ) and
𝑣 = 𝑁 ⊕ 𝐾, where 𝐾 is the secret key. After that, the server sends 〈𝑣, ℎ(. ), 𝐻(. )〉 to
the user, who stores the data. In the login and authentication phase, the user computes
an anonymous identity using 𝑁, where 𝑁 = ℎ(𝐼𝐷𝑖 ∥ 𝑅𝑃𝑊𝑖 ). In addition, 𝑣 is stored
in the smart card. Hence, the user can easily figure out the server’s secret key 𝐾 by
computing 𝐾 = 𝑁 ⊕ 𝑣.

4.3.2 User Anonymity Problem
In Jung et al.’s login phase, the log-in message includes 𝑈𝑖 ’s anonymous identity
𝐷𝐼𝐷𝑖 , where 𝐷𝐼𝐷𝑖 =𝐼𝐷𝑖 ⊕ 𝑁. However, since the anonymous identity 𝐷𝐼𝐷𝑖 stays the
same and is used in each login communication, an attacker who does not know the real
identity of the user can still trace the fixed 𝐷𝐼𝐷𝑖 . Then, by observing the long-term
behavior of a specific anonymous identity 𝐷𝐼𝐷𝑖 , the attacker might be able to guess
who the user is based on some background knowledge of the user’s behavior patterns.
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4.4 The Biometric-based Scheme for DRM
To develop a user authentication scheme for the DRM system that is applicable
to mobile device users, we have adapted Jung et al.’s design and mended the
weaknesses. Our new scheme also has three phases, and they are: (1) the user
registration phase, (2) the login and authentication phase, and (3) the password and
biometric data renewal phase. The details of our new scheme are as follows.

4.4.1 User Registration Phase
In the user registration phase, 𝑈𝑖 provides a unique identity, a password and
some biometric data on a registration request, which 𝑈𝑖 sends to the license server
(𝐿𝑆𝑗 ). The registration phase of the proposed scheme is illustrated in Fig. 4.4.1. and
described in detail below.

User

Secure channel

License server

Chooses
𝐼𝐷𝑖 , 𝑃𝑊𝑖 , 𝐵𝑖 ,
Generates random number k
Computes
𝐷𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ) ⊕ 𝑘
𝐷𝐼𝐷𝑖
Verifies 𝐼𝐷𝑖
Computes
𝐶𝐼𝐷𝑖 = ℎ(𝐷𝐼𝐷𝑖 ∥ ℎ(𝑥))
𝐶𝐼𝐷𝑖
𝑒 = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ⊕ 𝐻(𝐵𝑖 ))
Stores 〈𝑒, 𝑘, 𝑃𝑊𝐷〉
Fig. 4.4.1 User registration phase of our improved biometric-based scheme
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Step 1: 𝑈𝑖 inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖 , imprints 𝐵𝑖 on his or her mobile device, and
generates a random number 𝑘. After 𝑈𝑖 computes 𝐷𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ) ⊕ 𝑘,
𝑈𝑖 sends a registration request 〈𝐷𝐼𝐷𝑖 〉 to 𝐿𝑆𝑗 through a private channel.

Step 2: Upon receiving the registration request, 𝐿𝑆𝑗 checks to confirm that this is
a registered identity. If it is, the registration request is rejected, and the
communication is terminated. Otherwise, 𝑆𝑗 computes 𝐶𝐼𝐷𝑖 = ℎ(𝐷𝐼𝐷𝑖 ∥ ℎ(𝑥)),
where 𝑥 is 𝐿𝑆𝑗 ’s secret key. Finally, 𝐿𝑆𝑗 sends 〈𝐶𝐼𝐷𝑖 〉 to 𝑈𝑖 through the
private channel.

Step3: Upon receiving the message, 𝑈𝑖 computes 𝑒 = ℎ(𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )).
𝑈𝑖 stores 〈𝑒, 𝑘, 𝐶𝐼𝐷𝑖 〉 into the mobile device.

4.4.2 Login and Authentication Phase
In this phase, if 𝑈𝑖 wants to access a digital content on his or her mobile device,
𝑈𝑖 will need the content key. To achieve the goal, 𝑈𝑖 establishes an authentication
session with 𝐿𝑆𝑗 . Once the user’s identity is verified, 𝐿𝑆 issues the content key. The
login and authentication phase of our scheme is illustrated in Fig 4.4.2., and the detailed
steps are given below.

Step1: 𝑈𝑖 inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖 and imprints 𝐵𝑖 on the mobile device. 𝑈𝑖
verifies whether 𝑒′ and 𝑒 are equal, where 𝑒′ = ℎ(𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )). If 𝑒′
checks out, 𝑈𝑖 generates two random numbers 𝑘 𝑛𝑒𝑤 , 𝑟1 and computes 𝐷𝐼𝐷𝑖 =
ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ) ⊕ 𝑘 ,

𝑁𝑖 = 𝐶𝐼𝐷𝑖 ⊕ 𝑟1 ,

𝐷𝐼𝐷𝑖𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ) ⊕ 𝑘 𝑛𝑒𝑤 ,

𝐷𝐼𝐷𝐷𝐶 = 𝐼𝐷𝐷𝐶 ⊕ 𝑟1 , 𝐹𝑖 = 𝐷𝐼𝐷𝑖𝑛𝑒𝑤 ⊕ 𝑟1 and 𝐺1 = ℎ(𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝐶𝐼𝐷𝑖 ∥
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𝑟1 ∥ 𝑇𝑖 ), where 𝐼𝐷𝐷𝐶 is the digital content 𝑈𝑖 wishes to access, and 𝑇𝑖 is the
current timestamp generated by 𝑈𝑖 . Finally, 𝑈𝑖 sends the authentication request
〈𝑁𝑖 , 𝐷𝐼𝐷𝑖 , 𝐷𝐼𝐷𝐷𝐶 , 𝐹𝑖 , 𝐺𝑖 , 𝑇𝑖 〉 to 𝐿𝑆𝑗 through a public channel.
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User

Public channel

License server

Inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖
Imprints 𝐵𝑖
𝑒′ = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ⊕ 𝐻(𝐵𝑖 ))
Verifies 𝑒 ′ =? 𝑒
Generates 𝑘 𝑛𝑒𝑤 and 𝑟1
Computes
𝐷𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ) ⊕ 𝑘
𝑁𝑖 = 𝐶𝐼𝐷𝑖 ⊕ 𝑟1
𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ) ⊕ 𝑘 𝑛𝑒𝑤
𝐷𝐼𝐷𝐷𝐶 = 𝐼𝐷𝐷𝐶 ⊕ 𝑟1
𝐹𝑖 = 𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 ⊕ 𝑟1
𝐺𝑖 = ℎ(𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝐶𝐼𝐷𝑖 ∥ 𝑟1 ∥ 𝑇𝑖 )
〈𝑁𝑖 , 𝐷𝐼𝐷𝑖 , 𝐷𝐼𝐷𝐷𝐶 , 𝐹𝑖 , 𝐺𝑖 , 𝑇𝑖 〉
Verifies |𝑇′𝑖 －𝑇𝑖 | < ∆𝑇𝑖
Computes
𝐶𝐼𝐷𝑖 = ℎ(𝐷𝐼𝐷𝑖 ∥ ℎ(𝑥))
𝑟1 = 𝐶𝐼𝐷𝑖 ⊕ 𝑁𝑖
𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 = 𝐹𝑖 ⊕ 𝑟1
𝐼𝐷𝐷𝐶 = 𝐷𝐼𝐷𝐷𝐶 ⊕ 𝑟1
𝐺 ′ 𝑖 = ℎ(𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝐶𝐼𝐷𝑖 ∥ 𝑟1 ∥ 𝑇𝑖 )
Verifies 𝐺 ′ 𝑖 =? 𝐺𝑖 , searches 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶
Generates 𝑟2
𝐶𝐼𝐷𝑖 𝑛𝑒𝑤 = ℎ(𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 ∥ ℎ(𝑥))
𝑁𝑗 = 𝐶𝐼𝐷𝑖 ⊕ 𝑟2
𝐹𝑗 = 𝐶𝐼𝐷𝑖 𝑛𝑒𝑤 ⊕ 𝑟2
𝑄𝑗 = 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ⊕ 𝑟2
𝐺𝑗 = ℎ(𝐶𝐼𝐷𝑖 ∥ 𝐶𝐼𝐷𝑖 𝑛𝑒𝑤 ∥ 𝑟2 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ∥ 𝑇𝑗 )
〈𝑁𝑗 , 𝐹𝑗 , 𝑄𝑗 , 𝐺𝑗 , 𝑇𝑗 〉
Verifies |𝑇′𝑗 －𝑇𝑗 | < ∆𝑇𝑗
𝑟2 = 𝐶𝐼𝐷𝑖 ⊕ 𝑁𝑗
𝐶𝐼𝐷𝑖 𝑛𝑒𝑤 = 𝐹𝑗 ⊕ 𝑟2
𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 = 𝑄𝑗 ⊕ 𝑟2
𝐺′𝑗 = ℎ(𝐶𝐼𝐷𝑖 ∥ 𝐶𝐼𝐷𝑖 𝑛𝑒𝑤 ∥ 𝑟2 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ∥ 𝑇𝑗 )
Verifies 𝐺′𝑗 =? 𝐺𝑗 and stores 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶

Replaces 𝐶𝐼𝐷𝑖 and 𝑘 with 𝐶𝐼𝐷𝑖 𝑛𝑒𝑤 and 𝑘 𝑛𝑒𝑤
Fig 4.4.2. Authentication phase of our improved biometric-based scheme
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Step2: Upon receiving the message from 𝑈𝑖 at time 𝑇𝑖′ , 𝐿𝑆𝑗 first verifies the
time delay in message transmission by checking whether |𝑇𝑖′ – 𝑇𝑖 | < ∆𝑇𝑖 ,where
∆𝑇𝑖 represents the maximum transmission delay or preset acceptable delay
threshold. If the verification is satisfied, 𝐿𝑆𝑗 computes 𝐶𝐼𝐷𝑖 = ℎ(𝐷𝐼𝐷𝑖 ⊕ ℎ(𝑥)),
𝑟1 = 𝐶𝐼𝐷𝑖 ⊕ 𝑁𝑖 , 𝐷𝐼𝐷𝑖𝑛𝑒𝑤 = 𝐹𝑖 ⊕ 𝑟1 , 𝐼𝐷𝐷𝐶 = 𝐷𝐼𝐷𝐷𝐶 ⊕ 𝑟1 , 𝐺′1 = ℎ(𝐷𝐼𝐷𝑖 𝑛𝑒𝑤 ∥
𝐼𝐷𝐷𝐶 ∥ 𝐶𝐼𝐷𝑖 ∥ 𝑟1 ∥ 𝑇𝑖 ) and verifies whether 𝐺 ′1 = 𝐺1 .

If the authentication

fails, the communication is terminated. Otherwise, 𝐿𝑆𝑗 searches and finds the key
𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 of the digital content and generates a random number 𝑟2 . Then 𝐿𝑆𝑗
computes 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 = ℎ(𝐷𝐼𝐷𝑖𝑛𝑒𝑤 ⊕ ℎ(𝑥)), 𝑁𝑗 = 𝐶𝐼𝐷𝑖 ⊕ 𝑟2 , 𝐹𝑗 = 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 ⊕ 𝑟2 ,
𝑄𝑗 = 𝐾𝐸𝑌𝐼𝐷𝐷𝐶 ⊕ 𝑟2 , and 𝐺𝑗 = ℎ(𝐶𝐼𝐷𝑖 ∥ 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 ∥ 𝑟2 ∥ 𝐾𝐸𝑌𝐼𝐷𝐷𝐶 ∥ 𝑇𝑗 ), where 𝑇𝑗
is the current timestamp generated by 𝐿𝑆𝑗 . Finally, 𝐿𝑆𝑗 sends the information
〈𝑁𝑗 , 𝐹𝑗 , 𝑄𝑗 , 𝐺𝑗 , 𝑇𝑗 〉 to 𝑈𝑖 over the public channel.

Step3: Upon receiving the message from 𝑆𝑗 at time 𝑇𝑗′ , 𝑈𝑖 first verifies the time
delay in message transmission by checking whether |𝑇𝑗′ – 𝑇𝑗 | < ∆𝑇𝑗 ,where ∆𝑇𝑗
represents the maximum transmission delay or preset acceptable delay threshold.
If the condition is satisfied, 𝑈𝑖 computes 𝑟2 = 𝐶𝐼𝐷𝑖 ⊕ 𝑁𝑗 , 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 = 𝐹𝑗 ⊕ 𝑟2 ,
𝐾𝐸𝑌𝐼𝐷𝐷𝐶 = 𝑄𝑗 ⊕ 𝑟2 , and 𝐺′𝑗 = ℎ(𝐶𝐼𝐷𝑖 ∥ 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 ∥ 𝑟2 ∥ 𝐾𝐸𝑌𝐼𝐷𝐷𝐶 ∥ 𝑇𝑗 ). Then 𝑈𝑖
verifies whether 𝐺′𝑗 = 𝐺𝑗 . If the authentication is a success, 𝑈𝑖 stores 𝐾𝐸𝑌𝐼𝐷𝐷𝐶
and replaces 𝐶𝐼𝐷𝑖 and 𝑘 with 𝐶𝐼𝐷𝑖 𝑛𝑒𝑤 and 𝑘 𝑛𝑒𝑤 .

4.4.3 Password and Biometric Data Renewal Phase
This phase is for 𝑈𝑖 to freely change his or her password and biometric data on
the mobile device without having to contact 𝐿𝑆𝑗 . Below are the details of the password
and biometric data renewal phase.
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Step1: After inputting 𝐼𝐷𝑖 , 𝑃𝑊𝑖 and imprinting 𝐵𝑖 , 𝑈𝑖 computes 𝑒′ = ℎ(𝐼𝐷𝑖 ∥
𝑃𝑊𝑖 ∥ 𝐻(𝐵𝑖 )) and verifies whether 𝑒′ equals 𝑒. If 𝑒 ′ = 𝑒, then 𝑈𝑖 inputs a
new password 𝑃𝑊𝑖𝑛𝑒𝑤 and imprints new biometric data 𝐵𝑖𝑛𝑒𝑤 . 𝑈𝑖 computes
𝑒 𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖𝑛𝑒𝑤 ∥ 𝐻(𝐵𝑖𝑛𝑒𝑤 )) , and from now on the old value 𝑒 is
replaced with the new value 𝑒 𝑛𝑒𝑤 . This completes the password and biometric
data change phase.

4.5 Analyses of Our Improved Biometric-based Protocol
This section will cover the correctness, security, and performance of the proposed
scheme. First, we will use the result of a Burrows–Abadi–Needham logic (BAN logic)
check to confirm the correctness of the proposed scheme [3, 35]. Then, we shall analyze
the security of the proposed scheme to show that it satisfies some important security
requirements and is strong against possible attacks. Finally, we will provide the result
of a performance comparison among several related protocols to show the superior
efficiency and cost-effectiveness of the proposed scheme.

4.5.1 Correctness Proof Based on BAN Logic
The BAN logic, which is a well-acknowledged method for the correctness check
of cryptographic schemes, is used to analyze our authentication protocol [3, 35]. First,
we will have some notations defined, goals set up, and an assumption made. Then, we
will see how the BAN logic verification turns out. With 𝐴, 𝐵 defined as participators
and 𝑋 as a formula, here are some instances to show the syntax and notations of the
BAN logic.
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Table 4.5.1. The notations of Ban logic
Notation

Description

𝐴|≡𝑋
𝐴⊲𝑋
𝐴|≡𝐵
𝐴|∼𝑋
#(𝑋)
〈𝐶〉𝑋

𝐴 believes 𝑋 is true
𝐴 holds or sees formula 𝑋
𝐴 believes 𝐵’s action. E.g., 𝐴|≡𝐵|≡𝑋 means that 𝐴 believes 𝐵 believes 𝑋 is true
𝐴 once said formula 𝑋
𝑋 is fresh, which means 𝑋 is recent or 𝑋 is a nonce
Combine condition 𝐶 using X

(𝐶)𝑋

Perform the hash operation on 𝐶 using X

𝑅𝑢𝑙𝑒 1
𝑅𝑢𝑙𝑒 2

𝑅𝑢𝑙𝑒 2 can be derived from 𝑅𝑢𝑙𝑒 1.
E.g.,

𝐴 𝑐𝑟𝑒𝑎𝑡𝑒𝑠 𝑟𝑎𝑛𝑑𝑜𝑚 𝑋
𝐴 |≡#(𝑋)

means that 𝐴 creates 𝑋, so 𝐴 believes 𝑋 is fresh

i. Goals
In order to check the correctness of our authentication protocol, we will set two
goals. The legal user (𝑈𝑖 ) and the legal server (𝐿𝑆𝑗 ) are the participators in our proposed
scheme. Since 𝑈𝑖 and 𝐿𝑆𝑗 must compute private values 𝐶𝐼𝐷𝑖 and 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 to do
mutual authentication, our scheme can be said to have the following two goals: (1) 𝑆𝑗
believes that the value 𝐶𝐼𝐷𝑖 is true; (2) 𝑈𝑖 believes that 𝑆𝑗 holds or sees the value
𝐶𝐼𝐷𝑖𝑛𝑒𝑤 . These two goals are shown as G1 and G2 in the language of the BAN logic as
follows:
G1. 𝑆𝑗 | ≡ 𝑈𝑖 ⊲ 𝐶𝐼𝐷𝑖
G2. 𝑈𝑖 | ≡ 𝑆𝑗 | ∼ 𝐶𝐼𝐷𝑖𝑛𝑒𝑤

ii. Assumption
In order to analyze our scheme by using the BAN logic, we have made an
assumption as follows:
A1. 𝑈𝑖 ⊲ 𝐶𝐼𝐷𝑖
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iii. Verification
With the goals set up and assumption made, now we are ready to apply a BAN logic
check to verify the correctness of our new scheme . The details and the steps of the proof

are as follows:

Message 1. 𝑈𝑖 →𝑆𝑗 :{〈𝑟1 〉𝐶𝐼𝐷𝑖 , (𝑟1 )𝐶𝐼𝐷𝑖 , 𝐷𝐼𝐷𝑖 }
V1. 𝑆𝑗 ⊲ {〈𝐶𝐼𝐷𝑖 〉𝑟1 , (𝑟1 )𝐶𝐼𝐷𝑖 , 𝐷𝐼𝐷𝑖 }
V2.
V3.
V4.

𝑆𝑗 ⊲ 𝐷𝐼𝐷𝑖 ,𝑆𝑗 ⊲ ℎ(𝑥)
𝑆𝑗 ⊲ 𝐶𝐼𝐷𝑖
𝑆𝑗 ⊲ 𝐶𝐼𝐷𝑖 , 𝑆𝑗 ⊲ 〈𝑟1 〉𝐶𝐼𝐷𝑖
𝑆𝑗 ⊲𝑟1
𝑆𝑗 ⊲ 𝐶𝐼𝐷𝑖 ,𝑆𝑗 ⊲𝑟1 ,𝑆𝑗 ⊲ (𝑟1 )𝐶𝐼𝐷𝑖
𝑆𝑗 |≡𝑈𝑖 ⊲𝐶𝐼𝐷𝑖

(G1)

Message 2. 𝑆𝑗 →𝑈𝑖 : {〈𝑟2 〉𝐶𝐼𝐷𝑖 , 〈𝐶𝐼𝐷𝑖𝑛𝑒𝑤 〉𝑟2 , (𝑟2 , 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 )𝐶𝐼𝐷𝑖 }
V5. 𝑈𝑖 ⊲{〈𝑟2 〉𝐶𝐼𝐷𝑖 , 〈𝐶𝐼𝐷𝑖𝑛𝑒𝑤 〉𝑟2 , (𝑟2 , 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 )𝐶𝐼𝐷𝑖 }
V6.
V7.
V8.

𝑈𝑖 ⊲𝐶𝐼𝐷𝑖 , 𝑈𝑖 ⊲ 〈𝑟2 〉𝐶𝐼𝐷𝑖
𝑈𝑖 ⊲𝑟2
𝑈𝑖 ⊲𝑟2 , 𝑈𝑖 ⊲ 〈𝐶𝐼𝐷𝑖𝑛𝑒𝑤 〉𝑟2
𝑈𝑖 ⊲𝐶𝐼𝐷𝑖𝑛𝑒𝑤

𝑈𝑖 ⊲𝐶𝐼𝐷𝑖 ,𝑈𝑖 ⊲𝑟2 ,𝐶𝐼𝐷𝑖𝑛𝑒𝑤 ,(𝑟2 ,𝐶𝐼𝐷𝑖𝑛𝑒𝑤 )𝐶𝐼𝐷
𝑈𝑖 |≡𝑆𝑗 |∼𝐶𝐼𝐷𝑖𝑛𝑒𝑤

𝑖

(G2)

According to V4, 𝑆𝑗 believes that 𝑈𝑖 holds the private value 𝐶𝐼𝐷𝑖 . Similarly,
according to V8, 𝑈𝑖 believes that 𝑆𝑗 once said the private value 𝐶𝐼𝐷𝑖𝑛𝑒𝑤 . As a result,
we can infer that our authentication protocol is correct.

4.5.2 Security Analysis
Besides fixing the problems of Jung et al.’s scheme, we shall also examine the
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security of the proposed scheme by checking if it satisfies several important security
requirements and if it is strong enough to withstand some possible attacks. Table 4.5.2.
shows how the proposed scheme compares with several other schemes of DRM
architecture [7-9, 26] in terms of some security standards. Then we will give proof as
to why we can say that the proposed scheme lives up to all the security standards listed.

Table 4.5.2. Security comparison among related schemes in Chapter 4
Scheme/proposition

1

2

3

4

5

6

Chen [9]











-

Chang et al. [8]











-

Chang et al. [7]













Mishra et al. [26]













The













proposed

scheme
1. Dynamic user anonymity

3. Mutual authentication

2. Stolen mobile device attack 4.
resistance

Insider

resistance

5. Replay attack resistance

attack 6. Off-line password guessing attack
resistance

i. Dynamic User Anonymity
In the registration phase of the proposed scheme, 𝑈𝑖 computes a mobile user
anonymous identity 𝐷𝐼𝐷𝑖 using a random number 𝑘. After 𝐿𝑆𝑗 receives 𝐷𝐼𝐷𝑖 , 𝐿𝑆𝑗
computes a secret value 𝐶𝐼𝐷𝑖 and sends it to 𝑈𝑖 . Then, for each communication, 𝑈𝑖
computes a new anonymous identity 𝐷𝐼𝐷𝑖𝑛𝑒𝑤 using a new random number 𝑘 𝑛𝑒𝑤 , and
𝐿𝑆𝑗 also computes a new secret value 𝐶𝐼𝐷𝑖 . Since 𝑈𝑖 and 𝐿𝑆𝑗 both generate their
own random numbers for every communication, an attacker cannot relate any two
messages exchanged, and therefore the real identity of 𝑈𝑖 cannot be traced. This means
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the proposed scheme satisfies the requirement of dynamic user anonymity.

ii. Stolen Mobile Device Attack Resistance
Since 𝑈𝑖 has 〈𝑒, 𝑘, 𝐶𝐼𝐷𝑖 〉 stored in his or her mobile device, an adversary can
steal 𝑈𝑖 ’s mobile device and obtain the stored information. However, the adversary has
no clue about the identity and the password, and there is no biometric data of 𝑈𝑖 ’s. As
a result, the adversary cannot have 𝑒 verified due to the lack of 〈𝐼𝐷𝑖 , 𝑃𝑊𝑖 𝐵𝑖 〉 .
Therefore, the adversary can do nothing with the stolen mobile device.

iii. Mutual Authentication
𝑈𝑖 and 𝐿𝑆𝑗 must authenticate each other before any further steps can be taken. In
the login and authentication phase of the proposed scheme, 𝐿𝑆𝑗 and 𝑈𝑖 check whether
𝐺𝑖 and 𝐺𝑗 are correct respectively. Only when all the verifications are successful can
the communication continue. Obviously, the proposed scheme satisfies the requirement
of mutual authentication between user and server.

iv. Insider Attack Resistance
In the proposed scheme, the user does not directly provide his or her real identity
and password; instead, in the registration phase as well as the login and authentication
phase, what 𝑈𝑖 sends to 𝐿𝑆𝑗 is 𝐷𝐼𝐷𝑖 , where 𝐷𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ) ⊕ 𝑘. Such a
design keeps 𝐿𝑆𝑗 from learning 𝑃𝑊𝑖 , which is hidden by using the random number 𝑘.
This means the proposed scheme can withstand the insider attack.

v. Replay Attack Resistance
Suppose that an adversary intercepts the user’s login and authentication request
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〈𝑁𝑖 , 𝐷𝐼𝐷𝑖 , 𝐷𝐼𝐷𝐷𝐶 , 𝐹𝑖 , 𝐺𝑖 , 𝑇𝑖 〉 . Since 𝐺𝑖 includes a timestamp generated by 𝑈𝑖 , the
request is only valid during that very communication session. In other words, if the
adversary tries to login to the server by replaying the intercepted login and
authentication request, the authentication will fail because the request has expired.
Therefore, we can say that the proposed scheme is secure against the replay attack.

vi. Off-line Password Guessing Attack Resistance
If an attacker has stolen the mobile device and knows 〈𝑒, 𝑘, 𝐶𝐼𝐷𝑖 〉, the attacker
still cannot obtain 𝑈𝑖 ’s password and cannot work out the value 𝑒 by computing 𝑒 =
ℎ(𝐼𝐷𝑖 ⊕ 𝑃𝑊𝑖 ⊕ 𝐵𝑖 ) due to the lack of 𝑈𝑖 ’s biometric data 𝐵𝑖 . Therefore, the
proposed scheme is secure against the password guessing attack.

4.5.3 Performance Analysis
To have a clue how well our new scheme can perform, we have made a comparison
of computation cost among some related schemes [7-9, 26]. According to [11, 16] the
actual cost of computation time for a one-way function 𝑇ℎ is 0.2ms. As Table 4.5.3.
shows, among the related schemes, the proposed scheme is the one that uses the least
one-way hash functions and therefore is the fastest of them all.

Table 4.5.3. Performance comparison among related schemes in Chapter 4
Scheme

Login and authentication phase
Number of one-way hash functions executed

Time cost

Chen [9]

14

≈2.8 ms

Chang et al. [8]

10

≈2.0 ms

Chang et al. [7]

14

≈2.8 ms

Mishra et al. [26]

16

≈3.2 ms

The proposed scheme

9

≈1.8 ms
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Chapter 5

A Novel Authentication Scheme for DRM

Based on Elliptic Curve Cryptography
Due to the rapid development of computer science and associated technologies,
various text documents, multimedia data, software and many other forms of contents
are now created, stored, and processed digitally, and almost all traditional contents of
special value such as paper documents, music or video tapes, and a lot more, if possible,
have also been digitized and managed digitally. As the Internet makes data transmission
easy and fast, digital contents of all kinds can be spread all over the world at a shocking
speed. Along with such amazing swiftness and convenience, however, modern
computer and communication technologies have also brought various kinds of issues
associated with digital rights management. Digital rights management (DRM) systems
are access control technologies used to restrict the use, modification, and distribution
of proprietary hardware and copyrighted works. Now, in view of modern people’s
heavy dependence on their mobile devices, we consider it a good idea to design a DRM
scheme on the basis of elliptic curve cryptography (ECC) because ECC is a very good
mobile device level security tool. In this paper, we shall review Amin et al.’s 2016
scheme and point out some security weaknesses we have found. Then, with the security
flaws mended, we shall propose an improved ECC-based protocol for DRM that is
especially suitable for applications on mobile devices.

5.1 Introduction
5.1.1 Background
As a result of the fast development of computer technologies, data or media of all
kinds including text documents, multimedia data, software and many other forms are
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now put together and handled as digital contents. In addition, more and more traditional
contents originally in their physical, analog, or broadcast forms such as paper
documents, analog multimedia data, and a lot more that are worthy of careful
preservation have also been converted into digital contents. On the other hand, the
booming advancement of the Internet has made it extremely easy and fast to spread all
kinds of data around. As the quantities of the digital contents put up and spread out on
the Internet grow exponentially, people are getting more and more used to obtaining
information and receiving entertainment through the Internet [18, 20, 33]. In fact,
nowadays digital contents are way too easy to spread and to obtain than they should,
especially on the Internet. In many parts of the world, unauthorized downloading of
digital contents remains a serious problem, causing great losses to the copyright owners.
Therefore, the enforcement of copyright protection of digital contents is a big issue, and
the development of an ideal digital rights management (DRM) system is essential so it
can be guaranteed that only copyright owners or authorized users have access to the
copyrighted digital media [8-9, 12, 26, 34, 44].
Many traditional authentication schemes of DRM systems were constructed on
the basis of the RSA cryptosystem or a smart card system. However, on the mobile
device, RSA is too heavy a burden as far as the computation load is concerned. In 1987,
Koblitz and Miller first proposed the elliptic curve cryptosystem (ECC). ECC operates
at a much lower computation cost than RSA, and the reason is that ECC has a smaller
key size than any traditional public key cryptosystem. For example, ECC uses a 160bit key, whereas RSA uses a 1024-bit key. Therefore, compared with RSA, ECC is
obviously far more suitable for mobile device applications, and that is why in this paper
we will propose a novel authentication scheme for anonymity and digital rights
management based on ECC [1, 24].
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On the other hand, users of all kinds of digital contents may probably end up
having to register with and login to multiple servers if different digital contents are
provided by different servers and if there is not a mechanism to integrate separate
servers into a system. This means digital content users have to keep multiple IDpassword pairs, which is a lot of trouble. To put multiple servers together into an
integrated system and make digital content access an enjoyable experience for the user,
we will review Amin et al.’s 2016 scheme, which is suitable for multi-server
environments, and propose our improved scheme based on ECC suitable for DRM
systems [2, 13-14, 25].

5.1.2 Related works
In recent years, a lot of research efforts have been invested in the development of
digital rights management systems. Generally speaking, there are two paths from which
most DRM system developers so far have chosen one to follow: (1) biometric
verification and (2) smart card. Little has been mentioned about the possibility of
constructing a DRM system based on ECC. In 2015, Zhang et al. made a difference and
proposed a provable secure and efficient digital rights management authentication
scheme based on elliptic curve cryptography using smart cards [38]. Inspired by Zhang
et al.’s work, we have also designed an ECC-based DRM authentication scheme that is
an improved version of Amin et al.’s scheme [2]. Below is a quick review of the
literature on DRM:



Biometric-verification-based works on DRM
In 2008, Chen proposed a secure and traceable E-DRM system based on
mobile device [9]. Chen’s scheme is the first DRM authentication scheme to use
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biometric verification. Besides, the computation cost is low, so Chen’s scheme
is suitable for mobile device. In 2010, Chang et al. found some weaknesses in
Chen’s scheme. They pointed out that an attacker could easily intercept the key
and steal the digital content, and the mobile user would not be able to tell if
anything had been tampered [8]. In order to improve Chen’s scheme, Chang et
al. proposed an efficient and reliable E-DRM protocol for mobile environments.
Similarly, Chang et al.’s protocol was a DRM authentication scheme based on
biometric verification. In 2013, Chang et al. pointed out that Chang et al.’s 2010
scheme was vulnerable to the stolen device attack and would cause major
trouble when the mobile user needed to change from an old mobile device to a
new one [7]. To solve these problems, Chang et al. proposed a practical secure
and efficient enterprise digital rights management mechanism suitable for
mobile environment. In 2015, Mishra et al. showed that Chang et al.’ s scheme
was weak against the off-line password-guessing attack and the insider attack
[26]. To mend these security flaws, Mishra et al. proposed an anonymous and
secure biometric-based enterprise digital rights management system for mobile
environment.



Smart-card-based works on DRM
In 2009, Zhang et al. proposed the first three-role DRM system
authentication scheme using smart card [39]. In 2013, Yang et al. pointed out that
Zhang et al.’s scheme was weak against the stolen smart card attack and the insider
attack. In order to fix these weaknesses, Yang et al. proposed an enhanced digital
rights management authentication scheme based on smart card [37]. Soon after,
Mishra et al. demonstrated that Yang et al.’s scheme was vulnerable to the
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password guessing attack and the denial of service attack [27]. In 2015, Zhang et
al. also proposed a session key attack against Yang et al.’s scheme [38]. To
surmount the weakness, Zhang et al. proposed a provable secure and efficient
digital rights management authentication scheme using smart card based on
elliptic curve cryptography.
In addition to those works mentioned above that were specifically designed
to be applied in DRM systems, there may also be some schemes that were
originally meant for something else but turn out to be just as applicable in DRM
systems. For example, Amin et al.’s scheme is a design for multi-server
environment, but the key concept of the scheme, namely the multi-server mode,
can be applied to make a DRM system more practical and user-friendly. Therefore,
in this research, we have built from Amin et al.’s multi-server mode and designed
a secure authentication scheme for DRM [2]. This way, mobile users only need to
register once, and then they can contact multiple servers. Hence, this paper shall
review and cryptanalyze Amin et al.’s scheme and then offer an improved version
that is suitable for DRM systems.

5.2 Review and Cryptanalysis of Amin et al.’s Scheme
In this section, we review and cryptanalyze Amin et al.’s scheme [2]. The
notations used in the scheme are listed in Table 5.2.1. Please note that the same
notations will also be used in our improved scheme. Amin et al.’s scheme includes four
phases, which are (1) the server registration phase, (2) the user registration phase, (3)
the login and authentication phase, and (4) the password renewal phase. Designed as a
privacy-aware anonymous user authentication scheme for distributed mobile cloud
computing environments, Amin et al.’s scheme defines three roles: (1) the system
57

administrator (𝑆𝐴), (2) the cloud server (𝑆𝑃𝑗 ), and (3) the user (𝑈𝑖 ). Note that Amin et
al.’s scheme is meant for multi-server environment. The details of the phases are as
follows:
Table 5.2.1. Notations of the scheme based on ECC
Notation

Description

𝑈𝑖

The user

𝑆𝑃𝑗 /𝐿𝑆𝑗

The cloud server in Amin et al.’s scheme/ The license server in our scheme

𝑆𝐴

System administrator

𝐼𝐷𝑖

Identity of 𝑈𝑖

𝑃𝑊𝑖

Password of 𝑈𝑖

𝑓𝑖

Biometric data of 𝑈𝑖

𝐼𝐷𝑠𝑗

Identity of 𝑆𝑃𝐽 /𝐿𝑆𝑗

𝑆𝑗

Secret key of 𝑆𝑃𝐽 /𝐿𝑆𝑗

𝑠

Master secret key of 𝑆𝐴

𝑝

Large prime number

𝑃

Generator of group 𝐺1

𝑃𝑝𝑢𝑏

Public key of system; 𝑃𝑝𝑢𝑏 = 𝑠𝑃

𝑇𝑙

Timestamp

𝑎, 𝑏, 𝑐

Random numbers

∥

String concatenation operation

⊕

Bitwise XOR operation

5.2.1 Server Registration Phase
In the server registration phase, 𝑆𝑃𝑗 chooses the identity 𝐼𝐷𝐽 and sends it to 𝑆𝐴
through a secure private channel. Then 𝑆𝐴 computes 𝑆𝐽 = 𝑠+𝐻

1

1 (𝐼𝐷𝐽 )

58

𝑃 and sends 𝑆𝐽

back to 𝑆𝑃𝑗 through a secure private channel.

5.2.2 User Registration Phase
In the user registration phase, the mobile user registers with the system
administrator. The user registration phase runs as follows:
Step 1: 𝑈𝑖 chooses an identity 𝐼𝐷𝑖 , a password 𝑃𝑊𝑖 , and provides some biometric
data 𝑓𝑖 , and then 𝑈𝑖 sends 𝐼𝐷𝑖 and some personal credentials to 𝑆𝐴 thorough a
private channel. Then 𝑆𝐴 verifies 𝐼𝐷𝑖 along with the personal credentials and
𝑃𝐾𝑗 = 𝐻1 (𝑆𝐽 ∥ 𝐼𝐷𝑠𝑗 )

computes
〈

for

all

servers.

Then

𝑆𝐴

sends

(𝐼𝐷𝑠1 , 𝑃𝐾1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 ), …
〉 to 𝑈𝑖 through a secure channel.
, (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 )

Step

2:

Upon

receiving

the

message,

𝑈𝑖

encrypts

𝐸𝐻 1(𝐼𝐷 ∥𝑃𝑊 ∥𝑓 ) ((𝐼𝐷𝑠1 , 𝑃𝐾1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 )) .
𝑖

𝑖

𝑖

𝑈𝑖

it

as

𝑃𝐾𝐸 =

computes

𝐹𝑖 =

𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ ) and stores 〈𝑃𝐾𝐸, 𝐹𝑖 〉 into the mobile device.

5.2.3 Login and Authentication Phase
In this phase, 𝑈𝑖 establishes a common session with 𝑆𝑃𝑗 and performs mutual
authentication through a public channel. The login and authentication phase goes as
follows:
Step 1: 𝑈𝑖 inputs 𝐼𝐷𝑖 , 𝑃𝑊𝑖 , 𝑓𝑖 and decrypts 𝑃𝐾𝐸. The mobile device computes
𝐹𝑖∗ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ ) and verifies it with 𝐹𝑖 . If 𝐹𝑖∗ checks
out, 𝑈𝑖 selects 𝑆𝑃𝑗 ’s information for login. 𝑈𝑖 selects the random number 𝑎𝑖 ∈ 𝑍𝑞∗
and computes 𝐾(𝑥,𝑦) = 𝑎𝑖 (𝑃𝐾𝑗 𝑃) = (𝐾𝑥𝑖𝑗 , 𝐾𝑦𝑖𝑗 ), 𝐴𝑖 = 𝑎𝑖 𝑃, 𝐵𝑖 = 𝐻2 (𝐼𝐷𝑖 ∥ 𝑎𝑖 𝑃 ∥
𝑇𝑖 ∥ 𝐾𝑥𝑖𝑗 ) , and 𝐼𝐷𝐾𝑖 = 𝐸𝐾 𝑥𝑖𝑗 (𝐼𝐷𝑖 , 𝑇𝑖 ) . And then 𝑈𝑖 sends 〈𝐼𝐷𝐾𝑖 , 𝐴𝑖 , 𝐵𝑖 , 𝑇𝑖 〉 to
𝑆𝑃𝑗 through a public channel.
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Step 2: Upon receiving the message at time 𝑇𝑖∗ , 𝑆𝑃𝑗 verifies |𝑇𝑖∗ − 𝑇𝑖 | ≤ ∆𝑇𝑖 ,
where ∆𝑇𝑖 is the acceptable time delay. If 𝑇𝑖∗ passes the verification, 𝑆𝑃𝑗
calculates 𝑃𝐾𝑗 = 𝐻1 (𝑆𝐽 ∥ 𝐼𝐷𝑠𝑗 ) , 𝐾(𝑥,𝑦) = 𝑎𝑖 (𝑃𝐾𝑗 𝑃) = (𝐾𝑥𝑖𝑗 , 𝐾𝑦𝑖𝑗 ) , (𝐼𝐷𝑖 , 𝑇𝑖 ) =
𝐷𝐾 𝑥𝑖𝑗 (𝐼𝐷𝐾𝑖 ) , and 𝐵𝑖∗ = 𝐻2 (𝐼𝐷𝑖 ∥ 𝑎𝑖 𝑃 ∥ 𝑇𝑖 ∥ 𝐾𝑥𝑖𝑗 ) . If 𝐵𝑖∗ ≠ 𝐵𝑖 , 𝑆𝑃𝑗 rejects the
communication. Otherwise, 𝑆𝑃𝑗 picks a random number 𝑏𝑗 ∈ 𝑍𝑞∗ and calculates
𝐼𝐷𝑠𝑗 ∥ 𝑏𝑗 𝑃
𝐴𝑗 = 𝑏𝑗 𝑃 , 𝐵𝑗 = 𝐻2 (
) , 𝐼𝐷𝐾𝑗 = 𝐸𝐾 𝑥𝑖𝑗 (𝐼𝐷𝑠𝑗 , 𝑇𝑗 ) , 𝐾𝑖𝑗 = 𝐻3 (𝐼𝐷𝑖 ∥ 𝐼𝐷𝑠𝑗 ∥
∥ 𝑇𝑗 ∥ 𝐾𝑥𝑖𝑗
𝑏𝑗 𝑃𝐾𝑗 (𝑎𝑖 𝑃)). Then 𝑆𝑃𝑗 sends 〈𝐼𝐷𝐾𝑗 , 𝐴𝑗 , 𝐵𝑗 , 𝑇𝑗 〉 to 𝑈𝑖 through an insecure channel.
Step 3: Upon receiving the message at time 𝑇𝑗∗ , 𝑈𝑖 verifies |𝑇𝑗∗ − 𝑇𝑗 | ≤ ∆𝑇𝑗 . If
𝑇𝑗∗ passes the verification, 𝑈𝑖 calculates (𝐼𝐷𝑠𝑗 , 𝑇𝑗 ) = 𝐷𝐾 𝑥𝑖𝑗 (𝐼𝐷𝐾𝑗 ) and 𝐵𝑗∗ =
𝐻2 (𝐼𝐷𝑠𝑗 ∥ 𝑏𝑗 𝑃 ∥ 𝑇𝑗 ∥ 𝐾𝑥𝑖𝑗 ). If 𝐵𝑗∗ ≠ 𝐵𝑗 , 𝑈𝑖 rejects the communication. Otherwise,
𝑈𝑖 accepts the information 〈𝐴𝑗 , 𝐵𝑗 , 𝑇𝑗 〉 and the session key 𝐾𝑖𝑗 = 𝐻3 (𝐼𝐷𝑖 ∥ 𝐼𝐷𝑠𝑗 ∥
𝑎𝑖 𝑃𝐾𝑗 (𝑏𝑗 𝑃)). So 𝑈𝑖 authenticates 𝑆𝑃𝑗 .

5.2.4 Password Renewal Phase
This phase is for when 𝑈𝑖 needs to change passwords and personal biometric
data. For security reasons, 𝑈𝑖 makes no contact with 𝐿𝑆 here. The password renewal
phase goes as follows:
Step 1: 𝑈𝑖 inputs 𝐼𝐷𝑖 , 𝑃𝑊𝑖 , 𝑓𝑖 and decrypts 𝑃𝐾𝐸. The mobile device computes
𝐹𝑖∗ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ ) and verifies it with 𝐹𝑖 . If 𝐹𝑖∗ passes
the verification, 𝑈𝑖 inputs the new password 𝑃𝑊𝑖∗ or new biometric data 𝑓𝑖∗ .
Step 2: The mobile device computes 𝑃𝐾𝐸 ′ = 𝐸𝐻 1(𝐼𝐷 ∥𝑃𝑊 ∗∥𝑓∗) ((𝐼𝐷𝑠1 , 𝑃𝐾1 ),
𝑖

𝑖

𝑖

(𝐼𝐷𝑠2 , 𝑃𝐾2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 )) and 𝐹𝑖′ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖∗ ∥ 𝑓𝑖∗ ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ ) .
Then the mobile device replaces 〈𝑃𝐾𝐸, 𝐹𝑖 〉 with 〈𝑃𝐾𝐸 ′ , 𝐹𝑖′ 〉.
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5.3 Cryptanalysis of Amin et al.’s Scheme
In this section, we will point out some weaknesses of Amin et al.’s scheme by
demonstrating how some attacks can be launched to crack the security of the scheme.

5.3.1 Man-in-the-middle Attack
In the login and authentication phase, a malicious user can easily steal the private
value 𝐾𝑥𝑖𝑗 . 𝑃𝐾𝑗 is an integer that is stored in each user’s mobile device, so any
legitimate but malicious user can compute other users’ 𝐾𝑥𝑖𝑗 by using 𝑃𝐾𝑗 and 𝐴𝑖
because 𝐾𝑥𝑖𝑗 = 𝑃𝐾𝑗 ∙ 𝐴𝑖 . In Amin et al.’s scheme, if the illegal user intercepts the
authentication message 〈𝐴𝑖 〉, then the illegal user will have the private value 𝐾𝑥𝑖𝑗 .

5.3.2 Forged User Identity Problem
In the authentication phase, if the server wants to obtain 𝐼𝐷𝑖 , the only way to do
so is through 𝐼𝐷𝐾𝑖 . However, any malicious user can fill in any 𝐼𝐷𝑖 and stay
undetected by 𝐿𝑆.

5.4 The Novel Scheme based on ECC
In order to develop a protocol suitable for the DRM system environment, we have
modified Amin et al.’s protocol into a new scheme. The proposed scheme has four
phases, which are (1) the license server registration phase, (2) the user registration phase,
(3) the authentication and content key obtaining phase, and (4) the password renewal
phase. The details of these four phases are as follows:

5.4.1 License Server Registration Phase
In the server registration phase, all the license servers must register with the
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system administrator. The server registration phase runs as follows:

Step1: Any license server 𝐿𝑆𝑗 chooses an identity 𝐼𝐷𝑠𝑗 and sends it to 𝑆𝐴
through a secure channel.
Step2: Upon receiving the message, 𝑆𝐴 computes 𝑆𝑗 = 𝑠+𝐻

1

1 (𝐼𝐷𝐽 )

𝑃 and 𝑃𝐾𝑗 =

𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑗 ) , then 𝑆𝐴 stores 𝑃𝐾𝑗 and sends 𝑆𝑗 to any license server 𝐿𝑆𝑗
through a secure channel.
Step3: Upon receiving 𝑆𝑗 from 𝑆𝐴 , 𝐿𝑆 computes 𝑃𝐾𝑗 = 𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑗 ) and
then stores 𝑆𝑗 and 𝑃𝐾𝑗 .
Fig 5.4.1. illustrates how the license server registration phase of the proposed scheme
works.

License server

Secure channel

System administrator

Chooses 𝐼𝐷𝑠𝑗
𝐼𝐷𝑠𝑗
Computes
𝑆𝑗 =

1
𝑃
𝑠 + 𝐻1 (𝐼𝐷𝑠𝑗 )

𝑃𝐾𝑗 = 𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑠𝑗 )𝑃
Stores 𝑃𝐾𝑗
𝑆𝑗
𝑃𝐾𝑗 = 𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑠𝑗 )𝑃
Stores 𝑆𝑗 , 𝑃𝐾𝑗
Fig 5.4.1. License server registration phase of our improved DRM scheme based
on ECC

5.4.2 User registration phase
Before the mobile user 𝑈𝑖 can obtain the digital content, 𝑈𝑖 has to enter the
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user registration phase and register with the system administrator. The user registration
phase goes as follows: Fig 5.4.2 shows how the user registration phase of the proposed
scheme works.
Step1: First 𝑈𝑖 chooses a unique identity, a password, and offers some biometric
data. 𝑈𝑖 sends 𝐼𝐷𝑖 to 𝑆𝐴 through a secure channel. Upon receiving the
message, 𝑆𝐴 verifies 𝐼𝐷𝑖 with some personal credentials. If the authentication
fails, the registration will be canceled. If 𝐼𝐷𝑖 checks out, 𝑆𝐴 computes 𝑉𝑖𝑗 =
𝐻1 (𝑆𝑗 ||𝐼𝐷𝑖 ) and sends 〈(𝐼𝐷𝑠1 , 𝑃𝐾1 , 𝑉𝑖1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 , 𝑉𝑖2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 )〉 to
𝑈𝑖 through a secure channel.
Step2:

Upon

receiving

the

message,

𝑈𝑖

encrypts

it

𝐸𝐻 1(𝐼𝐷 ∥𝑃𝑊 ∥𝑓 ) ((𝐼𝐷𝑠1 , 𝑃𝐾1 , 𝑉𝑖1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 , 𝑉𝑖2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 ))
𝑖

𝑖

𝑖

𝑃𝐾𝐸 =

as
.

𝑈𝑖

computes 𝐹𝑖 = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ ) and stores 〈𝑃𝐾𝐸, 𝐹𝑖 〉 into
the mobile device.

User

Secure channel

System administrator

Chooses
𝐼𝐷𝑖 , 𝑃𝑊𝑠𝑗 , 𝑓𝑖
𝐼𝐷𝑖
Verifies 𝐼𝐷𝑖
𝑉𝑖𝑗 = ℎ(𝑆𝑗 ||𝐼𝐷𝑖 )
〈(𝐼𝐷𝑠1 , 𝑃𝐾1 , 𝑉𝑖1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 , 𝑉𝑖2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 )〉
𝑃𝐾𝐸 = 𝐸𝐻 1(𝐼𝐷 ∥𝑃𝑊 ∥𝑓 ) ((𝐼𝐷𝑠1 , 𝑃𝐾1 , 𝑉𝑖1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 , 𝑉𝑖2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 ))
𝑖

𝑖

𝑖

𝐹𝑖 = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ )
Stores 〈𝑃𝐾𝐸 , 𝐹𝑖 〉
Fig 5.4.2. User registration phase of our improved DRM scheme based on ECC
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5.4.3 Authentication and Content Key Obtaining phase
In this phase, 𝑈𝑖 establishes the communication to obtain a digital content key
with 𝐿𝑆𝑗 and performs mutual authentication through an insecure channel. The details
of the authentication and content key obtaining phase are as follows:

Step 1: 𝑈𝑖 inputs 𝐼𝐷𝑖 , 𝑃𝑊𝑖 and imprints 𝑓𝑖 to decrypt 𝑃𝐾𝐸 . The mobile
device computes 𝐹𝑖∗ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ ) and verifies it with
𝐹𝑖 . If the verification fails, 𝑈𝑖 will not be able to log in. Otherwise, 𝑈𝑖 selects
the right license server 𝐿𝑆𝑗 where the digital content 𝑈𝑖 desires is stored. 𝑈𝑖
chooses the current timestamp 𝑇𝑖 and the random number 𝑎𝑖 ∈ 𝑍𝑞∗ . Then 𝑈𝑖
selects the digital content identity 𝐼𝐷𝐷𝐶 and computes 𝐾(𝑥,𝑦) = 𝑎𝑖 (𝑃𝐾𝑗 ) =
(𝐾𝑥𝑖𝑗 , 𝐾𝑦𝑖𝑗 ), 𝐴𝑖 = 𝑎𝑖 𝑃, 𝐼𝐷𝐾𝑖 = 𝐸𝐾 𝑥𝑖𝑗 (𝐼𝐷𝑖 , 𝐼𝐷𝐷𝐶 , 𝑇𝑖 ), and 𝐵𝑖 = 𝐻2 (𝐼𝐷𝑖 ∥ 𝐼𝐷𝐷𝐶 ∥
𝑎𝑖 𝑃 ∥ 𝑇𝑖 ∥ 𝑉𝑖𝑗 ∥ 𝐾𝑥𝑖𝑗 ) . Finally, 𝑈𝑖 sends 〈

𝐼𝐷𝐾𝑖
〉 to 𝐿𝑆𝑗 through an
, 𝐴𝑖 , 𝐵𝑖 , 𝑇𝑖

insecure channel.
Step 2: Upon receiving the message from 𝑈𝑖 at time 𝑇𝑖∗ , 𝐿𝑆𝑗 verifies
|𝑇𝑖∗ − 𝑇𝑖 | ≤ ∆𝑇𝑖 , where ∆𝑇𝑖 is the acceptable time delay. If 𝑇𝑖∗ checks out, 𝐿𝑆𝑗
calculates

𝐾(𝑥,𝑦) = 𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑠𝑗 )(𝐴𝑖 ) = (𝐾𝑥𝑖𝑗 , 𝐾𝑦𝑖𝑗 )

,

(𝐼𝐷𝑖 , 𝐼𝐷𝐷𝐶 , 𝑇𝑖 ) =

𝐸𝐾 𝑥𝑖𝑗 (𝐼𝐷𝐾𝑖 ) , 𝑉𝑖𝑗 = ℎ(𝑆𝑗 ||𝐼𝐷𝑖 ) , and 𝐵𝑖∗ = 𝐻2 (𝐼𝐷𝑖 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝑎𝑖 𝑃 ∥ 𝑇𝑖 ∥ 𝑉𝑖𝑗 ∥
𝐾𝑥𝑖𝑗 ) . 𝐿𝑆𝑗 verifies 𝐵𝑖∗ =? 𝐵𝑖 . If 𝐵𝑖∗ fails the verification, 𝐿𝑆𝑗 rejects the
authentication. Otherwise, 𝐿𝑆𝑗 searches for 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 , which is the key of the
digital content. Then 𝐿𝑆𝑗 chooses the current timestamp 𝑇𝑗 and the random
number 𝑏𝑗 ∈ 𝑍𝑞∗ and computes 𝐴𝑗 = 𝑏𝑗 𝑃, 𝐵𝑗 = 𝐻2 (𝐼𝐷𝑠𝑗 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ∥
𝑏𝑗 𝑃 ∥ 𝑇𝑗 ∥ 𝑉𝑖𝑗 ∥ 𝐾𝑥𝑖𝑗 ) and 𝐼𝐷𝐾𝑗 = 𝐸𝐾 𝑥𝑖𝑗 (𝐼𝐷𝑠𝑗 , 𝐼𝐷𝐷𝐶 , 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 , 𝑇𝑗 ). Finally, 𝑆𝑃𝑗
sends 〈𝐼𝐷𝐾𝑗 , 𝐴𝑗 , 𝐵𝑗 , 𝑇𝑗 , 〉 to 𝑈𝑖 through a public channel.
64

Step 3: Upon receiving 〈𝐼𝐷𝐾𝑗 , 𝐴𝑗 , 𝐵𝑗 , 𝑇𝑗 〉 at time 𝑇𝑗∗ , 𝑈𝑖 verifies |𝑇𝑗∗ − 𝑇𝑗 | ≤
∆𝑇𝑗 , where ∆𝑇𝑗 is the acceptable time delay. If 𝑇𝑗∗ passes the verification, 𝑈𝑖
computes (𝐼𝐷𝑠𝑗 , 𝐼𝐷𝐷𝐶 , 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 , 𝑇𝑗 ) = 𝐷𝐾 𝑥𝑖𝑗 (𝐼𝐷𝐾𝑗 )

and

𝐵 ∗𝑗 = 𝐻2 (𝐼𝐷𝑠𝑗 ∥

𝐼𝐷𝐷𝐶 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ∥ 𝑏𝑗 𝑃 ∥ 𝑇𝑗 ∥ 𝑉𝑖𝑗 ∥ 𝐾𝑥𝑖𝑗 ) . Then 𝑈𝑖 verifies 𝐵 ∗𝑗 =? 𝐵𝑗 . If 𝐵 ∗𝑗
passes the verification, 𝑈𝑖 will receive the digital content key 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 and
store 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 in the mobile device.
Fig 5.4.3 shows how the authentication and content key obtaining phase works.
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User

Public channel

License server

Inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖
Imprints 𝑓𝑖
Decrypts 𝑃𝐾𝐸 and obtains
{(𝐼𝐷𝑠1 , 𝑃𝐾1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 )}
Computes
𝐹𝑖∗ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ )
Verifies 𝐹𝑖∗ =? 𝐹𝑖
Selects (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 ) and 𝐼𝐷𝐷𝐶
Chooses the current timestamp 𝑇𝑖
Random number 𝑎𝑖 𝜖𝑍𝑃
Computes
𝐾(𝑥,𝑦) = 𝑎𝑖 (𝑃𝐾𝑗 ) = (𝐾𝑥𝑖𝑗 , 𝐾𝑦𝑖𝑗 )
𝐴𝑖 = 𝑎𝑖 𝑃 , 𝐼𝐷𝐾𝑖 = 𝐸𝐾 𝑥𝑖𝑗 (𝐼𝐷𝑖 , 𝐼𝐷𝐷𝐶 , 𝑇𝑖 )
𝐵𝑖 = 𝐻2 (𝐼𝐷𝑖 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝑎𝑖 𝑃 ∥ 𝑇𝑖 ∥ 𝑉𝑖𝑗 ∥ 𝐾𝑥𝑖𝑗 )
〈𝐼𝐷𝐾𝑖 , 𝐴𝑖 , 𝐵𝑖 , 𝑇𝑖 〉
Verifies |𝑇𝑖∗ − 𝑇𝑖 |< ∆𝑇𝑖
Computes
𝐾(𝑥,𝑦) = 𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑠𝑗 )(𝐴𝑖 ) = (𝐾𝑥𝑖𝑗 , 𝐾𝑦𝑖𝑗 )
(𝐼𝐷𝑖 , 𝐼𝐷𝐷𝐶 , 𝑇𝑖 ) = 𝐷𝐾 𝑥𝑖𝑗 (𝐼𝐷𝐾𝑖 )
𝑉𝑖𝑗 = 𝐻1 (𝑆𝑗 ||𝐼𝐷𝑖 )
𝐵𝑖∗ = 𝐻2 (𝐼𝐷𝑖 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝑎𝑖 𝑃 ∥ 𝑇𝑖 ∥ 𝑉𝑖𝑗 ∥ 𝐾𝑥𝑖𝑗 )
𝐵𝑖∗ =? 𝐵𝑖
Chooses the current timestamp 𝑇𝑗
Random number 𝑏𝑗 𝜖𝑍𝑃
𝐴𝑗 = 𝑏𝑗 𝑃, 𝐼𝐷𝐾𝑗 = 𝐸𝐾 𝑥𝑖𝑗 (𝐼𝐷𝑠𝑗 , 𝐼𝐷𝐷𝐶 , 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 , 𝑇𝑗 )
𝐵𝑗 = 𝐻2 (𝐼𝐷𝑠𝑗 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ∥ 𝑏𝑗 𝑃 ∥ 𝑇𝑗 ∥ 𝑉𝑖𝑗 ∥ 𝐾𝑥𝑖𝑗 )
〈𝐼𝐷𝐾𝑗 , 𝐴𝑗 , 𝐵𝑗 , 𝑇𝑗 〉
Verifies |𝑇𝑗∗ − 𝑇𝑗 |< ∆𝑇𝑗
Computes
(𝐼𝐷𝑠𝑗 , 𝐼𝐷𝐷𝐶 , 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 , 𝑇𝑗 ) = 𝐷𝐾 𝑥𝑖𝑗 (𝐼𝐷𝐾𝑗 )
𝐵 ∗𝑗 = 𝐻2 (𝐼𝐷𝑠𝑗 ∥ 𝐼𝐷𝐷𝐶 ∥ 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶 ∥ 𝑏𝑗 𝑃 ∥ 𝑇𝑗 ∥ 𝑉𝑖𝑗 ∥ 𝐾𝑥𝑖𝑗 )
𝐵 ∗𝑗 =? 𝐵𝑗 , Obtains 𝐾𝐸𝑌𝐼𝐷 𝐷𝐶
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Fig 5.4.3. Authentication and content key obtaining phase of our improved DRM
scheme based on ECC

5.4.4 Password Renewal Phase
This phase is for when 𝑈𝑖 wants to change passwords or personal biometric data,
and this can be done by 𝑈𝑖 alone. Fig 5.4.4 shows how the password renewal phase
works. The details of the password renewal phase are as follows:
Step 1: 𝑈𝑖 inputs 𝐼𝐷𝑖 , 𝑃𝑊𝑖 , 𝑓𝑖 and decrypts 𝑃𝐾𝐸. The mobile device computes
𝐹𝑖∗ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ ) and verifies it with 𝐹𝑖 . If 𝐹𝑖∗ passes
the verification, 𝑈𝑖 inputs the new password 𝑃𝑊𝑖∗ or new biometric data 𝑓𝑖∗ .
Step 2: The mobile device computes 𝑃𝐾𝐸 ′ = 𝐸𝐻 1(𝐼𝐷 ∥𝑃𝑊 ∗∥𝑓∗) ((𝐼𝐷𝑠1 , 𝑃𝐾1 , 𝑉𝑖1 ),
𝑖

(𝐼𝐷𝑠2 , 𝑃𝐾2 , 𝑉𝑖2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 ))

and

𝑖

𝑖

𝐹𝑖′ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖∗ ∥ 𝑓𝑖∗ ∥ 𝑃𝐾1 ∥

𝑃𝐾2 ∥ ⋯ ). Then, the mobile device replaces 〈𝑃𝐾𝐸, 𝐹𝑖 〉 with 〈𝑃𝐾𝐸 ′ , 𝐹𝑖′ 〉.

User
Inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖
Imprints 𝑓𝑖
Decrypts 𝑃𝐾𝐸 and obtains
{(𝐼𝐷𝑠1 , 𝑃𝐾1 , 𝑉𝑖1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 , 𝑉𝑖2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 )}
Computes
𝐹𝑖∗ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖 ∥ 𝑓𝑖 ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ )
Verifies 𝐹𝑖∗ =? 𝐹𝑖
Inputs 𝑃𝑊𝑖∗ or 𝑓𝑖∗ .
Computes
𝑃𝐾𝐸 ′ = 𝐸𝐻 1(𝐼𝐷 ∥𝑃𝑊∗∥𝑓∗) ((𝐼𝐷𝑠1 , 𝑃𝐾1 , 𝑉𝑖1 ), (𝐼𝐷𝑠2 , 𝑃𝐾2 , 𝑉𝑖2 ), … , (𝐼𝐷𝑠𝑗 , 𝑃𝐾𝑗 , 𝑉𝑖𝑗 ))
𝑖

𝑖

𝑖

𝐹𝑖′ = 𝐻1 (𝐼𝐷𝑖 ∥ 𝑃𝑊𝑖∗ ∥ 𝑓𝑖∗ ∥ 𝑃𝐾1 ∥ 𝑃𝐾2 ∥ ⋯ )
Replaces 〈𝑃𝐾𝐸, 𝐹𝑖 〉 with 〈𝑃𝐾𝐸 ′ , 𝐹𝑖′ 〉
Fig 5.4.4. Password renewal phase of our improved DRM scheme based on ECC
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5.5 Analyses of Our Improved Protocol Based on ECC
In this section, we shall analyze the correctness, security, and performance of our
new scheme. First, we shall use the BAN logic [5, 35] to check the correctness of the
scheme. Then, a security analysis will show if our new scheme can satisfy some
important security requirements and if our new scheme is secure enough against some
possible attacks. Finally, we shall evaluate the performance of our new scheme by
comparing it with some related protocols.

5.5.1 Authentication Proof Based on BAN Logic
The BAN logic is a well-accepted method to analyze the correctness of
cryptographic protocols [5, 35]. Here, we will have some notations defined, goals set
up, and assumptions made first. Then, we will see how the BAN logic check turns out.

i. Notations
First of all, let’s notice the syntax of the BAN logic. We define 𝐴, 𝐵 as
participators and 𝑋 as a formula. Here are some instances to show the syntax and
notations of the BAN logic.



𝐴|≡𝑋 means 𝐴 believes 𝑋 is true.



𝐴⊲𝑋 means 𝐴 holds or sees formula 𝑋.



𝐴|≡𝐵 means 𝐴 believes 𝐵’s action. E.g., 𝐴|≡𝐵|≡𝑋 means that 𝐴 believes 𝐵 believes
𝑋 is true.



𝐴|⟹𝑋 means 𝐴 has complete control over 𝑋. This can be used to denote a
certificate authority.



𝐴|∼𝑋 means 𝐴 once said formula 𝑋.
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#(𝑋) means 𝑋 is fresh, which means 𝑋 is recent or 𝑋 is a nonce.



𝐴↔𝐵 means 𝑋 is a secret key or secret information shared between 𝐴 and 𝐵.



→ 𝐴 means 𝑋 is the public key for 𝐴 and 𝑋 −1 is the private key for 𝐴.



{𝑀}𝑋 means plain text 𝑀 is encrypted by 𝑋.



𝑋

𝑋

𝑅𝑢𝑙𝑒 1
𝑅𝑢𝑙𝑒 2

means 𝑅𝑢𝑙𝑒 2 can be derived from 𝑅𝑢𝑙𝑒 1. e.g.,

𝐴 𝑐𝑟𝑒𝑎𝑡𝑒𝑠 𝑟𝑎𝑛𝑑𝑜𝑚 𝑋
𝐴 |≡#(𝑋)

means

that 𝐴 creates 𝑋, so 𝐴 believes 𝑋 is fresh.

ii. Goals
In order to check the correctness of our proposed scheme, we will set two goals.
The goals of our scheme are stated in the syntax of the Ban logic. The legal user 𝑈𝑖 ,
the legal server 𝐿𝑆𝑗 are the participators in our proposed scheme. Since 𝑈𝑖 and 𝐿𝑆𝑗
must both compute the private value 𝑉𝑖𝑗 and both make sure that the other party also
has 𝑉𝑖𝑗 , we can state the goals of our scheme as: 𝐿𝑆𝑗 believes that 𝑈𝑖 holds or sees
formula 𝑉𝑖𝑗 , and 𝑈𝑖 believes that 𝐿𝑆𝑗 also holds or sees formula 𝑉𝑖𝑗 . The goals of the
proposed scheme are shown as G1 and G2 in the language of the BAN logic below.
G1. 𝐿𝑆𝑗 | ≡ 𝑈𝑖 ⊲ 𝑉𝑖𝑗
G2. 𝑈𝑖 | ≡ 𝐿𝑆𝑗 ⊲ 𝑉𝑖𝑗

iii. Assumptions
In order to analyze our scheme by using the BAN logic, we have made some
assumptions as follows:
A1. 𝑈𝑖 |≡#(𝑎𝑖 )
A2. 𝐿𝑆𝑗 |≡#(𝑏𝑗 )
A3. 𝑈𝑖 ⊲ 𝑉𝑖𝑗
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A4. 𝐿𝑆𝑗 ⊲ 𝑉𝑖𝑗
A5. 𝐿𝑆𝑗 ⊲ 𝑆𝑗
A6. 𝑈𝑖 ⊲ 𝑃𝐾𝑗

iv. Verification
With the goals set up and assumptions made, now we can apply a BAN logic check
to verify the correctness of our new scheme. The details and the steps of the proof are as

follows:

Message 1. 𝑈𝑖 →𝐿𝑆𝑗 : 〈(𝐼𝐷𝑖 , 𝐴𝑖 , 𝑇𝑖 )𝐾 𝑥𝑖𝑗 , 𝐴𝑖 , 𝑇𝑖 , 𝐵𝑖 〉
V1. 𝐿𝑆𝑗 ⊲ 〈(𝐼𝐷𝑖 , 𝐴𝑖 , 𝑇𝑖 )𝐾 𝑥𝑖𝑗 , 𝐴𝑖 , 𝑇𝑖 , 𝐵𝑖 〉
V2.
V3.
V4.
V5.

𝐿𝑆𝑗 ⊲ 𝐴𝑖 , 𝐿𝑆𝑗 ⊲ 𝑆𝑗
𝐿𝑆𝑗 ⊲ 𝐾𝑥𝑖𝑗
𝐿𝑆𝑗 ⊲ (𝐼𝐷𝑖 ,𝐴𝑖 ,𝑇𝑖 )𝐾 𝑥𝑖𝑗 , 𝐿𝑆𝑗 ⊲ 𝐾𝑥𝑖𝑗
𝐿𝑆𝑗 ⊲𝐼𝐷𝑖
𝐿𝑆𝑗 ⊲𝐼𝐷𝑖 , 𝐿𝑆𝑗 ⊲ 𝑆𝑗
𝐿𝑆𝑗 ⊲𝑉𝑖𝑗
𝐿𝑆𝑗 ⊲𝑉𝑖𝑗 , 𝐿𝑆𝑗 ⊲𝐵𝑖
𝐿𝑆𝑗 |≡𝑈𝑗 ⊲𝑉𝑖𝑗

Message 2. 𝐿𝑆𝑗 →𝑈𝑖 : 〈(𝐴𝑗 , 𝑇𝑗 )𝐾
V6. 𝑈𝑖 ⊲〈(𝐴𝑗 , 𝑇𝑗 )𝐾
V7.

V9.

, 𝐴𝑗 , 𝑇𝑗 , 𝐵𝑗 〉

, 𝐴𝑗 , 𝑇𝑗 , 𝐵𝑗 〉

𝑈𝑖 |≡#(𝑎𝑖 ), 𝑈𝑖 ⊲ 𝑃𝐾𝑗
𝑈𝑖 ⊲ 𝐾𝑥𝑖𝑗
𝑈𝑖 ⊲(𝐴𝑗 ,𝑇𝑗 )

V8.

𝑥𝑖𝑗

𝑥𝑖𝑗

𝐾 𝑥𝑖𝑗

, 𝑈𝑖 ⊲ 𝐾𝑥𝑖𝑗 , 𝑈𝑖 ⊲ (𝐴𝑗 ,𝑇𝑗 )

𝑈𝑖 |≡𝐿𝑆𝑗 ⊲𝐾𝑥𝑖𝑗
𝑈𝑖 |≡𝐿𝑆𝑗 ⊲𝐾𝑥𝑖𝑗 , 𝑈𝑖 ⊲𝑉𝑖𝑗 , 𝑈𝑖 ⊲𝐵𝑗
𝐿𝑆𝑗 |≡𝑈𝑗 ⊲𝑉𝑖𝑗
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Finally, we can infer that the authentication and content key obtained is correct.
According to V5, 𝐿𝑆𝑗 can correctly verify that 𝑈𝑖 owns the private value 𝑉𝑖𝑗 .
According to V9, 𝑈𝑖 can also correctly verify that 𝐿𝑆𝑗 owns the private value 𝑉𝑖𝑗 .
Now we can be sure that the proposed scheme is correct and that the scheme can truly
achieve the goals.

5.5.2 Security Analysis
Here, the security of the proposed scheme will be examined by checking if it
satisfies several important security requirements raised by some related works [2, 7, 8,
26-27, 37-39, 44]. Our discussions will include information leakage attack resistance,
user and digital content anonymity, user untraceability, mutual authentication, and
password guessing attack resistance.

i.

Information Leakage Attack Resistance
In the authentication and content key obtaining phase of our scheme, a malicious
user is not be able to steal the private value 𝐾𝑥𝑖𝑗 . The attacker will have difficulty
computing 𝐾𝑥𝑖𝑗 because 𝐾𝑥𝑖𝑗 is secret information and is unknown to the attacker,
where 𝐾𝑥𝑖𝑗 = 𝑃𝐾𝑗 (𝑎𝑖 ) = (𝐾𝑥𝑖𝑗 , 𝐾𝑦𝑖𝑗 ), 𝑃𝐾𝑗 = 𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑠𝑗 )𝑃, 𝐴𝑖 = 𝑎𝑖 𝑃. Even if the
attacker has intercepted messages 〈𝐼𝐷𝐾𝑖 , 𝐴𝑖 , 𝐵𝑖 , 𝑇𝑖 〉 during transmission on the public
channel, in spite of the knowledge of 𝐴𝑖 = 𝑎𝑖 𝑃, the attacker still cannot compute 𝐾𝑥𝑖𝑗
because of the lack of 𝑃𝐾𝑗 . If the attacker wants to impersonate the user, the attacker
must own 𝐻1 (𝑆𝑗 ∥ 𝐼𝐷𝑠𝑗 ) or 𝑎𝑖 . However, both values are masked in 𝑃𝐾𝑗 and 𝐴𝑖 , and
they are hard to retrieve because of the DLP. Hence, it is difficult to compute 𝐾𝑥𝑖𝑗 and
decrypt the encrypted information.
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ii.

User and Digital Content Anonymity
The attacker cannot obtain the user’s identity 𝐼𝐷𝑖 or the content’s identity 𝐼𝐷𝐷𝐶
through the authentication and content key obtaining phase, so our proposed scheme
can withstand the user impersonation attack and retain digital content anonymity.
Assume the attacker has intercepted the message and knows 〈𝐼𝐷𝐾𝑖 , 𝐷𝐼𝐷𝐷𝐶 , 𝐴𝑖 , 𝐵𝑖 , 𝑇𝑖 〉.
The message 〈𝐼𝐷𝐾𝑖 , 𝐷𝐼𝐷𝐷𝐶 , 𝐵𝑖 〉 includes the user’s identity and the digital content’s
identity, but both 𝐼𝐷𝑖 , 𝐼𝐷𝐷𝐶 are under the protection of the private value 𝐾𝑥𝑖𝑗 .
Therefore, the proposed scheme satisfies the requirement of user and digital content
anonymity.

iii.

User Untraceability
If the attacker has intercepted all messages exchanged in the authentication and

content key obtaining phase, it is still difficult for the attacker to trace the user. The
reason is that all the transmitted messages carry the random numbers 𝑎𝑖 , 𝑏𝑗 and
timestamps 𝑇𝑖 , 𝑇𝑗 . Therefore, the proposed scheme satisfies the requirement of user
untraceability.

iv.

Mutual Authentication
In the authentication and content key obtaining phase, Step 2 is where 𝐿𝑆𝑗
authenticates 𝑈𝑖 by computing 𝐵 ∗ 𝑖 and verifying 𝐵 ∗ 𝑖 =? 𝐵𝑖 . Likewise, Step 3 is
where 𝑈𝑖 authenticates 𝐿𝑆𝑗 by computing 𝐵 ∗𝑗 and verifying 𝐵 ∗𝑗 =? 𝐵𝑗 . Therefore,
we can say that our proposed scheme satisfies the requirement of mutual authentication
between 𝑈𝑖 and 𝑆𝑃𝑗 .
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v.

Password Guessing Attack Resistance
Suppose the attacker has intercepted the messages during transmission and now
knows 〈𝐼𝐷𝐾𝑖 , 𝐷𝐼𝐷𝐷𝐶 , 𝐴𝑖 , 𝐵𝑖 , 𝑇𝑖 〉. In 〈𝐼𝐷𝐾𝑖 , 𝐷𝐼𝐷𝐷𝐶 , 𝐵𝑖 〉, there are the user’s identity and
the digital content’s identity, but 𝐼𝐷𝑖 , 𝐼𝐷𝐷𝐶 are both protected by the private value 𝐾𝑥𝑖𝑗 ,
which is an unknown value to the attacker that a password guessing attack will not be
able to crack.

5.5.3 Performance Analysis
Up to the present time, little research has been done to apply ECC to the field of
DRM system development, so our study is a pioneering research. As a result, to see
how well our new scheme can perform, we can only compare our scheme with some
other ECC-based multi-server schemes with a similar architecture to that of a DRM
system. Our performance comparison is on computation cost for authentication [2, 13,
42]. The following crypto-operations are used to calculate computation cost [31, 36].
The notations used in Table 5.6.1 are defined as follows:
𝑇𝑏𝑝 : Approximate time needed to run a bilinear pairing operation≈22.05 ms.
𝑇𝑝𝑚 : Approximate time needed to run an elliptic curve scalar point multiplication
operation≈7.35 ms.
𝑇𝑚 : Approximate time needed to run a multiplication operation≈0.02 ms.
𝑇𝑝𝑎𝑑𝑑 : Approximate time needed to run an ECC point addition operation≈0.01
ms.
𝑇𝑒𝑙𝑑 : Approximate time needed to run a symmetric key encryption or decryption
operation≈0.13 ms.
𝑇ℎ : Approximate time needed to run a one-way hash function operation≈0.0004
ms.
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Table 5.6.1. Performance comparison among related schemes in Chapter 5
Scheme

Computation cost for authentication

Approximate time spent (ms)

Hsieh et al.’s [13]

2𝑇𝑏𝑝 + 14𝑇𝑝𝑚 + 4𝑇𝑚 + 15𝑇ℎ

≈147.42

Zhao et al.’s [42]

2𝑇𝑏𝑝 + 12𝑇𝑝𝑚 + 𝑇𝐺𝐻 + 2𝑇𝑝𝑎𝑑𝑑 + 7𝑇ℎ

≈132.35

Amin et al.’s [2]

4𝑇𝑝𝑚 + 5𝑇𝑒𝑙𝑑 + 8𝑇ℎ

≈30.05

Ours

4𝑇𝑝𝑚 + 5𝑇𝑒𝑙𝑑 + 6𝑇ℎ

≈30.05

As Table 5.6.1. shows, among the related schemes, our new protocol and Amin
et al.’s scheme give the best performance on authentication. The difference between the
two is merely two one-way hash function operations, which is well negligible. As the
comparison results reveal, our new scheme is a protocol especially designed for DRM
system environment that is capable of giving an impressive performance.
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Chapter 6 Conclusions
In this study, we proposed three schemes for DRM system. In Chapter 3, we first
introduce the DRM architecture and its related literatures. Then we showed that Mishra
et al.’s scheme has digital content key storage problem and user’s anonymity problem.
In order to overcome the weaknesses found in Mishra et al.’s scheme, we have proposed
a secure and enhanced biometric-based authentication scheme for enterprise digital
rights management system. Compared with Mishra et al.’s scheme and other related
schemes, our proposed scheme is efficient in terms of computational overheads.
Through the informal security analysis, we have shown that our scheme is secure
against some well-known attacks including stolen digital content key attack, stolen
mobile device attack and off-line password-guessing attack and also supports extra
important features which are necessary for an idle enterprise digital rights management
system.
In Chapter 3, we have proposed a novel and secure authentication protocol for
DRM system. Our new scheme uses biometric data for user identity verification
because the biological characteristics are unique to each user and cannot be stolen or
mistaken or forgotten. As an improved version of Jung et al.’s work, the proposed
scheme provides better security protection and is especially designed for DRM systems.
A BAN logic check has verified the correctness of our new protocol; besides, our
security comparison and performance comparison have established that our new
protocol offers the best security protection and is the fastest and most cost-effective
scheme among similar protocols for DRM system.
In Chapter 4, we have proposed a novel scheme for the secure authentication of
a DRM system. To design a protocol applicable to a mobile device environment, we
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have decided to build our system security on the basis of ECC due to the low
computation demand. In addition, the proposed scheme runs well in a multi-server
scenario, so it is very suitable for applications where users get to access digital contents
from different service providers, which also means our new protocol can be very useful
when a platform is to be created to integrate a big number of servers into an entirety.
As an improved version of Amin et al.’s work, our new protocol offers better security
protection and is especially designed for DRM systems. A BAN logic check has verified
the correctness of our new protocol, and some security discussions have established
that our new protocol satisfies requirements of user and digital content anonymity, user
untraceability, as well as mutual authentication and is secure against information
leakage attacks and password guessing attacks. Finally, our performance analysis has
revealed that the proposed scheme offers the best computation cost performance and is
the fastest among related schemes.
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